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LOI MO DAU
Mang Internet ra doi da tao nén mot cuoc cach mang
trong cong nghé thdng tin. N6 gitip moi sy giao tiép va trao doi
kién thuc, thong tin cua con ngudi trd nén dé dang hon tao nén
tang cho nén kinh té tri thic hién nay. Tuy nhién, kién tric mang
truyén thng da khong hé co su thay doi trong hang nira thé ky
qua va dang ngay cang trd nén khdng phi hop vai nhu cau kinh
doanh cua cac doanh nghi¢p, cac nha khai thdc mang ciing nhu
ngudi ding cudi. Hién nay nhu cau vé nghiép vu ngay cang phic
tap cua cac doanh nghiép va mic d6 da dang vé tng dung cua
cac end-user dang ngay cang gia ting, kéo theo d6 1a nhu cau
khac nhau ciia ngudi ding vé mang két ndi. Mang can phai dap
ng viéc thay doi nhanh chdng cac thong sb vé do tré, bang
thong, dinh tuyén, bao mat, ... theo cic yéu ciu cua cac ung
dung. Chinh vi thé rat nhiéu chuyén gia da dat ky vong vao mot
md hinh mang mai, mang diéu khién béi phan mém SDN.
Luan van ndy cho ching ta thiy mot cach tong quan
vé mang SDN va giao thirc OpenFlow ciing nhu qué trinh ap
dung vao mé hinh mang noi bo truong Pai hoc Ha Noi.

Luan van gom 3 chuong:
Chuong 1: Téng quan vé SDN.

Chuong 2: Giao thuc OpenFlow.
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Chuong 3: SDN trong mang campus va tng dung vao

mang noi bo truong Pai hoc Ha Noi.
CHUONG 1: TONG QUAN VE SDN

1.1. Pat van dé
1.2. Khai niém va ciu tric mang SDN
1.2.1. Khai ni¢m vé SDN

Sofware Defined Network (SDN) 1a mot kiéu kién triic
mang méi, dong, dé quan ly, chi phi hiéu qua, dé thich nghi va
rat phi hop v&i nhu cdu mang ngdy cang ting hién nay. Kién
trac nay phan tach phan diéu khién mang (Control Plane) va
chtrc ning van chuyén dir liéu (Forwarding Plane or Mit bang
dir liéu), diéu nay cho phép viéc diéu khién mang tré nén c6 thé
1ap trinh va co sé ha téng mang doc 1ap vai cac ing dung va dich
vu mang”. Phan diéu khién duoc tach roi va duoc tap trung & bo
diéu khién SDN. Diéu nay c6 nghia 1a cac thiét bi mang & 16p
thiét bi phan cimg khong can phai hiéu va xur 1y cac giao thic
phirc tap ma ching chi chép nhan va van chuyén dir liéu theo
mot con dudng nao dé dudi sy chi huy cua b diéu khién SDN.
1.2.2. Cdu tric ciza mgng SDN

Kién tric cia SDN gdm 3 16p riéng biét: 16p Gmg dung,
16p diéu khién, va 16p co s& ha tang (16p chuyén tiép).
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1.3. Uu nhuec diém cia SDN so véi mang IP
Nhiing loi ich ma mang SDN dem lai gdm:

- Quan ly tap trung va don gian

- Truyén tai nhanh chéng va linh hoat

- Cho phép thay dbi

- Giam CapEx (chi phi dau tu)

- Giam OpEx (chi phi van hanh):

- Mo ra co hoi cho cac nha cung cap thiét bi trung gian
khi phan diéu khién duoc tach roi khoi phan cing.

Nhuoc diém:

- Déu tién 1a van dé bao mat.

- Tiép theo, SDN la mét kién tric mang kiéu méi, nén
viéc phat trién mang SDN van con han ché.

- Mot van dé nita 1a qua trinh trién khai mang SDN
khong thé hoan thién trong thoi gian ngan ma phai theo timg
budc maot.

1.4. Cac mb hinh trién khai mang SDN
1.4.1. Switch Based
1.4.2. Overlay Network
1.4.3. Mang lai

1.5. Ung dung cia SDN
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1.5.1. Pham vi doanh nghiép

1.5.2. Pham vi cdc nha cung cip ha ting va dich vu vién
thong
1.6. Két luan chwong

Mang SDN cho ching ta mot cai nhin mdéi, khai ni¢m
m&i vé mot kién tric mang dong, dé thich nghi, mé rong va dap
g céc dich vu phong phu. Vi viée tach phan diéu khién va dir
lidu, kién tric mang SDN cho phép mang c6 thé lap trinh va quan
1y mot cach dé dang hon.
CHUONG 2: GIAO THU'C OPENFLOW

2.1. Lich sir va sy phat trién ciia OpenFlow

2.2. Giao thwrc OpenFlow
- Céac dac trung cua OpenFlow:

+ OpenFlow c6 thé dugc st dung boi ing dung phan
mém ngoai dé diéu khién 16p chuyén tiép cia cac thiét bi mang,
giong nhu tap 1énh cia CPU diéu khién mot hé théng may tinh.

+ Giao thirc OpenFlow duoc trién khai trén ca hai giao
dién cua két ndi giira cac thiét bi co so ha tang mang va phan
mém diéu khién SDN.

+ OpenFlow st dung khai niém “flow” (ludng) dé nhan
dang luu lugng mang trén co s& dinh nghia trudc cac quy tic

phi hop (dwoc lap trinh sin boi phan mém diéu khién SDN).
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+ Giao thirc OpenFlow 1a mot chia khoa dé cho phép cac
mang dinh nghia bang phan mém va ciing 14 giao thtc tiéu chuin
SDN duy nhét cho phép diéu khién 16p chuyén tiép cuia cac thiét
bi mang.

Nhtng loi ich ma cac doanh nghiép va nha khai thac mang
c6 thé dat duoc théng qua kién tric SDN trén co sé OpenFlow
bao gom:

+ Tap trung hoa diéu khién trong mdi truong nhiéu nha
cung cap thiét bi

+ Giam su phtc tap thong qua viée ty dong hoa

+ Tbc do d6i méi cao

+ Gia tang d0 tin cay va kha nang an ninh cua mang

+ Péap mg nhu cau ctia ngudi dung mot cach linh hoat

2.3. Nguyén ly hoat dgng

Hinh 2.1: So' @6 quan hé giira Controller va thiét bi Openflow switch
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Nhu trén hinh 2.1, OpenFlow tach roi cac chirc nang cua
16p truyén dit liéu va 16p diéu khién ra khoi nhau. Chirc niang
lién quan dn truyén dir liéu van dugc thuc hién trén thiét bi
chuyén mach nhu cii, con cac quyét dinh vé dinh tuyén cap cao
trong OpenFlow thi do b diéu khién (Controller) thuc hién.
Controller va c4c thiét bj chuyén mach giao tiép voi nhau thong
qua giao thirc OpenFlow Switching Protocol.

Controller cé thé ra 1énh cho cac switche thuc hién céc quy
tac danh cho céc ludng dir liéu mang. Nhitng quy tic ndy co thé
14 : truyén dit liéu theo tuyén dudng nhanh nhat, hoic theo tuyén
duong c6 it hops nhat. ..

2.4. Uu diém ciaa Openflow
2.5. Cac khai niém va thanh phan co ban
Céc thanh phan co ban ctia mang SDN trén co sd giao thirc
OpenFlow la:
+ OpenFlow switch.
+ Controller.
Trong d6 controller giao tiép v&i cac OpenFlow Switch

thong qua giao thirc OpenFlow.
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Hinh 2.2: So d6 twong tac giira switch va controller theo giao thirc

OpenFlow
2.5.1. OpenFlow Switch
OpenFlow Switch bao gdm Group table, cic Flow table va
mot kénh OpenFlow channel. Trong d6 cac Flow table va Group
table chira cac thong tin do Controller cung cp dé thuc hién dinh
tuyén cac goi tin. OpenFlow channel 13 kénh dam nhiém nhiém
vu lién lac gitra controller va openflow switch.
2.5.2. Controller
Controller trong khai niém OpenFlow 12 yéu t6 co ban va
la trung tdm ctia mang SDN, trong d6 tap trung tat ca cac chirc
nang diéu khién mang SDN. Hé diéu hanh trén controller chinh
n6 khéng diéu khién mang, ma nd chi gilp cho giao dién lap
trinh API diéu khién mang.



2.5.3. OpenFlow protocol
Giao thirc OpenFlow moé ta qua trinh trao ddi thong tin
gitta OpenFlow Controller va OpenFlow Switch. Giao thuc
OpenFlow cho phép bo diéu khién thyc hién cac thao tac nhu
thém, cap nhdp, chinh stra va x6a céac flow entry & trong flow
table. N6 ho tro 3 loai ban tin nhu sau:
+ Controller d&én Switch
+ Ban tin khong dong bo(Asynchronous)
+ Ban tin ddi ximg (Symmetric)
2.6. Két luan chwong
OpenFlow la mét giao thirc, nd duoc tao ra, chuan héa, dé
hién thuc hda khai niém SDN. N6 cho phép ching ta dé dang
trién khai cac giao thirc chuyén mach va dinh tuyén trong mang,
cung cap cho ching ta mot phuong thirc quan 1y mang hiéu qua

va bao mat cao.
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CHUONG III: SDN TRONG MANG CAMPUS VA UNG
DUNG VAO MANG NOI BQ TRUONG PAI HOC HA
NOI

3.1. Trién khai SDN cho mang Campus
3.1.1.Gigi thigu
3.1.2. SDN trong mang campus
Kién tric co ban cia mot mang campus hoc ¢6 ciu tric
gdm 3 16p : Lop 18i, 16p phan phdi va 16p truy cap. Kién trdc 3
16p truyén thdng ndy con gay ra nhiéu khé khin trong hoat dong
nhu: tranh cac vong loop, han ché vé két nbi da dudng.
Pé giai quyét duoc cac han ché trén mang campus phai
c6 kha nang:
+ Cung cép cac ing dung méi pht hop voi cac nhu cu
ngay cang tang cia nguoi su dung.
+ Qua trinh trién khai nang cip cac tmg dung méi va qua
trinh thay d6i cau hinh mang phai nhanh.
+ Pon gian hoa va hoi tu cach quan 1y mang khong day
va co day.
+ Cung cip dich vu méi dap tmg nhu cau thoi gian thuec.
Va dé dat duoc cac kha nang d6 thi bat budc chung ta
phai trién khai mot mang c6 ciu tric khac méi cac mang truyén

thong, d6 1a SDN.
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3.1.2.2. Trién khai SDN cho mang campus

- Mang SDN cho phép ching ta don gian hoa céu tric
mang ma van cung cap duoc su linh dong cao

+ C06 thé trién khai céc dich vu mot cach nhanh chong ma
khong 1am anh huéng dén cau tric mang bang viéc ap dung cong
nghé 4o hoa.

+ Cai thién dugc chat lugng cua céc dich vu co san nho
viéc tinh todn sin cac con duong dinh tuyén t6i uu & mot bo xu
1y tap trung.

+ Sir dung tai nguyén mot cach tdi wu vi viéc quan 1y,
dich vu va cac img dung déu duge a0 hoa dé st dung tdi da trong
khi giam dén t6i thiéu khong gian va ning lugng tiéu thy.

-Cac loi ich khi ap dung mang SDN nhu sau:

+ Cb l1ap cac ludng dir lidu thong qua céc chinh sach ap
dung cho ting ludng tin, tao diéu kién cho viéc bao mat cac
ludng tin va da st dung.

+ Ti uu hoa bang théng qua viéc a0 hoa mang va kiém
soat tap trung trén co s ha tang mang 4o va vat 1y. Didu nay ca
thién viéc str dung céc thiét bi ca nhan cling nhu toan mang.

+ Cac hoat dong quan ly tré nén don gian hon.

+ Vi str dung cac ciu trac moé nén no sé khuyén khich
nhiéu nha cung cap va cac nha 1ap trinh phat trién dé hoan thién

hon c& s& mang va phan mém ho tré mang.
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3.2.3. Nhdn xét
3.2. Hién trang mang ngi b cia trwong Pai hoc Ha Noi
3.2.1. Hién trgng mang ngi bé ciia truwong Dai hoc Ha Ngi
Hién tai hé théng mang cua truong dugc chia theo khu
vuc: khu lam vi¢e, gidang dudng, ky tic x4, cac du an, mdi mang
tao thanh do su két ndi thiét bi mang trong mdt hodc vai toa nha
lai dé truy cap vao Internet.
Toan trudng hién dang c6 1100 may tram dugc phan bo
nhu sau:
- 100 may st dung tai nha A dung cho cac phong ban va
trung tam.
- 50 may st dung tai nha B dung cho van phong La Trobe
va cac du an.
- 150 may su dung tai nha C dung cho cac khoa va bo mon.
- 150 may su dung tai Thu vién.
- 650 may dung cho cac phong LAP tai nha A1, C, DI.
3.2.2. M6 hinh két néi mang
Dud¢i day 1a m6 hinh mang LAN cua truong Dai hoc Ha
NOoi.
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Hinh 3.1: M6 hinh mang LAN ciia trwong Pai hoc Ha Noi

V61 mo hinh mang nhu trén thi viéc trién khai SDN gap

rat nhiéu khé khin.Chinh vi vay luan van chi dua img dung SDN

thir nghiém cho mdt tda nha trong hé thong mang trén, tir d6 s&

cho thdy dugc nhirng loi ich ma SDN mang lai.

3.3. M6 hinh mé phéng mang toa nha C, Pai hoc Ha Ngi trén
nén tang SDN

Dud6i day 1a m6 hinh mang LAN cua toa nha C:



Hinh 3.2: M6 hinh mang LAN cia toa nha C

3.4. Céc cbng cu sir dung trong cau hinh mé phéng mang
3.4.1. Mininet
3.4.2. OpenDayL.ight

3.4.3. Cai dqt cac cong cu moé pheng
3.4.3.1. Cai dat mininet

- Bat cira s6 1énh Terminal cua ubuntu va g0 cdac lénh:
git clone git://github.com/mininet/mininet
mininet/until/install.sh —a

Sau khi g cac 1€nh trén thi mininet s€ dugc download

va cai dat.
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3.4.3.2. Cai dat Opendayligh controller

- Trén ctra sd 1énh Terminal ta st dung cac Iénh sau:
apt-get install maven git openjdk-7-jre openjdk-7-jdk
git clone http://git.opendaylight.org/gerrit/p/controller.git

3.5. Tién trinh thuc hién md phéng
3.5.1. So' do6 mang toa nha C theo mé hinh SDN

Trang web http://www.ramonfontes.com/vnd/# cho phép

ching ta v& lai mé hinh mang SDN va cho phép xuat ra file

python dé load vao mininet.

€ = C # [ wwwramonfontes.com/vnd/#3pp=042 electedindex=18a5e5-selectedindex=" f-selectedindex= | I%"_ ©:

i Ungdung [ Facsbook M Gmail O3 YouTube &) Toments & VECha [ tnyéntrohtuin @ PM 5 MMOIMEExchange KV DownYoutube oo HDWNbEs + Viecbm [JEnglsh (I1DATN  » [JDautengihi

Y#id=[9MAQ]X

Loy | Metwck Heswork

Visual Netuwork Description - (SDN version) Last Update: (448114

Hinh 3.3: So' @6 mang toda nha C sau khi vé lai theo dang SDN
+ Vi so d6 da vé ta xuét file python topo.sh dé sir dung

mo phong mininet.


http://git.opendaylight.org/gerrit/p/controller.git
http://www.ramonfontes.com/vnd/
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3.5.2. Tién trinh mé phéng
- Khéi dong Terminal va trinh duyét web:
+ Str dung cac cau 1énh sau:
Hién thi dia chi IP: ubuntu@ubuntu-desktop:~$ ip addr show
Download g6i ing dung:
ubuntu@ubuntu-desktop:~$ wget

Thuc hién cau 1€nh tao topo tree voi depth=3, fanout=2

a8
.\\p
= b
S
a
2]

Hinh 3.4: Giao dién cau Iénh tao topo tree
Hinh trén cho ta thiy d4 tao thanh cong topo tree, so d0 gom
cac thanh phén:
+ Switch: s1, s2, s3, s4, s5, s6, s7.
+ Host: hl, h2, h3, h3, h4, h5, h6, h7,h8.
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Hinh 3.5: Giao dién topo tree trén Opendaylight Controller
Sau khi d4 load xong md hinh mang vao mininet ta kiém tra xem

cac thiét bj trong mang da duoc thong véi nhau chua.
Khi khoi dong controller ta thuc hién 1énh pingall thi tit ca goi
tin déu dén dich. Pidu d6 nghia 1a cic dudi sy diéu khién cua

controller, cac switch va cac host da c6 thé lién lac vdi nhau.
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Hinh 3.6: Giao dién cau Iénh tao topo tree

Giao dién pingall trén opendaylight:
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Hinh 3.7: Két qua pingall trén opendaylight controller
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3.6. Két qua md phéng
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Hinh 3.8: Giao dién tab device caa Opendaylight controller

+ Ta thdy so d0 tong quan cta mang dugc thé hién trén
hinh (3.8). Pay 1a mot trong nhitng vu diém cta SDN so véi
mang IP truyén thong d6 13 ta c¢6 thé co cai nhin tong quan vé
ciu trac mang, diéu d6 gitp viéc quan 1y trd nén dé& dang hon

bao gid hét.



19

3.7. Két Luan chwong

Chuong nay da huéng huéng dan cach thiét 1ap duoc mot
md hinh mang trén nén tang SDN cu thé 13 m6 hinh mang cua
mdt toa nha C cia truong Pai hoc Ha Noi. Ta d@ mo phong duoc
qué trinh gui nhan céc ban tin, thiét lap duoc cac flow dé thuc
hién mot s6 cong viéc theo nhu clu cua nguoi su dung. Qua do
chung ta ¢ thé thiy dugc nhimg wu diém vuot bic ciia mang
SDN so v6i mang IP truyén thong. V&i SDN ngudi quan tri s&
c6 cai nhin tong quan vé cu triic mang, c6 thé cu hinh céc thiét
bi chuyén mach mot cach d& dang va nhanh chong bang viéc
quan 1y controller dé thiét 1ap cac flow entry dé phuc vu céc chirc

nang mang.
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KET LUAN VA HUONG PHAT TRIEN PE TAI

Ngay nay, Internet da trd thanh cudc cach mang 16n cua
nhan loai, kéo theo d6 14 sy phat trién cua nhu ciu cia ngudi st
dung, cic nhu cau d6 ngay cang da dang va phirc tap hon. Véi
céu hinh mang truyén thong thi viéc dap img d6 13 khong thé. Vi
thé cac nha nghién ciru da phat trién va cho ra doi mot ciu tric
mang tot hon, don gian hon va linh doéng hon. SDN chinh 1a
thanh qua cta su nghién ctru d6. N6 di giai quyét hau nhu tat ca
cac mit han ché cua mang hién tai, cung cép mot moi truong mé
cho phép cac nha phat trién ty do sang tao cac phuong thire dinh
tuyén, phuong thirc bao mat méi tét hon, cac tng dung dich vu
méi dap ing nhu cau ciia ngudi str dung.

Luén van nay da néu ra mot cai nhin téng quan vé mang
SDN va giao thtrc hd tro no - giao thitc OpenFlow. Tuy chi ap
dung vao mo hinh mang nho ctia mdt toa nha cua truong Pai hoc
Ha Noi nhung n6 ciing da cho ta thiy nhung hiéu qua dang ké
méa SDN mang lai. Do thoi gian khong cho phép va kién thirc
con chua hoan thién nén luan van con nhiéu diéu thiéu sét va chi
méi khai thac mot ph?m rat nho cua mang SDN. Luan van chua
gi6i thiéu duoc cac phuong thirc két ndi va bao mat giira cac

controller va chi ing dung dugc trong pham vi nhé hep nhu
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mang campus, chua lam rd dugc chiic nang 4o héa mang cling
nhu cac ung dung va loi ich cua viéc 40 hdéa mang lai.

Trong thoi gian toi, dya trén nén tang cac két qua da dat
duogc, khic phuc nhimg thiéu sot con lai va hudng nghién ciru
tiép theo cua ludn vin 13 4p dung SDN cho toan bo hé théng

mang cua truong Pai hoc Ha Noi.



