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LOI CAM DOAN
To61 cam doan day 1a cong trinh nghién ctru cia riéng toi.
Céc s6 liéu, két qua néu trong luan vin 1a trung thyc va chua timg dugc ai cong bd

trong bét ky cong trinh nao khac.

Nguwoi cam doan

Nguyén Thi Lan Huong



i

LOT CAM ON

Pé thuc hién va hoan thanh luan van ndy, em di nhan dugc su hd tro, giup
dd ciling nhu 14 quan tAm, dong vién tir cac thay cd nha truong, co quan, va ban be.
Luan van cling dugc hoan thanh dya trén sy tham khao, hoc tap kinh nghiém tur cac
két qua nghién ctru lién quan, cic sach, bao chuyén nganh cua nhiéu tic gia ¢ cac
truong Pai hoc, cac t6 churc nghién ctru, td chure chinh tri...Pac biét hon nita 1a su
huéng dan cia can bd gido vién truong Hoc vién Cong nghé Buu Chinh Vién
Thong va su giup do, tao diéu kién vé vat chit, tinh than tur phia gia dinh, ban bé va

cac dong nghiép.

Trude hét, em xin giri 10i cam on sau sic dén Thay PGS.TS. Nguyén Tién
Ban -ngudi tryc tiép huéng din khoa hoc d ludn danh nhiéu thoi gian, cong sirc
huéng dan em trong suét qua trinh thyc hién nghién ciru va hoan thanh luan vin.

Em xin tran trong cam on Ban giam hi¢u Hoc vién Cong ngh¢ Buu Chinh
Vién Thong cung toan thé cac thay c¢o gido cong tac trong truong da tan tinh truyén
dat nhiing kién thirc quy bau, giup d& em trong qué trinh hoc tap va nghién ciru.

Tuy c6 nhiéu cb ging, nhung trong luan vin khong tranh khoi nhimg thiéu
sot. Em kinh mong Quy thay cd, cac chuyén gia, nhitng ngudi quan tam dén dé tai,
ddng nghiép, gia dinh va ban bé tiép tuc c6 nhimmg ¥ kién dong gop, gitp d& dé dé

tai duoc hoan thién hon.

Mot lan nita em xin chan thanh cam on!
Ha No61i, ngay 15 thang 11 nam 2019

Hoc vién

Nguyén Thi Lan Huong
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LOI MO PAU

Mang Internet ra doi da tao nén mot cugc cach mang trong cong nghé thong
tin. N6 gitip moi su giao tiép va trao doi kién thirc, théng tin clia con ngudi trd nén
dé dang hon tao nén tang cho nén kinh té tri thirc hién nay. Tuy nhién, kién trac
mang truyén thdng da khong hé c6 sy thay ddi trong hang nira thé ky qua va dang
ngdy cang tré nén khong phii hop véi nhu cau kinh doanh cia cac doanh nghiép,
cac nha khai thac mang ciing nhu nguoi dung cudi. Hién nay nhu cau vé nghiép vu
ngdy cang phiic tap cua cac doanh nghiép va mtc do da dang vé ung dung cta cac
end-user dang ngay cang gia ting, kéo theo d6 1a nhu ciu khac nhau ctia nguoi dung
vé mang két ndi. Mang can phai dap tmg viéc thay d6i nhanh chong cac thong sb vé
do tré, bing thong, dinh tuyén, bdo mat, ... theo cac yéu cau cula cac ung dung.
Chinh vi thé rat nhiéu chuyén gia di dit ky vong vao mot mo hinh mang méi, mang

diéu khién boi phan mém SDN.

Luan vin nay cho chung ta thdy mot cach tong quan vé mang SDN va giao
thirc OpenFlow cling nhu qué trinh 4p dung vao mé hinh mang ndi bg truong Dai

hoc Ha Noi.
Luan van gém 3 chwong:
Chuong 1: Tong quan vé SDN.
Chuong 2: Giao thitc OpenFlow.

Chuong 3: SDN trong mang campus va ung dung vao mang ndi by truong

Pai hoc Ha Noi.

Do kien thure va thoi gian c6 han, luan van nay khong tranh khi sai sot, kinh

mong cac thay ,co6 gop y kién deé luan van dugc hoan thi¢n hon.



CHUONG 1: TONG QUAN VE SDN
Chinh thure ra doi vao khoang 2008 tai dai hoc Stanford, M1 nhung Mang kha

trinh (Software Defined Networking — SDN) da tao ra mot cudc cach mang trong
nén cong nghiép IT, va dy doan rang trong thoi gian t6i, SDN s& thay thé toan bo hé
thong mang truyén thong. Hau hét cac mang thong thudng déu theo kién trac phan
cap, duoc xdy dung véi cac tang cua thiét bj chuyén mach Ethernet, duoc sip xép
theo cdu trac cdy. Thiét ké nay thuc sy hiéu qua khi mé hinh tinh toan client —
server chiém uu thé, nhung kién trac ¢b dinh nhu vay khong thich hop véi yéu cau
tinh toan da dang, linh hoat va nhu cau luu trir dir liéu tai cac trung tam dir li€u cua
doanh nghi¢p, trudng hoc va trong moi trudng ctiia cac nha cung cép dich vu. Mot
s6 xu hudng tinh toan quan trong dan téi yéu cau ngay cang ting cho mot mo hinh
mang madi bao gém: su thay d6i mo hinh luu luong; hudng té1 nguoi dung CNTT;
su phat trién cua cac dich vu dién toan dam may; “Dir liéu 16n” yéu cau nhiéu bang

thong hon.

1.1. Pit van dé

Bo giao thiic truyén thong TCP/IP dugc xem nhu 1a mot chudn st dung tir
giita nhitg nam 80 cua thé ky trudc. Day 1a mot hé thong diéu khién cong kénh va
khong linh hoat d6i v6i mang mdy tinh. Vi no vira “ nghi” vira “lam”, diéu d6 co
nghia 13 dau tién no phai giai quyét bai toan xay dung dinh tuyén, sau d6 13 ap dung
cac tuyén duong nay.

Trong cac mang hién tai, chirc nang diéu khién va truyén tai dir liéu duoc két
hop, di lién véi nhau, n6 1am cho viéc kiém soat, didu khién rat phuc tap. Cach tiép
can dua trén TCP/IP nay gy ra mot s6 han ché rat nghiém trong trong hoat dong
véi cac tai nguyén cia mang.

D@ thay rang sd lwong va tinh phirc tap cua cac giao thirc rat 1on va phirc tap
(Ngay nay sd giao thirc va cac phién ban giao thirc duoc str dung thuong xuyén da
vugt qua 600), viéc két hop su diéu khién va truyén dir liéu lam cho qua trinh kiém

so4t ciing nhu diéu khién hoat dong mang tré nén qua phirc tap doi hoi nguoi quan



Iy phai co tay nghé va chuyén mon cao. Véan dé bao mat dén thoi diém hién tai van
khong c6 giai phap niao c6 do tin cdy qua cao. Viéc thém vao bat ky su thay doi nao
trong céc thiét bi ciia mang déu mat rat nhiéu thoi gian, chi phi cao va bat budc phai
¢6 su tham gia ctia nha san xuat (vi tinh doc quyén). Va vi thé, khong ai ¢6 thé dam
bao rang nhiing thiét bi mang nay chi chita cic chirc ning di duge mé ta trong cac
tai liéu dinh kém san pham. Pay 13 1i do vi sao c6 rat nhiéu vu bé bdi nghe 1én va
danh cap dir liéu dién ra thoi gian qua. Cac thiét bi ciia mang ngay nay 13 nhing
thiét bi mang tinh doc quyén, thiét bi “dong”, can tré cho su ddi moi, cap nhat va
phat trién tir hudng nguoi chi ctia mang, hay cong dong mang.

Viéc dap tmg tit ca cac nhu cau hién tai cta thi trudng gan nhu 13 khong thé
v6i m6 hinh mang truyén thong. Phong quéan tri mang ciia cic cong ty phai tim cach
han ché t6i da mang ctia minh véi viéc sir dung cac cong cu diéu khién ¢ mirc do
thiét bi va str dung cac qué trinh diéu khién bang tay, 1y do cua van dé nay chinh Ia
vi ngén sach dugc chi cho ho ngay cang bi cat giam, néu may man thi chi dugc duy
tri khong d6i. Vi nhitng nha khai thiac mang, ho ciing gip van dé tuong ty. Ta cd
thé thdy nhu cau dbi véi tinh di dong va biang thong dang bung phat (ngay nay sd
luong ngudi dung mang may tinh trén k¥ thuat khong day vuot qua s ngudi dung
mang cd dinh, s6 luong thiét bi di dong trén dau ngudi & cac nude phat trién da 1on
hon 3) trong khi d6 loi nhuén thu vé ngay cang it do cc chi phi cho thiét bi va do
viéc gidm thu nhap. Cac cAu trac hién tai cua mang khong dugc tao ra dé thoa man
nhu ciu cta nguoi dung hién dai, cia cic cong ty hay nha khai thac mang. Ching ta
s€ phan tich mot ) gidi han cua mang hi¢n tai, bao gém:

- Tinh phtc tap dan dén tinh trang tri tré: Cac k¥ thuat mang ngay nay bao
gdm céc bd giao thirc roi rac. Nhimng giao thirc nay dung dé ndi cac host véi nhau
mot céch tin cay, vdi khoang cach, tdc do lién lac, topo bat ky. Dé théa mén nhu cau
kinh doanh va yéu cau k¥ thuét trong hon chyc nam trd lai day, nganh cong nghiép
da phat trién cac giao thirc mang dé hd tro hiéu suit cling nhu d6 tin cay cao hon, c6
thé két ndi rong hon va do bao mat nghiém ngat hon. Céc giao thuc nay, vé nguyén

tac, dugc tao ra mot cach c6 1ap, tuy nhién moi giao thire gidi quyét mot van dé cu



thé. Diéu nay dan dén mot trong nhiing han ché chinh cua mang hién tai do 1a tinh
phirc tap. Vi du : dé thém vao hodc dich chuyén mot thiét bi bat ky, nguoi quan tri
phai can thiép dén mot sb thiét bj khac nhu : cac bd chuyén mach, dinh tuyén, tuong
Ira... va phai cap nhat lai danh sich ACL (Access Control List), VLANSs, QoS, va
ca cac co ché khac. Lién quan dén tinh phuc tap nay, cac mang hién tai vi thé duoc
xem nhu & trang thai “tinh” vi nguoi quan tri phai cd gang han ché dén murc thap
nhét nhiing nguy co gian doan cung cép dich vu. Tinh “tinh” cia mang hi¢n tai lai
12 mot mau thudn rat 16n d6i véi dac tinh “déng” cia moi trudng server ngdy nay, &
do viéc ao hoa cac server lam tang ) lugng host mgt cach chong mat, déng thoi no
lam thay ddi quan diém vé vi tri vat Iy cia cac host. Trude 4o héa, cac ing dung
déu nam trén mot server va trao doi traffic voi cac client. Ngay nay, cac ing dung
phan bd rdi rac trén mot vai may ao (VM-Virtual Machine), nhitng may 4o nay trao
ddi cac lué)ng dr li€u voi nhau. Cac VM nay “tai dinh cu” dé 1am tbi wu hoa va can
bang tai trén server. Ngoai viéc ap dung k¥ thudt ao hoa, nhidu cong ty da lam viéc
trén nén mang hoi tu IP dé truyén dr lig¢u, thoai, video... Trong khi d6, mang hién
tai hd trg cac mirc d6 khac nhau ctia QoS cho cac g dung khac nhau va cung cap
nhing tai nguyén ndy hoan toan bang tay. Nguoi quan tri can phai cai dat thiét bi
cta timg nha cung cap mot cach riéng 1&, va di nhién phai thiét 1ap cac tham sb nhu
bang thong, QoS trén ting phién lam viéc cho mdi ung dung. Do tinh “tinh” cua
minh, mang hién tai khong thé diéu chinh mot cach linh dong so v&i nhitng traffic
ludn thay ddi cta cac tng dung va ngudi dung.

- Céc chinh sach khong dong nhat: Dé thyc hién cac chinh sich mang, nguoi
quén tri mang can phai cu hinh hang ngan thiét bi. Vi du mdi lan 4p dung mot may
40 moi, phai ton hang gio, thinh thoang 1a hang ngay dé ciu hinh lai cac danh sach
ACL trén toan mang. Tinh phtrc tap ctia mang hién tai lam cho cong viéc nay trd
nén kho khin dbi v6i cac nha quan tri dé c6 thé ap dung mot bo phdi hop truy cap,
hay quy tic bao mat, QoS va cac chinh sach ngudi dung khac.

- Khong c6 kha ning mo rong: Vi cac nhu cau ddi voi cac Data Center ting

nhanh chéng, nén mang cling budc phai tang (kich thudc) theo. Tuy nhién, mang vi



thé qua phuc tap voi hang trim, hang ngan thiét bi, nhimng thiét bi nay lai can phai
dugc céu hinh va diéu khién. Cac nha quan tri ciing budc phai dua trén cac du bao
vé traffic d& mé rong mang. Nhung trong cic Trung tdm dit liéu ao hoa ngay nay,
traffic 1a khac niém “dong” khong tuong va gan nhu khong thé du béo trude. Cac
nha khai thac 16n nhu Google, Yahoo, Facebook. .. dd gip phai cic van dé phirc tap
trong mé rong kich thudc mang. Nhitng nha cung cip dich vu nay st dung cac thuat
toan xir 1y song song & quy md 16n. Vi quy mé cac tng dung dbi véi mot ngudi
dung cu thé ngay cang ting, sd luong cac phan tir can tinh toan tir d6 ciing ting 1én
dén muc “bung nd” va cac dir lidu trao d6i gilta cac node co thé dat dén PB
(Petabyte=1000 TB). Nhirng cong ty ndy can phai dam bao hiéu sut cao, chi phi
két nbi gitta hang ngan thiét bi thap... Quy md nhu véy la khong thé thuc hién véi
cach cau hinh bang tay. Pé duy tri kha ning canh tranh, cac nha khai thac can phai
thuc hién, cung cép nhiéu hon cac dich vu riéng biét, khac biét cho cac client. Tinh
da nhiém ciing 1am phirc tap bai toan hon, vi mang can phuc vu nhiéu nhém ngudi
ding véi cac tmg dung khac nhau va cac nhu cau vé hiéu suat khac nhau. Nhiing
nha khai thac 16n, nhitng nha khai thac dong vai tro chu dao trong quan ly traffic
client rat kho dé dap g cac nhu cau voi quy mo hién tai caa ho.

- Phuy thudc vao nha san xuat: Cac nha mang va cic cong ty cb ging ap dung
cac kha nang va dich vu méi trong viée dap tng cac nhu cau (nhitng nhu ciu nay
thay d6i lién tuc va rat nhanh) kinh doanh hodc nhu cdu nguoi dung. Tuy nhién kha
nang cua ho phu thudc vao cac chu ky cap nhat firmware thiét bi ctia nha san xuat.
Va diéu dang noi 1a nhimg chu ky nay c6 thé kéo dai 1én dén 3 nim hodc nhiéu hon
nira. Ngoai ra viéc thiéu cac chuin hoa, hay giao dién mo lam giéi han kha ning
diéu chinh mang cua cac nha mang. Chinh su khong twong tmg gitra nhu cau trén
thi truong va kha nang ciia mang dd dan dén “diém giy khic”. Pap lai van dé nay,
mang diéu khién bdi phan mém SDN (Software-Defined Networking) da dugc tao

ra.



1.2. Khai niém va céu tric mang SDN

1.2.1. Khdi ni¢m vé SDN

Trude khi dua ra khai niém vé SDN, ta thir dit ra mot gia thiét 1a néu ta co thé
tach roi phan diéu khién ra khoi cac thiét bi mang thi diéu d6 c6 thé lam cho kha
nang xt 1y cta thiét bi ting 1én hay khong? Co thé tao ra mot mang thong minh hon
va linh hoat hon hay khong?

Thuyc té 1a dua trén gia thiét d6, nguoi ta da nghién ciru va phat trién thanh mot
mang ma ¢ d6 nhiém vu diéu khién mang duoc xu 1y bdi cac bd diéu khién va céc
bo diéu khién dé c6 thé thao tac téi phﬁn cing, by nhd va cac chlrc nang cua cac
thiét bi router, switch dé dat dugc muc dich cua nguoi st dung. Do do, mang tro
nén linh hoat hon, hiéu suit st dung cao hon va dé quan 1y hon bao gid hét.

Pé hiéu 16 hon ta xem xét su khac nhau giita chiic ning cua céc thiét bi cua

mang truyén thong va mang SDN.

-I B¢ diéu khién SDN
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Hinh 1.1: So sanh kién triic mang truyén thong va SDN
Hinh 1.1 (a) mo ta so dd6 mot mang truyén thong don gian. Pbi voi mang
truyén thdng thi cac thiét bi dinh tuyén hodc chuyén mach trao ddi cac thong tin véi

nhau va qua trinh tinh todn xt ly déu xdy ra & moi node mang ( & tai moi



router/switch). Chitc ndng chinh cta céc thiét bi mang nhu router/switch 1a van
chuyén dir liéu, nhu ta théy & mo hinh trén thi céc thiét b khong dugc hoan toan tap
trung vao chirc nang d6. Nhung d6i vdi mang SDN thi diéu d6 lai 1a khéc.

Hinh 1.1 (b) mé ta so d6 mang don gian voi bo diéu khién SDN. Theo nhu
hinh 1.1 (b) thi ta thdy viéc thu thap thong tin cua cac thiét bi trong mang va tinh
toan xu ly cac thong tin thu thap dugc déu duoc chuyén dén mot bo diéu khién
mang (B9 diéu khién SDN). Cac thiét bi router/switch chi tap trung vao chirc nang
van chuyén dit liéu. Piéu d6 1am cho viéc quan 1y mang tré nén don gian hon va cac
thiét bi phan ctng c6 thé nang cong suat lam viéc 1én.

T su so sanh trén ta rat ra duge mot sd diém khac nhau gifra 2 mang do la:

& Phan diéu khién va phén van chuyén dir liéu:

- Mang truyén thdng: Péu dugc tich hop trong thiét bi mang.
- Mang SDN: Phan diéu khién duoc tach riéng khoi thiét bi mang va duoc
chuyén dén mot thiét bi dugc goi 1a bo diéu khién SDN.

& Phan thu thap va xtr 1y cac thong tin:

- Mang truyén thong: Pugc thuc hién & tit ca cac phan tir trong mang.
- Mang SDN: Puoc tap trung xir 1y & bd diéu khién SDN.

& Kha nang lap trinh boi cac tng dung:

- Mang truyén théng: mang khong thé duoc lap trinh boi cac tng dung. Cac
thiét bi mang phai dugc cAu hinh mét cach riéng 1€ va thu cong.

- Mang SDN: Mang c6 thé 1ap trinh béi cac tng dung, bo diéu khién SDN
c6, thé tuong tac dén tat ca cac thiét bi trong mang.

Hién nay co6 rat nhidu dinh nghia vé mang SDN nhung theo ONF (Open
Networking Foundation - mot to chtrc phi lgi nhuan dang hd tro viéc phat trién SDN
thong qua viéc nghién ciru cac tiéu chuin md phu hop) thi mang SDN dugc dinh
nghia nhu sau: “ Sofware Defined Network (SDN) la mot kiéu kién trac mang mai,
dong, d& quan 1y, chi phi hiéu qua, dé thich nghi va rat phu hop v6i nhu ciu mang
ngdy cang ting hién nay. Kién tric nay phan tach phan diéu khién mang (Control

Plane) va chirc nang van chuyén di liéu (Forwarding Plane or Mat béng dir ligu),



diéu nay cho phép viéc diéu khién mang trd nén co6 thé 1ap trinh va co sé ha tang
mang doc 1ap véi cac tng dung va dich vu mang”. Phan diéu khién duoc tach roi va
duogc tap trung & bo didu khién SDN. Diéu nay c6 nghia 1a cac thiét bi mang & 16p
thiét bi phan ctng khong can phai hiéu va xir Iy cac giao thirc phirc tap ma ching
chi chéip nhan va van chuyén dir li¢u theo mot con duong nao d6 dudi su chi huy
ciia b diéu khién SDN.

Dua vao bd diéu khién SDN ma cac nha khai thac mang va quan tri mang co thé
1ap trinh cAu hinh trén d6 thay vi phai thyc hién thii cong hang ngan cu 1énh ciu
hinh trén cac thiét bi riéng 18. Ngoai ra no con c6 thé trién khai cac img dung méi va

cac dich vu mang mot cach nhanh chong.

1.2.2. Céu tricc ciia mang SDN

bé c6 cai nhin tong quan hon ta xem xét dén kién triic cua SDN. Kién tric
nay tach biét hai co ché dang ton tai trong kién tric mang hién tai la co ché diéu

khién va co ché chuyén tiép. Céac dic tinh trong kién trac SDN:

- Kha nang lap trinh truc tiép: Viéc diéu khién mang dugc 1ap trinh tryc tiép

bdi no6 da dugc tach biét vai cac chirc nang chuyén tiép.

- Nhanh chéng: Viéc tach biét cac chirc ning diéu khién va chirc ning
chuyén tiép cho phép cac nha quan tri mang linh hoat trong viéc diéu chinh ludng

lru lwong ctiia mang khi ¢6 yéu cau thay doi.

- Quan 1y tap trung: Viéc diéu khién tap trung dugc thuc hién bdi bo diéu

khién SDN (mdt phan mém), cho ta thdy dugc cai nhin téng quan vé mang.

- Viéc cdu hinh 1ap trinh dugc: SDN cho phép nguoi quan tri mang cdu hinh,
quan 1y, thiét 1ap bao mat, téi wu héa tai nguyén mang nhanh chéng nhd co cac
chuong trinh hd tro SDN di ty dong hoa, nhitng chuong trinh d6 hoan toan cé thé

tu lap trinh duge ma khong phu thudc vao phan mém.



- Cung cap céc tiéu chuan mé: Khi trién khai thong qua céc tiéu chuan mo,
SDN da don gian hoa vi¢c thiét ké mang va van hanh bai vi cac chi dan dugc cung
cip boi bo diéu khién SDN thay vi cac giao thirc hay cac thiét bi chuyén biét cia

cac nha cung cap.

Kién triic cia SDN gdm 3 16p riéng biét: 16p tng dung, 16p diéu khién, va
16p co so ha tang (16p chuyén tiép). M6 hinh kién trac mang SDN dugc thé hién ¢
hinh 1.2.

CLOUD ORCHESTRATION

BUSSINESS APPLICATIONS L SDIN APPLICATIONS |4

CTRA.FFIC ENGII‘-TEERII‘-TG]

C ROLUITING J C MMOBILITY j

SDIN CONTROL SOFTWARE

OPEN FLOW

Hinh 1.2: Kién triic cia mang SDN

- L6p tmg dung (Application Plane): bao gdm cac ung dung duoc trién khai
trén mang, két nbi voi 16p diéu khién thong qua cac API (Application Programming
Interface — Giao dién 1ap trinh tmg dung), cho phép 16p tng dung 1ap trinh lai (ciu
hinh lai) mang (Vi du: diéu chinh tham sé d6 tré, bang thong, dinh tuyén, ...) théng
qua 16p diéu khién 1ap trinh gitp cho hé théng mang t6i wu hoat dong theo mét yéu

cAu nhat dinh.
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- L6p diéu khién (Control Plane): 14 noi tap trung cac bd diéu khién SDN thuc
hién viéc diéu khién cau hinh mang theo cc yéu cau tir 10p tmg dung va kha ning cua

mang. Céac bd diéu khién nay c6 thé 13 cac phin mém duoc 1ap trinh truc tiép.

Céc bd diéu khién SDN xéac dinh cac ludng dit lidu s& di qua 16p dit liéu phia
dudi va mdi ludng dir lidu di qua mang déu phai cé su cho phép cta bo diéu khién
SDN va khi duoc su cho phép thi bd diéu khién sé& tinh toan chon duong di tot nhat
cho céac ludng dir lidu. Mot bo didu khién 1a mot tmg dung quan 1y kiém soat ludng
lru lwong trong moi trudng mang. Dé truyén thong tin diéu khién dén 16p co so ha
tang, 16p diéu khién sir dung cac giao thirc nhu: OpenFlow, ONOS, ForCES, PCEP,
NETCONF, SNMP hodc thong qua cac co ché riéng biét. Hau hét cac bo diéu khién
SDN hién nay dua trén giao thirc OpenFlow. Giao thirc nay sé duoc dé cap O

chuong sau.

B6 diéu khién SDN hoat dong nhu mdt loai hé diéu hanh cho mang. Tat ca
thong tin lién lac giita cic tmg dung va cac thiét bi phai di qua bo diéu khién. Cung
v6i chure nang chinh, nd ¢o6 thé tiép tuc dugc mo rong dé thuc hién thém cac nhiém

vu quan trong nhu dinh tuyén va truy cap mang.

Tom lai, vai tro cta 10p diéu khién 1a: cung cip API dé co thé xay dung céc
tmg dung cho hé théng mang, thu nhan thong tin tir hé thdng mang vat 1y, diéu

khién hé thong mang vat 1y.

- Lép co so ha tang (Infrastructure/ Data Plane): bao gdm cac thiét bi mang
thuc té (vat 1y hodc ao hoa) thuc hién viée chuyén tiép géi tin theo su diéu khién cta
16p diéu khién. Mot thiét bi mang c6 thé hoat dong theo sy diéu khién ciia nhiéu bd
diéu khién khac nhau, diéu nay gitip ting cudong kha ning 4o hoa ciia mang.

Kién triic SDN rat linh hoat, n6 c6 thé hoat dong voi cac loai thiét bi chuyén
mach va céc giao thuc khac nhau. Trong kién triic SDN, thiét bi chuyén mach thuc
hién cac churc nang sau:

+ Pong goi va chuyén tiép cac goi tin dau tién dén bo dicu khién SDN dé bo

dién khién SDN quyét dinh céc flow entry s& dugc thém vao flow table ciia switch.
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+ Chuyén tiép cac gbi tin dén cac cong thich hop dua trén flow table.

+ Flow table c¢6 thé bao gdm céc thong tin wu tién dugc quyét dinh bai bo

diéu khién SDN.

+ Switch ¢6 thé hity cac goi tin trén mot ludng riéng mot cach tam thoi hodc

vinh vién nhung dudi sy cho phép cua bd dicu khién.

Bo diéu khién SDN quan 1y cac trang thai chuyén tiép cta cac thiét bi switch
trong mang, viéc quan ly nay dugc thong qua mot bo giao dién md APIL, n6 cho
phép bd diéu khién SDN co thé giai quyét cac yéu cau ma khong can thay ddi cac
thanh phan cap duéi cia mang, bao gdbm ca mo hinh mang. Véi su tach riéng biét
mién diéu khién va mién dir liéu, SDN cho phép cac tng dung trién khai mot cach

dé dang ma khong can quan tam chi tiét dén viéc hoat dong cua céc thiét bi mang.

1.3. Uu nhwoc diém ciia SDN so véi mang IP

Mang truyén théng va mang SDN déu c6 nhitng wu nhugc diém riéng nhung
v6i nhitng thudc tinh quan trong vi du nhu dé quan 1y hon cho ngudi quan tri, chi
phi va do phic tap giam thi nguoi ta danh gia rang mang SDN phu hop hon so véi

mang truyén thong. Nhiing loi ich ma mang SDN dem lai gdm:

- Quan ly tap trung va don gian: dga vao SDN ma ngudi quan tri mang co
thé c6 quyén kiém soat mang mot cach don gian va hiéu qua ma khong can co
quyén truy cdp truc tiép dén phan ctmg thiét bi. Ho chi can thong qua cic API da

duogc cung cap dé co thé xay dung Gmg dung cho toan hé théng mang.

- Truyén tai nhanh chong va linh hoat: SDN cung cap mdt co ché diéu khién
duy nhat dbi voi co s¢ ha ting mang va giam bét sy phirc tap ciia cac qué trinh xtr
ly thong qua su ty dong héa., gitup cac doanh nghiép trién khai nhanh hon céc tng
dung, cac dich vu va co sé ha tﬁng mang.

- Cho phép thay d6i: SDN cho phép sir dung khong han ché va c6 thé thay
ddi cac chinh sach mang dé phat hién sy xam nhip, tudong Itra va tao sy can b?mg

véi sy thay do6i cua phan mem.
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- Giam CapEx (chi phi dau tu): SDN gitip giam thiéu cac yéu cau mua phan
cung theo muyc dich xay dung céac dich vu, phﬁn cung mang, loai bo lang phi cho

viéc du phong.

- Giam OpEx (chi phi van hanh): nho kha nang 1ap trinh duoc cac phan tir
mang, SDN gitip dé dang thiét ké, trién khai, quan Iy va mo rong mang. Kha ning
phéi hop va dy phong tu dong khong nhiing giam thoi gian quan 1y tong thé, ma
con giam xac sudt 161 do con ngudi hudng tdi viée t6i vu kha ning va do tin cy cia
dich vu.

- M6 ra co hoi cho cac nha cung cip thiét bi trung gian khi phan diéu khién
duoc tach roi1 khoi phﬁn cung. V&1 SDN, viée diéu khién duogc tap trung tai bod diéu
khién SDN, céc thiét bi mang chi c6 nhiém vu chuyén tiép g6i tin do do6 su khac biét

giita nhimg nha san xut khong anh hudng t6i toan hé thong mang.

Bén canh nhiing vu diém da c6 cua minh, mang SDN van ton tai mot s

nhuoc diém sau:

- Pau tién la van dé bao mat, néu SDN bj tin cong thanh cong vao hé théng
diéu khién thi mang c6 thé duogc truy cap va thiét 1ap cac thay dbi tir bat cir dau, bat
ctr thoi diém nao. P61 véi mang truyén thdng diéu nay kho c6 thé xay ra vi dé co
thé truy cap vao mang ta phai co quyén truy cap vao phan ctng cua thiét bi. Hau hét
cac cong ty va doanh nghiép chi cho phép mdt s6 ca nhan thuc hién dugc viée do

nén h¢ thong s€ an toan hon.

- Tiép theo, SDN la mot kién tric mang ki€éu mdi, cac giao thirc twong tac
gitra cac bg diéu khién voi nhau chua dugce hoan thién mdt cach toan dién nén viéc

phat trién mang SDN van con han ché.

- Mot van dé nita 1a qué trinh trién khai mang SDN khong thé hoan thién
trong thoi gian ngan ma phai theo timg budc mot. Cac cong ty, doanh nghiép khong
thé trong mot lac thay thé toan bd cac thiét bi hién co6 thanh OpenFlow Switch dugc

boi nd rat ton kém.
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Toém lai, voi nhitng wu nhuge diém ciia mang SDN so v&i mang truyén thong
thi chiing ta van c6 thé tin rang ddy 1a mot kién tric mang méi tét hon, linh hoat

hon, dap tmg dugc phan 16n nhu ciu ciia tmg dung hién nay.
1.4. Cac md hinh trién khai mang SDN

1.4.1. Switch Based

Y tuéng clia mo hinh duya trén switch 1a cic giao thirc diéu khién SDN duoc
dua ra truc tiép tir b diéu khién SDN (tai may 4o) dén 16p diéu khién, 16p co so ha
tang/ dit lidu v6i cac SDN switch.

| Network  WANTrafic  Service i

+— APIs
Metwork Abstraction +— SDN Controller
Topalogy Database, Policy Mapping
i Device Conlrol

J/ +————————— Protocol

Data Plane
Switches and Routers, etc.

Hinh 1.3: M6 hinh Switch Based

-
-
™

Dbi véi mang thong thudng khi mot goi tin dén mot switch, dua vao cac giao
thirc dugc xay dung sén trong switch no s& biét dugc noi s& chuyén tiép goi tin dén.
Switch s& guri cac goi tin di dén cung mot dia diém, cting mot con dudng va nd ddi
XU vO1 cac goi tin 1a nhu nhau. Trong cdc doanh nghiép, cac switch thong minh
duogc thiét ké véi cac bang mach tich hop tung dung cu thé ASIC (Application
Specific Integrated Circuits) diéu d6 gitip cho cac switch nhan biét dugc cac loai gbi
tin va xtr ly chung mgt cach thich hop. Véi viéc c6 thém cac bang mach tich hop
ASIC 1am cho céc thiét bi switch trd nén dit hon so véi céc thiét bi chuyén mach

thong thuong.
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Dbi v6i mang SDN duoc mé ta nhu hinh 1.3 thi ngudi quan trj mang c6 thé
quén 1y cac luu luong dir lidu tir mot thiét bi kiém soat trung tim ma khong can phai
tac dong truc tiép vao timg switch. Ngudi quan tri mang co thé thay ddi bat cir cac
quy tic chuyén mach nao néu can thiét nhu wu tién, khong wu tién hodc tham chi co
thé chan mot sb g6i tin dac thu nao do. Diéu nay dac bié¢t hiru ich cho kién trac dam
may bai vi nd cho phép ngudi quan tri ¢6 thé quan 1y cac ludng dir lidu mot cach
linh hoat va hiéu qua hon. Kién triac nay con cho phép cac k¥ su mang hd tro da két

ndi qua cdc thiét bi phan ctrng ctia nhiéu nha cung cap khac nhau.

Diém han ché 16n nhét ciia phuong phap nay 1a khong thé tan ding tat ca cac

thiét bi mang 16p 3 va 16p 2 clia mang truyén thong.

1.4.2. Overlay Network

Mo hinh Overlay Network co thé tan dung cac thiét bi cta mang TCP/IP hi¢n
¢6 bang cach 4o héa. O mé hinh nay, cac giao thirc diéu khién cia SDN di truc tiép
tir bo diéu khién SDN (tai may ao0) dén cac thiét bi chuyén mach ao (Hypervisor
switch) dé kiém soat cac thiét bi mang & 16p dudi.

i e | e

| Network  WAN Traic i
-— AFl=
Matecrk Abstraction
Topeology Database, Policy Mapping a— S0 Controlier
r = Drevice Cortrad
Proloon
Hypnreme B

-
ﬂm :

Existing P Network
[ Swntchies and Rowlers}

Hinh 1.4: M6 hinh Overlay Network

Mo hinh nhu hinh 1.4 yéu cdu str dung céc thiét bi chuyén mach ao dé dap

ung cac 1énh dén cac thiét bi mang IP. Cac thiét bi chuyén mach ao la cac may o
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chiu trach nhiém giao tiép giira thiét bi mang IP v&i cic may 4o va cac img dung
mang SDN. M6 hinh ding chuyén mach 4o c6 2 chtrc ning d6 13 chirc ning van
chuyén cua 16p 2 thong qua mdét md dun Ethernet a0 VEM (Virtual Ethernet

Module) va tuan thu cac chinh sach giam sat.

VEM cung cap thong tin cau hinh, hd tro chuyén mach 16p 2 va hd tro cac
chtrc nang nang cao cia mang nhu cAu hinh cho cac céng , chat luong dich vy, bao
mat cho cac cong , VLAN va diéu khién truy cap. Ngoai ra, khi mét lién lac véi cac
thiét bi chuyén mach 4o, mé dun Ethernet a0 c6 hd trg chic ning Nonstop
Forwarding (NSF) dé c6 thé tiép tuc chuyén tiép luu luong dya trén cdu hinh cubi
cing ma cac bd chuyén mach dugc biét. Nhu vay, md dun Ethernet 40 cung cap kha

nang chuyén mach vdi do tin cdy cao cho moéi trudong may chu do.

Dé kiém soat nhiéu md dun Ethernet 40 nguoi ta st dung mot by giam sat ao
(Virtual Supervisor Module - VSM). Thay vi st dung nhiéu thé chirc nang vat 1y,
VSM h tro chay nhiéu VEM bén trong mdt may chii vat Iy. Cau hinh duoc thuc hién
thong qua VSM va tu dong chuyén dén cac VEM. Thay vi cau hinh cac chuyén mach
mém bén trong cac hypervisor trén co sé cac may chii véi nhau, nguoi quan tri ¢6 thé
cau hinh ngay 1ap tirc trén tit ca cac VEM duoc quan 1y boi VSM tir mot giao dién

duy nhat. VSM con cung cép chirc ning cdu hinh cc cong thong qua phin mém.

Mo hinh trién khai nay co uu diém 1a su dung duogc co s¢ ha téng mang [P
hién tai nhung n6 cling s€ gdy kho khan cho cic nha quan tri vi phai duy tri hé

thong cil va sira chita cac van dé vé dinh tuyén trong mang SDN.

1.4.3. Mang lai

M6 hinh nay la su két hop giira 2 mo hinh Switch Based va Overlay
Network. Cach trién khai mé hinh nay tan dung dugc mang ludi IP hién c6 va dan
dan loai bo mang 1uéi cii & chuyén sang st dung hoan toan cac switch SDN. Piéu
nay cho phép cac doanh nghiép c6 thé kiém soat toc do trién khai SDN va chi phi

dau tu thiét bj mang.
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1.5. Ung dung ciia SDN
Vi nhitng 191 ich ma minh dem lai, SDN c6 thé trién khai trong pham vi cac
doanh nghiép hodc trong cac nha cung cap ha ting va dich vu vién thong dé giai

quyét cac yéu cau ciia cac nha cung cip tai mdi phan khic thi truong.
1.5.1. Pham vi doanh nghiép

1.5.1.1. Ap dung trong mang doanh nghiép

M0 hinh tap trung, diéu khién va du phong tu dong ctia SDN hd trg viée hoi
tu dir li€u, voice, video, cling nhu 1a viéc truy cap tai bat ky thoi diém nao, bét ky
noi dau. Pidu nay duoc thuc hién thong qua viéc cho phép cac nha quan tri mang
thyc thi chinh sach nhét quan trén ca co s ha ting khong day 1an c6 day. Ngoai ra,
SDN hd tro viée quan 1y va giam sat ty dong tai nguyén mang, xac dinh bang cac hd
s0 ¢4 nhan va cic yéu cau Umg dung, dé dam bao tdi vu trai nghiém nguoi dung véi

kha ndng cua nha mang.
1.5.1.2. Ap dung trong cac trung tAm dit liéu (Data Center)

Viéc 40 hoa cac thuc thé mang cua kién tric SDN cho phép viéc mo rong
trong cac trung tam dir li€u, dich chuyén tu dong cac may ao, tich hgp chat ch€ hon
v6i kho luu trix, sir dung server tt hon, sir dung nang luong thip hon va téi uu duge

bang thong hon.
1.5.1.3. Ap dung véi dich vu dién toan dam may (cloud)

Maic du dugc st dung dé hd tro cho dién toan dam may riéng hay moi truong
dién toan dam mAy lai, SDN cho phép tai nguyén mang dugc phan bé mot cach linh
hoat, diéu d6 cho phép sy dap tmg nhanh chong cua cac dich vu dién todn dam may
va tao su chuyén giao linh hoat hon dén cho cic nha cung cap dién toan dam may
bén ngoai. Vi cac cong cu an toan dé quan Iy mang 4o ciia ho, cac doanh nghiép va

cac don vi kinh doanh s€ tin tudng vao cac dich vu ddm may nhiéu hon nira.
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1.5.2. Pham vi cdc nha cung cdp ha ting va dich vu vién thong

SDN cung cap cho cac nha mang, cac nha cung cip dam may cong cong va
cac nha cung cép dich vy, sy mo rong va ty dong thiét ké dé trién khai mot mo hinh
tinh toan c6 ich cho ItaaaS (IT as a Service). Diéu nay thuc hién théng qua viéc don
gian hoa trién khai cac dich vu tiy chon va theo yéu cau, cung véi viéc chuyén doi
sang mo hinh selfservice. M6 hinh tap trung, du phong va diéu khién tu dong cua
SDN dé dang hd trg cho thué linh hoat cic tai nguyén, dam bao tai nguyén mang
duoc trién khai & mirc t6i wu, giam CAPEX va OPEX va ting gia tri va tbc do dich

vu.

1.6. Két luin chwong

V61 xu huong ngudi dung di dong, 4o héa may chu va cac dich vu ngay cang
taing dan dén kién tric mang thong thudng ngay nay khong dé dap ung xir 1y kip.
Mang SDN cho ching ta mot cai nhin méi, khai niém maoi vé mot kién trac mang
dong, d& thich nghi, mé rong va dap ung cac dich vu phong phi. Véi viée tach phan
didu khién va dir liéu, kién trac mang SDN cho phép mang c6 thé 1ap trinh va quan
ly mot cach d& dang hon. SDN hira hen s& chuyén do6i mang luéi tinh ngay nay tro
nén linh hoat hon vé&i nén tang co thé 1ap trinh v6i1 sy thong minh dé co thé tu dong
xtr ly cac hanh vi mét cach tu dong. Voi nhiéu loi thé ctia minh va dong luc phat
trién cao kién tric SDN dang trén duong dé tré thanh mot tiéu chuidn méi cho cac

mang.
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CHUONG 2: GIAO THUC OPENFLOW

Y tuong SDN di bat dau duoc gan 10 nim, nhung gan ddy SDN mdi bat dau
dugc thuc hién boi cac cong ty nhu Cisco Systems va Juniper Networks. Tuy nhién
cac nha san xuét va khai thac mang di va dang bit dau lam quen véi OpenFlow,
mot cong nghé hira hen s& mang dén kha ning tuong tac va hiéu suat hoat dong cao
cho SDN. Véi su giup d& ctia OpenFlow controller, cac nha quan tri mang c6 thé
xéac dinh cac cach thic va tuyén duong dé truyén dir liéu, thiét 1ap cic quy tic uu
tién cho viéc xtr Iy cac goi tin va chuyén huéng dir liéu qua cac thiét bi chuyén

mach ciia mang ndi by hay mang toan cau.

Chuong nay s& gidi thidu mot cach tong quan cho ching ta biét vé giao thirc

OpenFlow ciling nhu céc thirc hoat dong va céac lgi ich ma n6 mang lai.

2.1. Lich sir va sw phat trién ciia OpenFlow

Vao thang 3 ndm 2011, cac cong ty Cisco, Facebook, Google, Microsoft...va
nhiéu cong ty khic di thanh 1ap nén té chirc Open Networking Foundation (ONF)
dé thiic day cong nghé OpenFlow va giao thirc chuyén mach OpenFlow Switching
Protocol. Tuy nhién , mot s6 chuyén gia cho rang OpenFlow khong c6 du kha ning
dé trién khai trén dién rong va cac nha san xuat ¢ thé thém vao céng nghé nay cac
phan mé rong doc quyén cua minh, didu nay lam mat di kha ning tuong tac vén co

cua OpenFlow.

Ngay nay voi sy phat trién nhanh chong va rong khip cua dién toan dam
may da kich thich cac nhu cau v& tinh linh hoat, d6 tin cdy, an toan va can duge
quan 1y tot ctia mang xuong séng. Dé giai quyét van dé niy, can phai co cac hé
thdng diéu khién thong minh hon, hiéu qua hon, nhitng hé théng cho phép phdi hop
hoat dong ctia hang ngan thiét bi dinh tuyén va chuyén mach. Hién nay nhimg thiét
bi ndy chi cung cdp cho ngudi st dung cac kha ning tai 1ap trinh mot cach han ché,
va dé nang cao tinh hiéu qua ¢ cac trung tdm xir 1y dir liéu (Data Center), nhiing

nguoi quan tri hé¢ thong can mot sy kiém soat chi tiét hon, va kha nang mé rong cao
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hon. Trong khi do, mo1 nha cung cap c6 cac bo API va chltc ndng cua riéng minh,
dicu nay han ché kha nang dicu khién luu lugng gitra cac thict bi ciia nha san xuat

khac nhau.

Céc thiét bj chuyén mach truyén thong vira thuc hién chuyén tiép goi dit liéu
nhanh chéng (data path) vira thyc hién dinh tuyén cp cao (control path).Trong khi
d6 OpenFlow cung cap chirc ning didu khién cao cap doc 1ap v6i phan ctng, do do
day nhanh qua trinh chuyén tiép va dinh tuyén. Ngoai ra, trong mang OpenFlow, tat
ca “phﬁn thong minh” duoc dua 1€n trén mot server trung tam, vi vady né thyuc hi¢n

cac hoat dong phurc tap mot cach don gian hon.

Céc nha nghién ciru tir dai hoc Stanford va dai hoc California bat dau phat
trién SDN vao nam 2002, con du an OpenFlow dugc bat dau trong nam 2008.
Juniper va cac nha cung cap khac san xuét cic san pham SDN doc quyén trén co so

cua OpenFlow tir nam 2010. OpenFlow da giup cho SDN trd nén kha thi hon.

2.2. Giao thirc OpenFlow

Dé tach biét han phan diéu khién ra khoi phan chuyén tiép va cung cap kha
ning lap trinh cho 16p diéu khién, ONF sir dung giao thirc OpenFlow. OpenFlow 13
tiéu chuan dau tién, cung cap kha ning giao tiép giita cac giao dién cua 16p dicu
khién va 16p chuyén tiép trong kién traic SDN. OpenFlow cho phép truy cap truc
tiép va didu khién 16p chuyén tiép cta cac thiét bi mang nhu switch va router, ca

thiét bi vat 1y 14n thiét bi ao.
- Céc dac trung cua OpenFlow:

+ OpenFlow c6 thé dugc sir dung boi ing dung phan mém ngoai dé diéu
khién 16p chuyén tiép ciia cc thiét bi mang, giéng nhu tap 1énh ctia CPU diéu khién

mot hé théng may tinh.

+ Giao thtrc OpenFlow dugc trién khai trén ca hai giao dién cua két ni giira

cac thiét bi co sé ha tﬁng mang va phﬁn mém diéu khién SDN.



20

+ OpenFlow sir dung khai niém “flow” (luéng) dé nhan dang luu lugng
mang trén co s dinh nghia trudc cac quy tic pht hop (dugc 1ap trinh sin boi phan
mém diéu khién SDN). Giao thic nay ciing cho phép dinh nghia cach ma luu luong
phai dugc truyén qua cac thiét bi mang trén co sd cac tham sd, chang han nhu mé
hinh Ivu lugng su dung, ing dung va tai nguyén ddm may. Do dé6 OpenFlow cho
phép mang duoc 1ap trinh dya trén co so ludng luu lwgng. Mot kién tric SDN trén
co s& OpenFlow cung cp diéu khién ¢ mirc cuc ky chi tiét, cho phép mang phan
hoi su thay doi theo thoi gian thuc cua tmg dung, nguoi ding va mic phién. Mang
dinh tuyén trén co so IP hién tai khong cung cip mirc ndy cta diéu khién, tat ca cac
ludng luu lugng giira hai diém cudi phai theo cting mot dudng théng qua mang, mic

du yéu cau cua chung khac nhau.

+ Giao thitc OpenFlow 1a mot chia khoa dé cho phép cac mang dinh nghia
bing phan mém va ciing 13 giao thirc tiéu chudn SDN duy nhat cho phép diéu khién

16p chuyén tiép cua cac thiét bi mang.

- Cong nghé SDN trén co s& OpenFlow cho phép cac nha quan tri giai quyét
céc img dung bang thong cao va linh hoat ngay nay, khién cho mang thich tng véi
cac nhu ciu kinh doanh thay d6i va giam dang ké cac hoat dong quan 1y phirc tap.
Nhitng loi ich ma cic doanh nghiép va nha khai thac mang co thé dat duoc théng

qua kién trac SDN trén co s& OpenFlow bao gom:

+ Tap trung hoa diéu khién trong méi trudng nhiéu nha cung cap thiét bi: dua
trén giao thirc OpenFlow phan mém diéu khién SDN c6 thé diéu khién bat ky thiét
bi mang nio cua bit ky nha cung cip thiét bi nao bao gdm switch, router va cac

switch ao.

+ Giam sy phtic tap thong qua viée tw dong hoa: kién trac SDN trén co so
OpenFlow cung cp chic ning quan 1y mang tu dong va linh hoat bang viéc phat

trién cadc phan mém chay trén cac bo di¢u khién.
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+ Téc d6 ddi méi cao: viée ap dung Openflow cho phép cic nha khai thac
mang 1ap trinh lai mang dé co thé dat duoc cac nhu cau kinh doanh va yéu ciu

ngudi dung cu thé khi c6 su thay doi.

+ Gia tang d¢ tin cdy va kha nang an ninh ctia mang: cac nha quén tri mang
c6 thé dinh nghia cac trang thai cau hinh va chinh sach & muc cao, ap dung tdi co so
ha tang théng qua OpenFlow. Kién triic SDN dua trén co s OpenFlow cung cip su
diéu khién va tam nhin hoan chinh trén mang nén né c6 thé dam bao diéu khién truy
nhép, dinh hinh luu lugng, QoS, bao mat va cac chinh sach d6 dugc thyc thi nhét

quan trén toan b co s ha tang mang.

+ Pap ung nhu cau cua ngudi ding mot cach linh hoat: bang viéc tap trung
hoa diéu khién mang va tao ra trang thai thong tin c6 san cho cac tng dung mirc cao
hon, kién triic SDN trén co s OpenFlow cé thé dap tng tét hon cho cic nhu cau

thay d6i ciia nguoi ding.

2.3.Nguyén ly hoat dong

Trong hau hét cac thiét bi chuyén mach Ethernet hién dai déu sir dung cac
bang dong chay (Flow tables). Nhitng bang nay gitp cho viéc chuyén cac goi tin tir
noi giri dén noi nhan mot cach hiéu qua. Mdi nha cung cép s& c6 mot bang dong
chay riéng, tuy nhién ta van c6 thé tach ra mot tap hop cac chic ning, duogc xem la
diém chung cho tat ca cac thiét bi chuyén mach. Vi du : QoS hay cac bao céo vé luu
luong. Va OpenFlow thyc hién chuan hoa nhiing diém chung ndy vao trong mot

bang riéng.

Nhu trén hinh 2.1, OpenFlow tach rdi cac chiic ning cia 10p truyén dir lidu
va 10p diéu khién ra khoi nhau. Chtrc ning lién quan dén truyén dir liéu van duoc
thuc hién trén thiét bi chuyén mach nhu cii, con cac quyét dinh vé dinh tuyén cép
cao trong OpenFlow thi do b diéu khién (Controller) thyc hién. Controller va cac
thiét bi chuyén mach giao tiép véi nhau thong qua giao thitc OpenFlow Switching

Protocol.
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Hinh 2.1: So' @6 quan h¢ giira Controller va thiét bi Openflow switch

Controller c6 thé ra Iénh cho cac switch thuc hién cac quy tac danh cho céc luéng
dir liéu mang. Nhitng quy tic ndy c6 thé 1a : truyén dir liéu theo tuyén dudng nhanh

nhat, hodc theo tuyén duong co it hops nhit. ..

OpenFlow cung cip giao dién API duy nhét, nho giao dién ndy nguoi quan
tri c6 thé 1ap trinh cong viéc ciia mang, va dong thoi co thé thiét 1ap cac quy tic
dinh tuyén géi tin, cAn bang tai, diéu khién truy nhap... Giao dién API nay bao gdm
2 thanh phan chinh: Giao dién 1ap trinh danh cho viéc kiém soat chuyén tiép géi tin
qua cac bo chuyén mach mang va bd cac giao di€n toan cau (global interface), trén

co sO nhiing giao dién nay co thé tao ra cac cong cu quan ly cap cao.

2.4. Uu diém ctia Openflow

- OpenFlow c6 mdt loat cac uu diém quan trong nhu sau:

+ Hiéu suét va chi phi: Nho viée tach qua trinh diéu khién va xir Iy ra khoi
thiét bi chuyén mach, OpenFlow cho phép nhiing thiét bi nay tan dung toan bo tai
nguyén ctia minh cho viéc tang toc chuyén tiép goi tin. Pong thdi nhd o héa sy

diéu khién mang, OpenFlow lam giam chi phi trong viéc xdy dung va hd trg mang
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+ Thuyc hién va thir nghiém cac chtrc ning méi: Cong cu phin mém cia
OpenFlow cho phép ngudi quan tri thém chic ning moi vao kién triic mang hién
c6. Nho @6 cac chic ning méi s& lam viée trén nhiéu nén ting ma khong can tai
thuc hién trong cac firmware cia thiét bi chuyén mach ciia mdi nha cung cip. Nho
giao dién mo API, cong nghé OpenFlow cling cho phép nguoi quan tri vién hay lap
trinh vién tao ra cac phan mém quan 1y bat ky, tir d6 thir nghiém chirc ning méi cua
thiét bi chuyén mach. Truéc day, cong viéc nay la rat khé khan, vi cac bd dinh
tuyén hay chuyén mach duoc san xuat bai cac nha cung cip khac nhau khong ¢

mot giao dién API chung.

+ Béo mat va quan ly dé dang: Trén bo diéu khién trung tdm (Controller) ctia
OpenFlow, ngudi quan tri c thé quan sat toan by mang dudi mot cai nhin duy nhét,
nhd d6 ting sy don gian trong diéu khién, hd tro bao mat va thyuc hién cac nhiém vu
khac. Vi OpenFlow cho phép quan tri vién thy rd tat ca cac ludng dir liéu nén ho s&
dé dang phat hién sy xam nhap trai phép hay 1am rd cac van dé khac. OpenFlow
ddng thoi ciing cho phép ngudi quan tri hé thong thiét 1ap cac vu tién dbi v6i nhimg
dang ludng dir liéu khac nhau va phat trién cac chinh sach phi hop cho mang khi ¢
su cb tic nghén hay cic van dé khac vai thiét bi. Ngoai ra, cong nghé OpenFlow
hira hen kha ning tao ra cdu triic mang 4o, xay dung theo yéu cau cac mang LAN va
WAN 40 ma ko can thay ddi cdu tric phan cimg ctia mang. Dé thyc hién diéu nay
can phai xem xét kha nang tao ra mat phéng diéu khién trung tdm 4o, hd tro cac
chtc nang quan 1y mang. Chic ning nay c6 thé dic biét c6 ich cho viée diéu khién
trung tam xu ly dit liéu. Vi du nho controller OpenFlow, ngudi quan tri mang co thé
tao ra mang LAN a0 cho mot khach hiang m&i ma khong can phai thay doi trong
ting bo chuyén mach hay nhém thiét bi chuyén mach cia mot nha cung cp nhét
dinh.

+ Di¢n toan ddm may: Theo nhiing ngudi tung hd OpenFlow thi cong nghé
nay c6 kha niang hd trg tot cac mirc d6 “thong minh” mong mudén cia mang cho

dién toan ddm may.
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Trén hinh 2.2 m6 ta bd cac phan mém va phan cing hd trg hodc c6 thé tham
gia vao vi¢c xay dung mang SDN véi viée st dung OpenFlow. Cac nhi¢m vu chinh
dugc giao cho cac thiét bi chuyén mach va OpenFlow controller. Pé giup d& cac
nha phat trién hay nghién ciru, nguoi ta di tao ra cac ing dung viét sin, nhiing tng

dung nay s& thuc hién cac chirc nang cua mang va cac cong cu dé go 101, giam sat.
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Hinh 2.2: B cac phin mém va phén citng hd trg SDN va OpenFlow
2.5. Céc khai niém va thanh phén co ban
- Céc thanh phéan co ban ciia mang SDN trén co s& giao thirc OpenFlow la:
+ OpenFlow switch.
+ Controller.

Trong d6 controller giao tiép véi cac OpenFlow Switch thong qua giao thirc

OpenFlow.
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Hinh 2.3: So' dd twong tic giira switch va controller theo giao thirc OpenFlow

2.5.1. OpenFlow Switch

OpenFlow Switch bao gém Group table, cac Flow table va mot kénh

OpenFlow channel.

Trong d6 cac Flow table va Group table chira cac thong tin do Controller
cung cép dé thuc hién dinh tuyén cac goi tin. OpenFlow channel 1a kénh ddm nhiém

nhi¢m vu lién lac gitta controller va openflow switch.

¥ T
OpenFlow : Group
|
|

Channel Table

Table ’ Table

OpenFlow Switch

Hinh 2.4: Céu tric OpenFlow Switch
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2.5.1.1.Cac khai niém co ban

- Trong phan nay ching ta s& xem xét cac khai niém, thuat ngit co ban duoc
sir dung dé mo ta nguyén 1y hoat dong cia giao thirc OpenFlow va cac thanh phan

chinh cta no.
+ Packet: La goi tin, bao gdm tiéu dé va céc dit liéu c6 ich (payload).

+ Pipeline: Tap hop céc bang lién két véi nhau. Chiing hd tro viéc kiém tra
tiéu dé ctia goi tin, chuyén tiép goi tin hay chinh stra gbi tin trong bd chuyén mach

OpenFlow.

+ Port: La noi ma cac géi tin dugc gui dén hodc gui di trong OpenFlow
switch. Port ¢ thé 1a vat 1y hodc cong a0 duoc xac dinh bdi switch hay cong ao

duoc xac dinh bdi giao thirc OpenFlow.

+ Match Field: La truong thong tin duoc xét trong packet va bao gom tiéu dé

ctia packet, cong vao, gia tri ciia metadata.

+ Metadata: La kiéu dit liéu chua thong tin vé cac dir liéu khac, st dung dé
chuyén thong tin tir bang nay dén bang khéc.

+ Instruction: Chira mot loat cdc hanh dong dugc 4p dung dén cac packet

hodc dé chinh sira qué trinh xtr 1y packet trong pipeline.

+ Flow Entry: La mot phan tir & trong Flow table duoc sir dung dé kiém tra
va xtr Iy cac goi tin. N6 bao gdm mot tap hop cac trudng nhu Match, metadata,

counter , instruction..
+ Flow table: Mot bang chira cac flow entry.

+ Action: La hoat dong chuyén tiép packet dén port hodc chinh stra packet
(vi du giam gia tri cta truong TTL). Cac hanh dong nay c6 thé dugc xac dinh nhu

mot phan tdp hop cac Instruction lién quan dén flow hoic hoat dong cia pipeline.
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+ Action Set: Tap hop cac hanh dong lién quan dén packet. Tap hop hanh
dong nay duoc tich tu lién tuc khi dién ra qué trinh xir Iy & mdi bang trong pipeline,

va n6 dugc thuc hién khi packet di ra khoi pipeline.

+ Group: Danh sach cac “container” ctia cac hanh dong va cac phuong phap
nao do6 dé lua chon mot hodc nhic¢u container nay cho viéc ap dung ching vao tung

packet ciia nhom.

2.5.1.2. Flow table

Mot flow table bao gdm céc thanh phan sau:

Match Fields Priority Counters Instructions | Timeouts Cookie

- Trong do:

+ Match Fields: Dung dé so khép véi cac géi tin. N6 bao gdm céc cong vao,

tiéu dé gbi tin va tiy chon dit lidu duoc quy dinh theo bang trude do.

+ Trong bang 2.1 chi ra cac trudng co ban va cac truong niy ding dé so sanh
v6i cac packet di vao. Mi truong s& chira mot gia tri nhat dinh, hodc mot gia tri
ANY. Gia tri ANY nay s& trung khop voi bat ky gia tri nao. Ngoai viée str dung cac
tiéu dé packet dé so sanh, thi co thé st dung thém port vao va trudng metadata.

Metadata dung dé truyén thong tin gitta cac bang trong thiét bi chuyén mach.

Bdng 2. 1: Cdc entry thugc truwong match.

Truong S Bit
Ingress Port 32
Metadata 64
Ethernet source address 48
Ethernet destination address 48
Ethernet type 16
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VLAN ID 12
VLAN priority 3
MPLS label 20
MPLS traffic class 3
Ipv4 source address 32
Ipv6 destination address 32
Ipv4 protocol/ ARP opcode 8
Ipv4 ToS bit 6
Transport source port/ ICMP type 16
Transport destination port/ ISMP code 16

+ Priority: Trudng dé so sanh sy uu tién cta flow entry.

+ Counters: Truong nay s€ dugc cap nhat khi goi tin dugc so khop.

+ Instructions: Trudng chi cac 1énh tuwong Gng véi ban tin, dung dé chinh sira

cac hanh dong hodc qua trinh xtr 1y pipeline.

+ Timeouts: Thoi gian cho trude khi goi tin bi hét han.

+ Cookie: La phan dir liéu dugc lua chon bai bo diéu khién. Bo didu khién

c6 thé sir dung n6 dé loc thong ké luu luong, thay ddi luu lugng va xoéa luu luong.

2.5.1.3. Group Table

- Group table chira cac thanh phan nhu sau:

Bing 2. 2: Cic thanh phan co bén ciia entry trong Group Table

Group Identifier Group Type

Counters

Action Buckets

- Moi muc cua Group Table chira dinh danh cua nhom, loai cua nhom,

counters va danh sach cac hoat dong pipeline.
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+ Dinh danh nhém (Group Identifier) 1a mot s6 nguyén khong ddu 32 bit,

dung dé xac dinh nhom.
+ Loai cia nhém (Group Type): xac dinh loai cua nhém.

+ Counters: Gia tri cia trudng nay dugc cap nhat moi khi co packet duoc xir
1y boi nhoém.

+ Danh sach céc hoat dong pipeline: Danh sach thir ty cac hoat dong cua
pipeline, trong d6 mdi hoat dong pipeline chira mot bd cac hanh dong dung dé thuc

hién hay chinh stra cac tham s6 lién quan dén chiing.
- C6 cac loai nhom xac dinh sau:

+ All: Tat ca céac hoat dong pipeline trong nhom déu duoc thuc hién. Nhom

nay duogc st dung cho cac gobi tin multicast va broadcast.

+ Select: Chi mét hoat dong pipeline trong nhém dugc thuc hién. Cac packet
dugc gui vao mot pipeline trong nhom dya trén mot thuat todn lya chon, dugc tinh

todn boi bd chuyén mach.

+ Indirect: Chi mét pipeline hoat dong da xac dinh tur trudc dugce thuc hién

trong bang.

+ Fast failover: Hoat dong pipeline dau tién s& dugc thuc hién. Néu khong

c6 cac pipeline “con séng” thi cac packet s& bi loai bo.
2.5.1.4. Qua trinh xur 1y pipeline

Pipeline ctia mdi bd chuyén mach OpenFlow chira tdp hop cac bang dong
chay Flow Table. Mdi bang nay lai chira tAp hop céac entry. Qua trinh xtr 1y cac goi
tin (packet) bang pipeline chinh la xac dinh cach ma cac géi tin twong tac v6i nhiing
bang dong chay nay (Hinh 2.5). Néu bo chuyén mach OpenFlow chi c6 1 flow table

thi trong trudng hop nay pipeline processing s& duoc gian lugc di rat nhidu.
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Send Packet
Ingress Port + to Controller

Packet Null Action Set
aﬁ. . - | TableD | Drop Packet

Send to a Flow Table,
Group Table, Meter Tahle
- or Direct to Output Port

Packet + Ingress Port + N
Metadata + Action Set

+ Send Packet
to Controller

Table k | Drop Packet

Send to a Flow Table,
- Group Table, Meter Table
* or Direct to Output Fort

Packet + Ingress Port + .
Metadata + Action Set

+ Send Packet
to Controller

Table m | Drop Packet

Packet + Action Set

L
>

Execute
: Packet
Action > Ot
Set
DpenFlow Switch —_—

Hinh 2.5: Qua trinh xir ly pipeline
Cac Flow table cua bd chuyén mach OpenFlow dugc danh s6 thir ty bat dau
tir 0. Qua trinh xtr 1y pipeline s& bt dau tir bang 0. Cac Flow table khéac c6 thé duoc
sir dung tuy thudc vao két qua cua viéc so sanh cic truong trong goi tin véi cac

entry trong bang do.

Néu goi tin tuong tng véi entry trong flow table, thi bo cac instruction twong
g s& duoc thuc hién. Cac instruction trong entry s& hudng goi tin dén mot bang
khac (stir dung chi dan: Goto), & d6 qua trinh xtr 1y packet twong tu s& dugc dién ra.
Luu ¥ 13 entry chi ¢ thé chuyén packet dén mot bang flow table khac véi s6 thir tu
16n hon sb thtr ty ciia bang hién tai. Entry ciia bang cudi cing khong thé chira chi
din Goto. Néu khi xét cic entry ma khong dién ra viéc chuyén géi tin sang mot
bang khac thi qua trinh xir 1y pipeline s& két thuc tai d6. Va khi qua trinh xir 1y
pipeline dimng lai, géi tin dugc xtr Iy twong tmg véi cac bd hanh dong lién quan dén

nd, thong thuong s€ 1a chuyén tiép tiép tuc dén mot thiét bi chuyén mach khac.
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Néu goi tin khi duge xét nhung khong tim thiy entry twong mg trong béang,
thi nguoi ta goi do 1a truong hop “miss — trugt”. Trong truong hop nay cac hanh
dong tiép theo s& tuy thudc vao cdu hinh cia bang. Theo mic dinh thi packet s&
duoc chuyén dén controller theo kénh diéu khién nho ban tin dang packet_in, mot
phuong 4n khac 1a loai bo géi tin 6 di. Flow Table ciing c¢6 thé chi ra raing néu
“miss” dién ra thi viéc xir 1y goi tin van phai tiép tuc, luc ndy goi tin ¢ thé duoc

chuyén dén bang c6 s6 thi tu tiép theo dé xir 1y.
2.5.1.5. Mot s6 hoat dong trong OpenFlow switch

- Thiét bi chuyén mach 1a phan quan trong cia mang. Trong thanh phan cta

b6 chuyén mach gém cac thanh phan nhu sau:
+ Flow Tables.
+ Group Tables.

Céc cau 1énh di€u khién chinh cua controller dugc gtri dén bo chuyén mach

bao gdm:
+ Thém flow.
+ Cap nhat flow.
+ Xoa flow.
- Céc trang thai lam vi¢c chinh:

+ Bi dong (S& dap tng lai timg go6i tin ctia mang ma khong chuan bi hay cdu

hinh trudc)

+ Chu dong (Pugc chuan bi hay ciu hinh trude, khi goi tin dén thi thyc hién

theo nhitng gi da cai dit sin).

- Mbi bang Flow Table trén bo chuyén mach chira mét hodc nhiéu entry

tuong ung véi cac dong chay dir liéu nhét dinh:
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+ Match field.
+ Counters.
+ Instructions.

- Viéc kiém tra va so sanh géi tin v6i cac bang duge bt dau tir bang dau tién
va c6 thé tiép tuc trong cac bang tiép theo. Néu phat hién co su trung khép thi s&
thuc hién cac chi din dd co sin trong bang twong tng véi timg entry. Néu khong

tim thay entry tuong tmg thi b chuyén mach thyc hién mot trong cac viéc sau:
+ Giri packet dén controller dé controller phén tich.
+ Loai bo packet.
+ Tiép tuc tim kiém trong bang tiép theo.

- B6 céc chi din chira trong mdi entry s& mo ta cac hanh dong ma b chuyén
mach phai 1am trong trudng hop cé sy trung khép khi so sanh. B9 chi dan dé bao

gom:
+ Chuyén tiép goi tin.
+ Chinh sira tiéu dé géi tin.
+ Giri goi tin dén Group Table dé xir 1y.
+ Giri goi tin dén pipeline processing dé xr 1y.
- Viéc chuyén tiép géi tin c6 thé 13 gui goi tin dén:
+ Port vat 1y cia bd chuyén mach.
+ Port 40 cua bd chuyén mach.

+ Port danh riéng ctia bo chuyén mach.
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- Port 40 cua bd chuyén mach ¢6 thé duge sir dung dé xac dinh chinh xac
nhém cia cac kénh tong hop, duong ham, ddng thoi xac dinh ca cac port co thong

tin phan hoi (loopback).

- Port danh riéng cua b chuyén mach dugc x4c dinh bdi giao thuc
OpenFlow. Cac port danh riéng 4o nay c6 thé duoc sir dung dé mé ta cac quy tic

chung cho viéc chuyén tiép packet.

- Xir 1y trong Group Table duoc sir dung dé thuc hién cac hanh dong phu dbi
v6i goi tin. Chinh cac nhom s& chira cac b hoat dong véi cac yéu cau phire tap hon

(vi du : Da duong, dinh tuyén nhanh,...).

- Pipeline processing cho phép chuyén tiép goi tin vao bang tiép theo hoic

truyén cac thong tin dich vu giita cac bang dudi dang metadata.

- Nhitng nha san xuét cac bod chuyén mach ¢6 thé tu minh luya chon phuong
phap thuc hién cu tric bén trong cta thiét bi, tuy nhién qua trinh xem xét va so

sanh goi tin cling nhu 1a cac quy tic xtr Iy goi tin can phai gidng nhau.

2.5.2. Controller

Controller trong khai niém OpenFlow 13 yéu t& co ban va 1a trung tim cua
mang SDN, trong d6 tap trung tit ca cac chirc nang diéu khién mang SDN. Hé diéu
hanh trén controller chinh n6 khong diéu khién mang, ma né chi giup cho giao dién
1ap trinh API diéu khién mang. Vi thé vé co ban, viéc giai quyét cac bai toan diéu
khién mang dugc thyc hién nhd cac tmg dung duoc trién khai trén co s API cua hé
diéu hanh controller. Can luu y rang giao dién 1ap trinh nay phai du tinh tong quét
dé hd trg dugc nhiéu tng dung tir d6 co thé giai quyét duoc cac van dé didu khién

mang.

Khac véi cach gidi thich thong thuong thuat nglr NOS (Network Operation
System — Hé diéu hanh mang) la mot h¢ diéu hanh tich hop voi cac bd giao thirc
mang, trong truong hop ndy thuat ngit NOS duoc hiéu 1a mot hé thdng phan mém

hd tro giam sat, truy nhap, diéu khién céc tai nguyén clia toan by mang chir khong
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phai 1a cua ting thiét bi. NOS s& hinh thanh cac dit liéu vé trang thai cua tat ca tai

nguyén mang va hd tro cac tng dung diéu khién truy nhap vao ching.
- Giao dién API cta hé diéu hanh mang cd cac dac tinh co ban sau:

+ Thir nhat, giao dién API d6 cung cap kha nang tao ra cac Gmg dung trén co
s& md hinh diéu khién tap trung, nghia la cac ing dung dugc viét ra sao cho toan bd

mang duoc biéu dién trén mot bo mdy.

+ Tht hai, giao dién API cung cép kha ning tao ra cac (mg dung & muc o0
héa cao (vi du tén nguoi st dung, tén cua host), chtr khong phai 1a cac tham s6 cau
hinh cép thap (vi du IP, MAC address). Diéu nay cho phép thyc hién cac ciu 1énh
diéu khién ma khong phu thudce vao topo co ban cia mang. DT nhién viéc 1am nay

yéu cau mot su anh xa tuong ung giita 16p 4o hoa cap cao va cac cau hinh cap thap.

Céc thiét bj chuyén mach OpenFlow la ddi tugng chiu diéu khién gian tiép tir
NOS. Controller vé nguyén tic s& 1am viéc trén mot server két ndi toi mang, va co
thé 1a: mot controller diéu khién toan bd cac switches OpenFlow; hodc mdt
controller diéu khién mét bd cac switch cu thé nao do; hodc c6 thé 1a mot controller
diéu khién mét switch trong mang. Controller hd trg giao dién dé tao ra, chinh sura,
x6a bo, diéu khién cac cAu hinh trong cac bang flow table cua cic switches

OpenFlow.

C6 mot diéu rat quan trong khi sir dung nhiéu controller trong mang SDN d6
1a tit ca cac controller phai c6 chung mdt topo mang trong moi thoi diém. Topo
mang d6 co thé 13 topo vé cac switche, hodc sy phan bd ngudi dung, host hay cac
thanh phan, dich vu khac cta mang. Vi thé mét trong nhiing bai toan quan trong
nhit dugc xir Iy boi NOS 1a gidm sat mang thuong xuyén dé xdy dung topo mang

mot cach thong nhat.

O thoi diém hién tai, nguoi ta da tao ra nhiéu controller cho SDN, vi du:
NOX, Beacon, Maestro, Trema, SNAC, Helios, BigSwitch. Tuy nhi¢n vi¢c cung luc

sir dung nhiéu controllers khac loai v&i nhau van chua thé thuc hién dugc.
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2.5.3. OpenFlow protocol

- Giao thic OpenFlow mé ta qua trinh trao d6i thong tin giita OpenFlow
Controller va OpenFlow Switch. Giao thitc OpenFlow cho phép bo diéu khién thuc
hién cac thao tdc nhu thém, cap nhap, chinh stra va xda céac flow entry ¢ trong flow

table. N6 ho tro 3 loai ban tin nhu sau:

+ Controller dén Switch: ban tin nay dugc bét dau bai controller, trong mo sd
truong hop thi né dugc bit diu boi switch. Ban tin nay cho phép controller quan 1y
trang thai ctia switch bao gdm cac cu hinh va chi tiét cac ludng tin va cac entry cta
flow table. Ciing nhu goi tin théng diép dau ra, ban tin nay duoc st dung khi switch
giri cac ban tin dén controller va controller quyét dinh khong hiy ban tin ma dua né

ra port dau ra cia switch.

+ Ban tin khong dong bd(Asynchronous): loai ban tin nay duoc gui ma
khong can sy dong v tir bd didu khién. Loai nay bao gom cac thong bao khac nhau
dén bo didu khién. Ngoai ra con co cac ban tin packet-in, ban tin nay dugc st dung
boi switch dé guri géi tin dén controller khi ban tin khéng khop véi trudng nio &

flow table.

+ Ban tin d6i xtmg (Symmetric): ban tin nay dugc giri di ma khong can su
ddng ¥ cua controller hodc switch. N6 tuy don gian nhung rat hitu ich.Vi du nhu
ban tin hello thudng dugc giri qua lai giita controller va switch khi trang thai két ndi
lan dau tién duoc thiét 1ap. Ban tin echo va ban tin phuc dap c6 thé duge sir dung
boi switch hodc controller dé do do tré va bang thong cua két ndi giita controller va

switch hodc dé xac minh réng thiét bi dang hoat dong.

Bing 2. 3: Cic logi ban tin trao déi giita controller va switch

Ban tin Mo ta

Controller dén Switch

Features Ban tin yéu cau kha nang ctia switch.

Configuration Bén tin cau hinh. Switch tra 161 véi céc
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thong so thiét lap.

Modify-State

Ban tin yéu cau thém, xda, chinh stra cac

entry va thiét 1ap cac thudc tinh cong ciia

switch.

Read-State Béan tin thu thap cac thong tin tir céc
switch vi du nhu céc thong tin cdu
hinh,céc kha nang cua switch...

Packet-out Bén tin chi goi ra tai mot céng duoc chi
dinh trén switch.

Barrier Ban tin y8u ciu hodc tra 10i cac tin nhan

duoc str dung bdi controller dé dam bao
su phu thudc cua tin nhin di nhin dugc

cho céc hoanh dong da hoan thanh.

Role-Request

Ban tin thiét 1ap hodc truy van vai tro cua
OpenFlow channel. Hitu dung khi switch

két ndi véi nhiéu controller.

Asynchronous-

Configuration

Ban tin thiét 1ap céc bo loc trén cac thong

di€p khong dSng bd hoac truy van bo loc.

Ban tin khong dong b

Packet-in

Pua gbi tin dén controller.

Flow-Removed

Thong bao cho b diéu khién vé vi¢c xoa

mdt flow entry trén mot flow table.

Port-Status

Thong béo cho controller vé sy thay doi

trén magt cong.

Error

Thong béo co6 161 két noi.

Bén tin doi xirng
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Hello Ban tin trao doi gitra controller va switch
khi két ndi méi duoc thiét lap.

Echo Béan tin dugc gui boi controller hoac
switch va khi nhan dugc thi bén nhan
phai dap ung trd lai.

Experimenter Ban tin ding cho chtc ning b sung.

2.6. Két luan chuong

SDN va OpenFlow khong phai 1a mot. SDN lién quan dén khai niém chung
vé cAu tric mang, trong d6 tach roi phan diéu khién va phan chuyén tiép cac goi tin.
Con OpenFlow 1a mot giao thirc, nd dugc tao ra, chuén hoa, dé hién thuc hoa khai
niém SDN. N6 cho phép chung ta d& dang trién khai cac giao thirc chuyén mach va
dinh tuyén trong mang, cung cip cho chiing ta mot phuong thirc quan Iy mang hiéu

qua va bao mat cao.

Trong chuong nay ching ta di c¢6 cai nhin tong quat vé giao thirc OpenFlow,
cac thuat nglr co ban, ciu trac, chirc nang cua cac thiét bi dinh myén OpenFlow,
cling nhu nguyén 1y hoat dong, cach thirc xtr Iy goi tin cua OpenFlow Switch. Véi
cac giao dién mé API, giao thirc OpenFlow cho phép ngudi lap trinh c6 thé tao ra
cac cong cu quan 1y méi, tmg dung méi phi hop nhu ciu ctia nguoi sir dung.
OpenFlow cho phép thuc hién cac két ndi tdi cac thiét bi cua cac hing khac nhau

ma khong gay mdt sy kho khan nao.
Giao thitc OpenFlow hira hen 1a mot giao thirc hd trg tdt cho kién triic SDN,
tuy nhién giao thitrc nay van chwa dugc hoan thién va can phat trién hon nira trong

tuong lai.
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CHUONG III: SDN TRONG MANG CAMPUS VA UNG
DUNG VAO MANG NOI BO TRUONG PAI HQC HA NOI

Mang ndi bo truyén thdng hién nay 1a mot mang bao gdm nhiéu nguoi sir
dung duoc két ndi cuc bd trong mdt hoac nhiéu toa nha v&i nhau nhu mang cac
cong ty, doanh nghiép, bénh vién ... V&i su phat trién nhanh chong cua cac hé
théng, su gia tang dot bién cua viéc st dung cac thiét bi di dong va cac ung dung
dang dan anh huong dén mang, ching yéu cau cac hé thong phai nhanh nhay hon,
c6 hiéu suét cao hon. Céc thach thic hién nay dat ra cho n6 l1a vo cung 16m, doi hoi
su thay ddi va phat trién dé dap tmg nhu cau sir dung hién nay. Mang SDN c¢6 thé
giam b6t duge mot phan ndo cac thach thirc ndy bang viéc cung cap tinh linh hoat

va kha nang phat trién cac chirc nang mét cach nhanh chong va hi¢u qua.

Chuong nay gidi thiéu vé mot s6 kho khan khi sir dung mang ndi bd truyén
thdng hién nay, viéc tng dung va trién khai mang SDN dé giai quyét cac kho khan
d6. Qua d6 mod phong mot mé hinh mang SDN dua trén cac chuong trinh gia 1ap dé

théy duogc su hiéu qua va lgi ich ma SDN gbp phﬁn mang lai.
3.1. Trién khai SDN cho mang Campus

3.1.1. Gidi thiéu

Mang campus 1a mang gém cac ngudi st dung duoc két ndi cuc bd trong
mot hodc vai toa nha lai v4i nhau nhu mang cua céac cong ty, cac truong hoc, bénh
vién.... Ngay nay né dang d6i mit véi nhiéu thach thirc 16n. Cac thiét bi di dong, xu
huéng BYOD va s6 luong ngay cang ting cua céac thiét bi két ndi mang va cac ung
dung dang dan anh huéng dén mang, ching yéu cau mang phai nhanh nhay hon,
hiéu suat cao hon . Mot trong nhitng 1y do ctia nhimng thach thirc ké trén 1a do cong
nghé mang khong dudi kip v&i sy phat trién ctia nhu cdu ngudi str dung. Mang SDN
c6 thé giam b6t duoc cac thach thirc nay bang viéc cung cip tinh linh hoat va kha

nang phat trién cac chirc naing md&i mot cach nhanh chong va hi¢u qua.
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3.1.2. SDN trong mang campus

3.1.2.1. Céc dic tinh va han ché ctia mang campus
- Ngay nay cac mang campus phai dap ung va hd tro sy da dang cua:
+ Nguoi sir dung: nhan vién, khach hang, du khéch, sinh vién, giang vién...

+ Cac thiét bi két ndi: dién thoai théng minh, may tinh bang, may tinh xach

tay, may anh, di¢n thoai IP.

+ Ung dung: Cac mg dung kinh doanh, internet, cdc img dung choi game

truc tuyén. ..
+ Phuong thuc két ndi: Khong day, co day, 3G/LTE...

Véi su da dang va khong dong nhat vé cac nhu cau dan dén rat khé quan ly
hiéu qua. Cac qua trinh thiét 1ap cau hinh, trién khai cac tng dung m&i rat mét thoi

gian va kém linh dong.

Kién trac co ban ciia mot mang campus hoc ¢ cdu triic gdbm 3 16p : Lop 16,
16p phan phdi va 16p truy cap (nhu hinh duéi). Kién trac 3 16p truyén thong nay
con gay ra nhiéu kho khan trong hoat dong nhu: tranh cic vong loop, han ché vé két

noi da duong.

i

CONSOLIDATED DATA CENTER

FIREWALL/IDS/IPS/NAC

Hinh 3.1: Kién tric co bin ciia mang campus
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Ngoai ra mang campus cOn cung cap giai phap truy cip mang théng qua céc
diém truy cap khong diy (Access Point — AP ) . Véi giai phap nay, luu luong truy
cap tir cac AP dugce tong hop thong qua duong ham bo diéu khién va cung cip cia
diém truy cap khong day (Control And Provisioning of Wireless Access Points -
CAPWAP ) dén cac bo diéu khién truy cap (Access Controller) . Diéu nay lam cho
cac bo didu khién truy cap tro thanh cac nat cd chai trén mang khong day. Trong khi
cong nghé WLAN di phét trién tir cac phién ban 802.11a/b, 802.11n va 802.11ac
lam cho bang thong ting tir megabit/s 1én dén gigabit/s thi vin dé nut c6 chai AC lai

tré nén nghiém trong hon.
- bé giai quyét dugc cac han ché trén mang campus phai c6 kha nang:

+ Cung cip cac tmg dung méi phit hop véi cac nhu cau ngay cang ting cua

nguoi st dung.

+ Qua trinh trién khai nang cap cac ing dung mdi va qua trinh thay doi cau

hinh mang phai nhanh.

+ DPon gian hoa va hoi tu cach quan 1y mang khong day va co day.

+ Cung cép dich vu méi dap ing nhu cau thoi gian thyc.

Va dé dat duoc cac kha nang do thi bét budc chung ta phai trién khai mot
mang c6 ciu trac khac méi cac mang truyén thong, d6 1a SDN.,
3.1.2.2. Trién khai SDN cho mang campus

- Mang SDN cho phép chung ta don gian hoa cdu tric mang ma van cung

cép duogc su linh dong cao:

+ C6 thé trién khai cac dich vu mot cach nhanh chong ma khong lam anh

hudng dén cau triic mang bang vi¢c ap dung cong nghé 4o hoa.

+ Cai thién dugc chat lugng cua cac dich vu c6 san nho viéc tinh todn san

cac con dudng dinh tuyén t6i wu & mot bo xir 1y tap trung.
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+ Str dung tai nguyén mot cach to1 vu vi viéc quan ly, dich vu va céc ting
dung déu dugc ao hoa dé su dung toi da trong khi gidm dén toi thiéu khong gian va

nang luong ti€u thuy.

Ta xét mot vi du 1a mot mang ludi mang campus gdm nhiéu trudng dai hoc
phuc vu cho nhiéu d6i twong khac nhau nhu giang vién, sinh vién, thu vién, co sd'y
té, s& canh sat. Liic d6 mdi dbi tugng st dung can c6 cac chuong trinh riéng giai
quyét cac nhu cau khac nhau va ho phai tuan thu theo cac quy dinh nhu PCI, SOX.
Diéu nay doi hoi mang phai ¢6 1ap cac ludng dir lidu giita cac ngudi sir dung khéc
nhau va tién hanh cic mang logic tirc 13 40 hda mang trén cting mot mang vat 1y.

SDN cho phép cac quy tic duge thuc thi d6i véi cac tmg dung khac nhau do
d6 no chi cho phép truy cép vao tai nguyén mang cu thé. Hién nay dé tao ra cac
mang logic trén mang vat ly nguoi ta st dung cac cong nghé nhu MPLS hoac VREF-
Lite. Viéc trién khai va s dung cic cong nghé nay rat phic tap va tén thoi gian.
Trong khi d6 mang SDN cho phép tao ra cac 16p mang logic theo nhu cau mot cach
nhanh chéng, chi trong vai phut thay vi vai tudn va cac thiét bj chuyén mach cé thé
thuc thi cac chinh sach linh hoat dé diéu khién va han ché gilra cac mang logic vdi

nhau.
- Noi tom lai, ta s€ dat dugc cac 1gi ich khi ap dung mang SDN nhu sau:

+ Cb l1ap cac ludng dir liéu thong qua cac chinh sach ap dung cho timg ludng

tin, tao dicu kién cho viéc bao mat cac luong tin va da st dung.

+ Toi vu hoa bang thong qua viéc 40 hda mang va kiém soat tdp trung trén
co sO ha tang mang do va vat ly. Di€u nay ca thién viéc st dung céc thict bi ca nhan

cling nhu toan mang.
+ Cac hoat dong quan ly tr¢ nén don gian hon.

+ Vi sir dung cac cau tric mé nén n6 s€ khuyén khich nhiéu nha cung cap va
cic nha 1ap trinh phét trién dé hoan thién hon c¢é s& mang va phan mém hd tré

mang.
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3.2.3. Nhin xét

Tuy mang campus phai d6i mat véi cac yéu cau da dang va nhiéu sy thach
thire nhu tich hop céng nghé, cung cap va thuc thi chinh sach bao mat nhung voi
SDN no giai quyét duoc tit ca cac van dé do. Bo diéu khién SDN c6 thé tdi wu hoa
cac hoat dong ctia mang campus bang viéc giam chi phi quan ly, ting cuong kha
ning mé rong. Mang ludi campus von cung cip cho nhiéu loai dbi twong st dung
va phai duoc 40 hoa dé dam bao thuc thi cac chinh sach riéng biét cho nhimng ngudi
sir dung khac nhau. Mang SDN cung cdp qué trinh 40 hoa mang va thuc thi cac
chinh sach don gian hon nhiéu so v&i phuong phap thong thuong dya trén giao thirc

MPLS va VRF-Lite.
3.2. Hién trang mang ndi bg cua trwong Pai hoc Ha Noi

3.2.1. Hién trang mang ngi by cua truwong Dai hoc Ha Nji

Hé théng mang cua truong Pai hoc Ha Néi hinh thanh tir nam 1998 ( khoang
50 may tinh ca nhan vao internet, chi can 1 dai IP). Hién nay di c6 hang nghin thiét
bi truy cdp mang Internet ( gdm mdy tinh server va may tinh ca nhan, camera,
Smartphon...) yéu cdu mang phai c6 nhiéu dai IP va c¢6 nhiéu ving voi cac mirc bao
mat khac nhau).

Hién tai hé théng mang cua truong dugc chia theo khu vuc: khu lam viéc,
giang duong, ky tic x4, cac du 4n, modi mang tao thanh do su két ndi thiét bi mang
trong mot hodc vai toa nha lai dé truy cép vao Internet.

Toan truong hién dang ¢6 1100 may tram duoc phan bd nhu sau:
- 100 may st dung tai nha A dung cho cac phong ban va trung tam.
- 50 may su dung tai nha B dung cho van phong La Trobe va cac du an.
- 150 may stir dung tai nha C dung cho céc khoa va by mon.
- 150 may st dung tai Thu vién.

- 650 may dung cho cac phong LAP tai nha Al, C, D1.
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Toan bd cac may tinh trong trudng déu duoc két ndi ra internet thong qua
cac may chu dat tai nha A, nha C, va Thu vién cac may chu nay chay hé¢ diéu
hanh windown 2008 Server, hé diéu hanh Linux.... Cac may chu ndi bo cé chic
nang chua dich vu ctiia nha truong: Mail, Web, File, cung cép DHCP cho cac

may tram theo cac Vlan da dinh quan ly viéc truy cap internet cia cac may tram.

May chu két ndi ra internet théng qua cic modem cap quang tdc d6 cao cia
cac nha cung cép dich vu internet nhu : FPT, VDC, VNPT... . Khoang cach tir
may chu clia timg co sé toi may xa nhat 1a 100m.

Mot s6 Switch dugce st dung tai truong dai hoc ha ndi: Switch Cisco 6506,

Switch Cisco 4506, Catalyst 2950, Catalyst 2960.

3.2.2. M6 hinh két néi mang

Du¢i day 1a mo6 hinh mang LAN cua truong Pai hoc Ha Noi.

— '* g g%/_ﬁ
P ™ Mail|  Web|  File /WWMS Sw 2960
) S -~ -"I’ /E T~
e

— ¥ -
Internet aseV? SW_4506 7.
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o ™ SW 2960
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Router sw|_s50 At ¢ gy, o
Bujldinga - 1000g, A
e ‘E‘*\m v
: ——10008aseTx— I ——

c
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g
= SW 2960
8 (3 N \\%o
& = 3, SW |45 s,
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& H %, E
s = " g he SW 2950
H g “,
= 8 "o
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SW 2950 SW 2950 SW 2850 SW 2950 SW 2950
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Hinh 3.2: M6 hinh mang LAN cua treweong Dai hoc Ha Néi
- Béi voi md hinh mang TCP/IP quy mé 16n nhu thé nay thi ta gip nhimg van dé co
ban do la:
+ Thir nhat 1a vé mat quan Iy mang. Cac thiét bi mang dugc phan bd phan

tan, ngudi quan tri khong thé ngdi mét vi tri dé c6 thé quan 1y cac thao tac cau hinh
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hay trién khai mot s6 ing dung mai hodc 1a mé rong mang ludi duge. Néu co van
dé xay ra thi khong thé biét dugc qué trinh 16i & ddu ma phai kiém tra cac cau hinh

cua tirng thiét bi méot cach thu cong.

+ Tht 2 vé mit chi phi thiét bi. Cac thiét bj mang hién nay thuong duoc tich
hop céac phién ban phin mém phuc vu cic qua trinh xir Iy g6i tin sdn trong phan
ctng, va mdi thiét bi cua timg hing khac nhau lai c6 mot co ché thyc hién riéng.
Khi ¢6 van dé voi cac thiét bi va khong mudn tinh trang bt dong bd dan dén kho
kiém soat mang thi ngudi quan tri phai thay thé cac thiét bi cua ciing mot nha san

xudt bit ké c6 nhiing thiét bi gia thanh ré hon.

- Viéc trién khai mang SDN c6 thé gitp chiing ta khic phuc duoc cac han

ché co ban noi trén.

Nhung v6i mé hinh mang nhu trén thi viée trién khai SDN gip rat nhiéu kho
khan. Chinh vi vay luan van chi dua tng dung SDN thtr nghi€ém cho mot tdoa nha
trong hé théng mang trén — mo hinh mang tda nha C ciia truong Pai hoc Ha Noi, tir

d6 s& cho thay duoc nhiing loi ich ma SDN mang lai.

3.3. M hinh mé phéng mang téa nha C, Pai hoc Ha Ngi trén nén tang

SDN

Dud¢i day 1a mo hinh mang LAN cua toa nha C:

Hinh 3.3: M6 hinh mang LAN ciia toa nha C
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Toa nha C 13 khu giang dudng, 16p hoc va vin phong cac khoa, bao gdm 150
may tinh phuc vu cho van phong cac khoa, 300 may tinh phuc vu cho céc 16p hoc.
Toan bd cac may tinh trong toa nha déu duoc két ndi ra internet thong qua cac may

chu.
3.4. Cac cong cu sir dung trong ciu hinh mé phéng mang

3.4.1. Mininet

Mininet 14 mét trinh gia 1ap dé trién khai mang 16n trén cac nguodn tai nguyén
han ché ctia mot may tinh don gian hay may 4o, 1a phan mém ma ngudn md mién
phi ma gia 1ap thiét bi va bd diéu khién cho phép nghién ctu trong SDN va
OpenFlow. Mininet 1a mdt cong cu quan trong ddi véi cong dong mi ngudn mé
SDN béi n6 thudng duoc sir dung nhu cong cu dé mod phong, kiém tra, xdc minh
cac tng dung mdi cua SDN.

Mininet cho phép tao topo kich thudc quy mo rat 16n, tao ra mot mang ludi
cac host, switch, b diéu khién va cac lién két 4o, va thuc hién cac thir nghiém trén
chung rat d& dang.

Mot s chirc ning co ban clia Mininet:

- Cung cap mot md hinh mang thir nghiém don gian va ré (do khong tén kém
chi phi mua cac OpenFlow Switch) dé phat trién cac Gmg dung mang. Do cac
OpenFlow Switch trong Mininet ¢ tit ca cac tinh chat ma OpenFlow Switch that
c6 duoc nén viéc sir dung mang 4o hoa bé“lng Mininet c¢6 y nghia vé mit thuc té.

- Cho phép céac nha phat trién ung dung lam viéc déng thot, mot cach doc lap
trén cung mot mo hinh mang.

- Cho phép kiém thir cac md hinh phirc tap ma khong can phai ndi day cho
mang vat 1y.

- Cho phép debug va chay cac bai kiém tra ctia cac mang 16n, sir dung CLI.
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- HO tro thiét 1ap cac mo hinh tuy bién bat ky, gdbm tap co ban cac thong sb

cua mo hinh.

- C6 thé dem cac tmg dung trén Mininet di trién khai trén mang that v4i code

hoan toan khong can thay doi.
- Cung cap Python API d& dang sir dung va c6 kha ning mé rong.

Uu diém coa Mininet so v&i cac phuong phdp 4o héa khac nhu
OpenFlowVMS hay Noxrepo.org VM environment gdm c6: khoi dong nhanh hon
(chi ton vai gidy dé khoi dong mot mang c6 nhidu OpenFlow switch), tinh mé rong
16n hon (c6 thé chtra hang ngan nut mang), cung cap nhiéu biang thong hon (téng 2

Gbps v6i phan cimg binh thuong), cai dit dé dang (co6 sdn ban VMware dé tai vé).

Nhuogce diém hién tai cia Mininet 13 chi hd trg chay trén 1 may tinh Linux
nén han ché vé& mit hiéu ning, tuy nhién trong twong lai gan, nhugc diém nay s&

som duge khic phuc.
Céc thanh phan co ban trong Mininet:

- Links: céc lién két trong mang Mininet 1& mdt cdp Ethernet 4o hoat dong
nhu mot duong dan két ndi hai giao dién ao. Cac géi tin duoc guri tir giao dién nay
t6i giao dién kia, cac giao dién nay hoan toan giéng nhu cac cong Ethernet cho hé

thong va cac phan mém ung dung.

- Hosts: Cac Network namespaces chtra trang thai ciia mang (network state).
Chung cung cip céc tién trinh (hodc cic nhom tién trinh) v6i quyén diéu khién cac
giao dién, cac cong va bang dinh tuyén. M&i host c6 cac giao dién Ethernet riéng
(khoi tao va cai dat boi 1énh ip link add/set) va mot duong két ndi téi tién trinh

Mininet, tién trinh nay gti cac 1énh va hién thi thong tin cia mang.

- Switches: Céac switch mém OpenFlow cung cép cling mot ngit nghia cho
viée gui cac goi tin gibng nhu switch phan ctng.

- Controllers: Controllers c6 thé & bat cir dau trong mang that hodc trong moi

truong mo phong.



47

3.4.2. OpenDayLight

Hién nay, trén thi truong c6 kha nhiéu bd diéu khién dugc st dung trong
SDN nhu: OpenDaylight, Floodlight, POX, NOX, ... Trong d6 OpenDaylight dugc
su chi y rat 16n tir cong dong nhimg ngudi quan tdm vé cong nghé SDN, vi
OpenDaylight c6 giao dién than thién, dé thao tac, phu hop cho nhitng ngudi budc

dau tim hiéu hiéu vé SDN.

OpenDaylight 1 du 4n ma ngudn mé hop tac véi Linux Foundation, v6i muc
tiéu 1a tro thanh mot thanh phan c6t 16i cta kién tric SDN, cho phép nguoi sir dung
lam giam sy phirc tap cia mang ludi hoat dong, d& dang md rong co sé ha ting

mang. Bo diéu khién nay duoc viét dua trén Java, va c6 hd tro giao thirc OpenFlow.
3.4.3. Cai dat cdac cong cu mo phong
3.4.3.1. Cai dat mininet

- Bat ctra s6 1énh Terminal ctia ubuntu va g0 cac I¢nh:
git clone git://github.com/mininet/mininet
mininet/until/install.sh —a

Sau khi gd cac I¢nh trén thi mininet s€ dugc download va cai dat.

3.4.3.2. Cai dat Opendayligh controller
- Trén cira s 1énh Terminal ta st dung cac 1énh sau:
apt-get install maven git openjdk-7-jre openjdk-7-jdk

git clone http://git.opendaylight.org/gerrit/p/controller.git

3.5. Tién trinh thuc hién md phéng

3.5.1. So' dé6 mang toa nha C theo mé hinh SDN

+ Hinh m6 phong mang SDN nha C Dai hoc Ha noi.
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Hinh 3.4: So db mang toa nha C sau khi vé lai theo dang SDN
3.5.2. Tién trinh mo phong
- Khéi dong Terminal va trinh duyét web:

+ Str dung céc cau 1énh sau:

Terminal

default
qlen

qlen

qlen

qlen

PRMAIGDEDDD 36

Hinh 3.5: Giao dién 1énh hién thj IP

Download g6i ung dung:
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ubuntu@ubuntu-desktop:~$ wget
http://nexus.opendaylight.org/content/repositories/opendaylight.release/org/openday

light/integration/distributions-base/0.1.1/distributions-base-0.1.1-osgipackage.zip

Gidi nén file vira download dén 1 noi nao do trén may tinh(vi du giai nén dén

Desktop). Str dung céu 1énh trén terminal dé cai dit va cdu hinh Opendaylight:
ubuntu@ubuntu-desktop:~$ cd Desktop
ubuntu@ubuntu-desktop:~$ Desktop cd distributions-base-0.1.1-osgipackage

ubuntu@ubuntu-desktop:~$ Desktop\distributions-base-0.1.1-osgipackage ./run.sh

Terminal

@ distribution:  Release/Hydrc

anager - Starting the

BRPAIDE DD D

Hinh 3.6: Giao dién thwc hién Iénh ./run.sh
Jrun.sh thyc hién xong (cai dat va cau hinh opendaylight), ta vao trinh duy¢t web

(chrome, ie, firefox) nhap dia chi:
http://<dia chi ip>:8080 va nhin enter

Vi du: http://192.168.11.106:8080
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Hinh 3.7: Giao di¢n trang ding nhiap vao Opendaylight Controller

bang nhap voi account: Username: admin; Password: admin

ope
(<] D | & 192.168.11.100 e &y woe o=
= EXs ;
Nodes Learned
a
m Mode Mam Woda 10 Por -
...... -_ T~
= -
I W stetic Route contiguration Subnet Gatoway Configuration
[
a,

Hame Static loute  Mext Hop Addross Hame Gatoway IP Addroasbask Parts

o neens

Hinh 3.8: Giao dién trang ding nhap vao Opendaylight Controller thanh cong

- Thuc hién cau I¢énh tao topo tree voi depth=3, fanout=2
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Hinh 3.9: Giao dién cau Iénh tao topo tree

- Hinh trén cho ta thdy di tao thanh cong topo tree, so do gdm céc thanh phan:

+ Switch: s1, s2, s3, s4, s5, s6, s7.

+ Host: h1, h2, h3, h3, h4, h5, h6, h7,h8.

Giao di¢n web opendaylight

ty @ =) o

6 B using the /39-M openDaylight > RIETTT T lovizna: ¢ dros | WTNBerylliur et-intro

« ¢ o D & 192.168.11.108 - B2 MmO ®

N &

Nodes Learned

Mode Nama  Node ID Ports

tatic Roaite Configuration  Gonnection Manags Subnet G PAN Porl Configur ation
Static Route CO“"QUJ’B“OH Subnet Galeway CO“"gUI’B[lOI’I
CEE S [ (L]
o, o,
HName  Static Roule HNext Hop Addross Hame Gateway IP Address Mask Ports.
detaull {cannot be modifed) 0.0.0.000
1-1 of 1 Bom 4 Page 1 of 1 >
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Hinh 3.10: Giao dién topo tree trén Opendaylight Controller

Sau khi d3 load xong mé hinh mang vao mininet ta kiém tra xem céc thiét bj trong

mang da dugc thong vdi nhau chua.

- Khi khéi dong controller ta thuc hién 1énh pingall thi tat ca g0l tin déu dén dich.

biéu do nghia 1a cac dudi sy diéu khién cua controller, cac switch va cac host da co

the lién lac v&i nhau.

Terminal ty B <) 1034

@ o e o 1.0 r Her € diz e VTH:Berliu
2 u y - @0 n o

- OPENDAYLIGHT | Bavice Flowe . admin =

Nodes

Static Route Configurat Subnet Gateway Configuration

T Emmmn CImT T
o o,
Name Static Route Next Hop Address Name Gateway |P Address Mask Ports
default (cannot be modifed) 0.0.0.000
0 fems

1-1 0f 1 flem 4 Page 1 |of1 P

Hinh 3.11: Két qua pingall trwong hop c6 controller

Giao dién pingall trén opendaylight:
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OpenDaylight - Mozilla Firefo:

é W Using the c 5 Openaylight x
ol €«

W B | & 192.168.11.106

ER- no® W =

admin =

Nodes Learned
o,

MNode Name Node ID Ports
OF00:00:00.00:00:00:00:07
OF 00;00:00-00:00:00:00:06
OF00:00.00.00:00.00:00:05

OF00;00:00-00:00:00:00:04
OF 100:00:00:00:00-00:00:03

=
™
B
®
E 1.5 of 7 tems 4 Pagel! |oiz2 P
=
B
-
Y
B

[ 10007 J 102

wager et C ¥ C on  SPAN P
Static Route Configuration Subnet Gateway Configuration
| 200 5o e [ i it e == ==
a o
Hame Static Aoute  Next Hop Address Name Gateway IP Address Mask Ports.
default (cannot be modifed) 0.0.0.00
0 items
1-1 of 1 item 4 Page 1 al1

Hinh 3.12: Két qua pingall trén opendaylight controller

bat tén cho cac node:

OpenDaylight

B~

Update Node Information

Node ID

Mode Mame

TIGNECECEERD

Hinh 3.13: Giao dién dat tén cho Node
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Giao di¢n sau khi dat tén node:

OpenDaylight - Mozilla Flrefox

5 ] the [ L Opentaylight . c s P -,

<« ar D & 192.168.11.106 == @ O m M ® &

admin =

o
Node Name  Hode (D Parta
A 1 OFI00:00:00:00:00:00:00:07

Accesa 3 OF00;0C

0 00-04:00;00
bution 2 OFID0;00:00;00-00:00;00.05

Access 3 OF00:00:00:00-00:00:00-:04

OF00:00-00:00:00:00:00.03

4 Page ! otz B

phie s 2003

tion © 10.0.0.8

TITIEEEEELEET]

Static Route Configuration Subnet Gateway Configuration
[ e S ] [ |
= Q,
Mame Static Aoute  Next Hop Address Name Gateway IP Address Mask Ports
detault (o 0.0.0.000

N

Hinh 3.14: Giao dién dat tén Node hoan chinh
+ Tién hanh kiém tra ping tir h7 dén h8.

Terminal

&

- c o D | & 192.168.11.106 s @ o WM E & =

JIDEDPD 0

Name Static Route  Next Hop Address Name Gateway IP Address Mask Ports
default (cannot be modifed) 0.0.0.0/0
0 iterms
1-1 of 1 item 4 Page 1 ol p

Hinh 3.15: Két qua ping tir h7 dén h8
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+ Két qua bét gbi tin bang wireshark:

Elle Edit View Go Capture Analyre Statistics Telephony Wireless Tools Help
Al ® =T RE Q e & q & IF

L

B3 -] Expression. +
Time Destination Protocol Langth
0. GOKHBODS 239,258, 758 S50 a7
1103044537 T 239,255, 7552 3%8
239,785 355 3 3 e

239255, 255 250 3z

238,355 255 38

370

6.BIIATHTE  192.168.11.1 239. 355 . 255, 250 387 NOTIFY * WTTR/1.
4.GADRITINA  AsuStekC_beiiBi@c  Broadeast AR @ Who has 182.108,11.17 Tell 192.168.11.181

Frome 7: 317 bytes on wire (2530 bits), 317 bytes captured (2538 bits) on interface 0
Ethernet IT, Src: nKT_B3: 37120 (18:06:67:83:37 Ei IPvamcant 7F:Ffifa (D1:00:80:7F:rFifa)
Internet Protocol Ve 2552

Datagram Protecol,

1. Os

B0 50 2
38 34 31 de 3f 31 31

3
"
2
:
g
-
BEYEFREHENE

63 31 20 34 63 3D 65
30 05 36 56 35 39 33

-]

@ 7 enp2s0: «live capture in progresse Packets: 10 - Displayed: 10 (100.0%) Frofile; Defauit

Hinh 3.16: Két qua khi bit goi tin bing wireshark
+ Ta thdy h7 da két ndi dugc dén hs.

- Tiép theo ta tién hanh truy cap vao controller dé kiém tra cac thong tin cling

nhu ¢6 cai nhin tong quan hon vé chirc nang cua no.

+ Vao trinh duyét gd dia chi ip 192.168.11.106:8080 d¢ truy cap vao phan

diéu khién controller.
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3.6. Két qua md phéng

OpenDaylight - Moziila Firefox

B using the V39— OpenDaylight x

« ¢ o © & 192.168.11.106 =
M OPENDAYLIGHT | Devkes | Fiows  Troubl 8 sdmin
| Nodes Leamed o
| =1
Nodes Learned
= [ Core |

Node ID Ports .

OF|00:00:00:00:00:00:0007 3 — o
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OF|00:00:00:00:00-00-00-05

OF |00-00:00-00:00-00:00-04

e 1 OF|00:00:00:00:0000:0003 3 >
A AR
1-5 af 7 nems 4 Page 1 o2 b Access 1 S aEma

» Mame ; 10.0.0.8
Lioco: N fosoz) oo0s ll oo SRR

Description : 10.0.0.8

BRRIDE DD S 6 o

Static Route Configuration  Connection Manager Subnet Gateway Configur SPAN Port Configuration
Static Route Configuration Subnet Gateway Configuration
s aresrosms oG e ] s
o, o
Name Static Route  Next Hop Address Name Galeway IP Address/Mask Ports
default {cannot be modifed) 0.0.0.00
Oisems
1-1of 1 item 4 Page ! ofll

OpenDaylight - Mazilla FireFox @) 14:06
‘ 8 Using the EGOV 3 OpenDaylight ow E a: C @ distributio
= £ c @ @ | & 192.168.11.106: s & v m MO & w =
LU=l “® " OPENDAYLIGHT  pevices | Fiows | Troubleshoot 2 =g
Flow Entries _—
% &=
i =
ﬁ | —1 —
Flow Name Node =
Distribution 1 Distribution 2
Nodes Flow Detail
Nodes ¥ Flow Detalis
2 oL
Node Flows
Distribution 1 o
Acccss 4 o
Distribution 2 o Please selecl a llow
Access 2 o
Access 3 o

1-5 of 7 items

Hinh 3.17b: Giao dién tab flow ciia Opendaylight controller
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OpenDaylight - Mozilla Firefox ty B ) 1108 i
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N |

Hinh 3.17¢: Giao dién tab Troubleshoot Opendaylight controller
+ Ta thay so d0 tong quan ctia mang duoc thé hién trén cac hinh (3.17). Pay

12 mot trong nhimng wu diém ctia SDN so v6i mang IP truyén thong:

V61 SDN nguoi quan tri s€ cd cai nhin tong quan vé€ cau trac mang, cé thé
cau hinh cac thiét bi chuyén mach mét cach dé dang va nhanh chong bang vi¢c quan

1y controller dé thiét lap cac flow entry dé phuc vu cac chirc ning mang.

Véi SDN gitp ngudi quan tri mang phat hién 16i mot cach nhanh chong va

d& dang, tir d6 khic phuc nhanh nhit va hiéu qua nhat.

Dua vao SDN nguoi quan tri mang c6 thé c6 quyén kieém soat mang mot
cach don gian va tap trung nén s€ lam viéc hi€u qua hon va tranh céc sy co phat

sinh.

SDN cho phép sir dung khong han ché va c6 thé thay ddi cac chinh sach
mang dé phat hién su xam nhap, tudng lira va tao su can bang véi su thay dbi cia

phan mém.
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SDN cho phép ngudi quan tri dé dang theo ddi, phan tich luu lugng.
Giam chi phi dau tu va chi phi van hanh.

+ O bén trai 1a muc Nodes learned, n6 cho ta biét cac node mang véi cac ID
1a dia chi MAC cuia chiing va cac port ¢ sy lién két v6i cac node. O phia dudi 1a

muc Connection Manager cho phép chung ta quan 1y cac két ndi cua cac lién két.

I Wl static Route Configuration Subnet Gateway Configuration

Mame Siatic Houts  Mext Hop Addross Mama Gateway IF Address Mask Parts

...........

'

Hinh 3.18: Giao dién tab flows ciia Opendaylight controller
+ Tab th 2 1a tab flow, tab nay cho cung cip cong cu dé quan Iy cac flow
cling nhu cho phép chung ta diéu khién hoat dong ctia mang bang cach thém bét cac

flow tuong tng.

+ Néu muén thém mot Flow Entry thi ta chon vao Add Flow Entry
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OpenDaylight - Mozilla Firefox

& Using Lhe ¢ EGOV 3.9—Ha OpenDaylight > [[RSTSETSERN Bg Llovizna: @ distributio Release/Hyd: VTN:Berylliur

© | & 192.168.11.106:

Add Flow Entry

Name
h1tohs
Node
{jAccess 1
Input Port
Please Select a Port
Priority
500

Hard Timeout

®
=
™.
=]
2]
—

Idle Timeout

Hinh 3.19: Giao dién khi nhin Add Flow Entry
.Peaze Select an Action _

Controllar

Crrop

Enqueus 75
Flood

Flood A

Hardware Path

Orutpat

Pop WLAM

Set Datalayer Destination Address

Set Datalayer Source Addre
Set MNetwork Destination Address
Set Metwork Source Address
Modify ToS Bits

Modify Transport Destination Port
hodify Transport Source Port
Set WVLAM ID

= -

Hinh 3.20: Cac action ¢6 thé thuc hién
+ Véi cac action c6 thé thém vao flow entry ta co thé thuc hién quan tri
mang mot cach t6t hon.
+ Chuyén sang tab Troubleshoot, & tab nay chung ta c6 thé tién hanh xem xét

cac flow table ciia cac node mang va tir d6 c6 thé dé dang g& 16i khi méc phai.
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3.7. Két Luan chwong

V61 mé hinh mang cua truong Pai hoc Ha Noi gém nhiéu toa nha duge phan
chia thanh nhiéu khu vuc khac nhau nén viéc tmg dung cong nghé SDN 1a rat kho
khan. Chinh vi vdy luan van chi dua Uing dung SDN cho mot mdé hinh mang nho
trong hé thong mang toan trudng — md hinh mang toa nha C. O chuong nay da
huéng dan cach thiét 1ap dugc mot mo hinh mang trén nén tang SDN cho mo6 hinh
mang cua mot toa nha C cua truong Pai hoc Ha Noi. Ta d@ moé phong duoc qua
trinh gri nhan cac ban tin, thiét 1ap duoc cac flow dé thuc hién mot sd cong viéc
theo nhu cdu cta ngudi st dung. Qua d6 ching ta c6 thé thiy duoc nhimng wu diém

vuot bic cia mang SDN so v6i mang IP truyén thdng.

V6i nhimg vu diém vuot bac so v6i mang truyén thong, trong thoi gian t6i
luan van s¢ dua ng dung SDN cho toan bd hé théng mang ndi bg truong Pai hoc
Ha Nbi dé co thé tiét kiém duge mot lugng 16n thoi gian va nang cao su linh hoat

ctia hé thong.
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KET LUAN VA HUONG PHAT TRIEN PE TAI

Ngay nay, Internet da trd thanh cudc cach mang 16n ctia nhan loai, kéo theo
d6 1a sy phat trién caa nhu ciu cia nguoi st dung, cac nhu cau d6 ngdy cang da
dang va phirc tap hon. Véi cAu hinh mang truyén théng thi viéc dap ung do 1a
khong thé. Vi thé cac nha nghién ciru di phat trién va cho ra doi mot cdu trac mang
t6t hon, don gian hon va linh dong hon. SDN chinh 14 thanh qué cta sy nghién ciru
d6. N6 da giai quyét hdu nhu tit ca cac mat han ché cua mang hién tai, cung cip
mot moi truong md cho phép cac nha phat trién tu do sang tao cac phuong thuc
dinh tuyén, phuong thirc bdo mat maoi tdt hon, céc ung dung dich vu méi dép ung

nhu cau cta nguoi su dung.

Luan vin nay di néu ra mot cai nhin tong quan vé mang SDN va giao thirc
hd trg no - giao thirc OpenFlow. Tuy chi 4p dung vao mé hinh mang nhé ctia mot
tda nha ciia truong Pai hoc Ha Noi nhung né ciing di cho ta thiy nhung hiéu qua
dang ké ma SDN mang lai. Do thoi gian khong cho phép va kién thirc con chua
hoan thién nén ludn vian con nhiéu diéu thiéu sot va chi méi khai thac mot phén rat
nho ctia mang SDN. Ludn van chua gidi thiéu dugc cac phuong thure két ndi va bao
mat gifra cac controller va chi tng dung dugc trong pham vi nhé hep nhu mang
campus, chua lam rd dugc chuc nang 4o hdéa mang ciing nhu cac ung dung va lgi

ich cua viéc 40 héa mang lai.

Trong thoi gian tdi, dua trén nén tang cac két qua da dat duoc, khéc phuc
nhitng thiéu sot con lai va hudng nghién ctru tiép theo ctia luan vin 1a ap dung SDN

cho toan bo hé théng mang cta trudng Pai hoc Ha Noi.
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PHU LUC 1
(Code mo hinh mang)
#!/usr/bin/python
from mininet.net import Mininet
from mininet.node import Controller, RemoteController, OVSSwitch, UserSwitch
from mininet.cli import CLI
from mininet.log import setLogLevel
from mininet.link import Link, TCLink
def topology():
"Create a network."
net = Mininet( controller=RemoteController, link=TCLink, switch=0VSSwitch )
print "*** Creating nodes"

cl = net.addController( 'cl', controller=RemoteController, ip='192.168.56.102',
port=6633 )

c2 = net.addController( 'c2', controller=RemoteController, ip='192.168.56.103',
port=6633 )

s2 = net.addSwitch( 's2', listenPort=6634, mac='00:00:00:00:00:02" )
s3 = net.addSwitch( 's3', listenPort=6635, mac='00:00:00:00:00:03")
s4 = net.addSwitch( 's4', listenPort=6636, mac='00:00:00:00:00:04" )
s5 = net.addSwitch( 's5', listenPort=6637, mac='00:00:00:00:00:05" )
s6 = net.addSwitch( 's6', listenPort=6638, mac='00:00:00:00:00:06")

s7 = net.addSwitch( 's7', listenPort=6639, mac='00:00:00:00:00:07")
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s8 = net.addSwitch( 's8', listenPort=66310, mac='00:00:00:00:00:08" )
s9 = net.addSwitch( 's9', listenPort=66311, mac='00:00:00:00:00:09")
h10 = net.addHost( 'h10', mac='00:00:00:00:00:10', ip="10.0.2.10/8" )
h11 =net.addHost( 'h11', mac='00:00:00:00:00:11', ip="10.0.2.11/8")
h12 =net.addHost( 'h12', mac='00:00:00:00:00:12', ip="10.0.2.12/8")
h13 =net.addHost( 'h13', mac='00:00:00:00:00:13', ip="10.0.2.13/8")
h14 = net.addHost( 'h14', mac='00:00:00:00:00:14', ip="10.0.2.14/8" )
h15 =net.addHost( 'h15', mac='00:00:00:00:00:15', ip="10.0.2.15/8")
h16 = net.addHost( 'h16', mac='00:00:00:00:00:16', ip="10.0.2.16/8")
h17 = net.addHost( 'h17', mac='00:00:00:00:00:17', ip="10.0.2.17/8" )
print "*** Creating links"

net.addLink(h17, s9, 0, 2)

net.addLink(h16, s8, 0, 2)

net.addLink(h15, s7, 0, 2)

net.addLink(h14, s6, 0, 2)

net.addLink(h13, s5, 0, 2)

net.addLink(h12, s4, 0, 2)

net.addLink(h11, s3, 0, 3)

net.addLink(h10, s3, 0, 2)

net.addLink(s2, s9, 7, 1)

net.addLink(s2, s8, 6, 1)

net.addLink(s2, s7, 5, 1)



net.addLink(s2, s6, 4, 1)
net.addLink(s2, s5, 3, 1)
net.addLink(s2, s4, 2, 1)
net.addLink(s2, s3, 1, 1)
print "*** Starting network"
net.start()

cl.start()

c2.start()

s2.start( [c1,c2])
s3.start( [c1,c2])
s4.start( [c1,c2])
sS.start( [c1,c2])
s6.start( [c1,c2])
s7.start( [cl,c2])
s8.start( [cl,c2])
s9.start( [c1,c2])
net.staticArp()

print "*** Running CLI"
CLI( net)

print "*** Stopping network"
net.stop()

' '

if name ==' main_ "



setLoglevel( 'info' )

topology()
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