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LOI CAM DOAN

T6i cam doan dé tai: “Gidi phdp bdo mdt thong tin mang néi bé trwong Pai
hoc Ha N$i” 1a cong trinh nghién cru cua riéng t6i dudi sy hudng dan cua
PGS.TS Nguyén Tién Ban.

Céc két qua, phan tich, két luan trong luan vin thac sy nay (ngoai phan dugc
trich dan) déu 1a két qua lam viéc cua tac gia, cac s6 liéu néu trong luan van 1a trung
thuc va chua timg duoc cong bo trong bét ky cong trinh nao khac.

Neéu sai t61 xin hoan toan chiu trach nhiém.

Ha Noi, ngay 16 thang 11 nam 2019

Tac gia

Nguyén Manh Ha



LOI CAM ON

Loi dau tién cho em xin giri 10i cam on chén thanh dén cac thay, co gido
thuoc Hoc Vién cong nghé Buu chinh vién thong, Khoa BT sau dai hoc thudc Hoc
vién Cong nghé Buu chinh vién thong di tan tinh giang day, truyén dat cac ndi dung
kién thuc, kinh nghiém quy bau trong sudt qua trinh em theo hoc tai Hoc vién. Vi
nhiing bai hoc quy gia, su kém cap, chi bao va truyén thu tim huyét ciia cac thay, co
d3 gitip ca nhan em hoan thién hon nita hé thong kién thirc chuyén nganh, phuc vu
t6t hon yéu cau cong tac ciia don vi dong thoi nang cao hon von tri thirc ciia ban
than.

bac biét, em xin gui 161 cam on tran thanh téi thﬁy huéng dan khoa hoc
PGS.TS Nguyén Tién Ban, Khoa DT sau dai hoc thudc Hoc vién Cong ngh¢ Buu
chinh vién thong da tim huyét, tan tinh chi bao, hudng din, cung cap tai liéu va cac
ndi dung kién thirc quy bau, dong thoi co su dinh hudng ding dan gitip em hoan
thanh duogc luan van nay.

Em ciing xin duoc bay to sy cam on sdu sic toi cac dong nghiép va tap thé
16p Cao hoc k¥ thuat vién thong — Dot 1 ndm 2018 da dong hanh, khich 1¢ va chia
sé trong sudt qua trinh hoc tap.

Trong qua trinh thyc hién ludn van, mac du ban than da cd géng, chu dong
trong viéc suu tam tai liéu, cang cb kién thtrc... tuy nhién chic chan luan vin van
con nhiéu thiéu s6t. Em rt mong nhan dugc sy chi day, dong gop tan tinh cia cac
thﬁy, cd dé ludn van cua em duoc hoan thién hon nita va cé tinh ung dung cao hon
trong thuc tién.

Xin tran trong cam on!

Ha Ngi, ngay 16 thang 11 nam 2019

Hoc vién

Nguyén Manh Ha
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MO DAU
1. Ly do chgn dé tai

Sy phat trién nhanh cta cong nghé thong tin va truyén thong dan dén nhiéu
yéu cau va thach thirc méi dit ra d6i voi cong tic dam bao an toan thong tin va dir
li¢u, hién nay cac bi€n phap an toan thong tin cho may tinh cd nhan cling nhu cac
mang ndi by da dugc nghién clru va trién khai. Tuy nhién van thuong xuyén co cac
hé théng mang bi tin cong, c6 cac to chic bi danh cip thong tin,...gdy nén nhiing
hau qua vo cung nghiém trong. Nhitng vu tin céng nhiam vao tat ca cac mdy tinh
ciia cac cong ty 16n nhu AT&T, IBM, cic co quan nhd nudc, cic to chirc, nha
bang,... Khong chi cic vu tin cong ting 1én nhanh chéng ma cac phuong phap tan
cong cling lién tuc dugc hoan thién. Tai Viét Nam, cac h¢ théng mang va Website
bi tan cong theo chiéu hudng gia ting. Pic biét, hing bao mat Trend Micro gan day
cong bd: Viét Nam dang dan dau Pong Nam A vé tin cong mang v6i hon 86 triéu
email c6 ndi dung de doa dugc phat hién trong nira dau nam 2018 va Viét Nam nam
trong s6 20 nudc bi nhiém ma doc tong tién nhiéu nhat.

Vi vay, viéc két ndi mang ndi by cua co quan t6 chirc minh vao mang
Internet ma khong c6 cac bién phap dam bao an ninh s& dan dén nguy co mat an
toan thong tin va dir li€u cao. Pé dam bao hé théng mang ndi bd phuc vu cho nhu
cu cong viéc, gidng day hoc tap cua truong Pai hoc Ha Noi. Hoc vién da quyét
dinh chon d& tai: “GIAI PHAP BAO MAT THONG TIN MANG NOI BO
TRUONG DAT HOC HA NOT”.

2. Tong quan van dé nghién ciru

Noi dung chinh cia luan van nay 1a qua trinh nghién cru, tim hiéu dé tir 6
duc két ra dugc nhitng yéu to6 dam bao tinh bao mat cho hé théng mang LAN:

- Nam bat dugc mét s6 phwong phap tan cong hé thbng mang thuong gap va
cac giai phap bao mat dé co duoc cach thic phong chdng, cach xu Iy su ¢ va khic

phuc sau sy ¢ mot cach nhanh nhat.



- D& xuit giai phap bao mat cho hé théng mang, cach thirc trién khai giai

phap.

3. Muc tiéu nghién ctru ciia dé tai
Muc tiéu nghién ctru cta luan vin “Nghién ctiru k¥ thuit tin cong mang LAN
va céc giai phap dam bao an toan mang LAN” va dé xuat giai phap bao mat cho

mang noi bd tai trudong Pai Hoc Pai Ha N6i trién khai ap dung trong thuc té.

4. P6i twong va pham vi nghién ciru ciia dé tai

- Péi tuong nghién ciru cua luan van 1a mang LAN va cac van dé lién quan
dén bao mat mang LAN.

- Pham vi nghién ctru cda ludn van 1a céc giai phdp bado mat mang LAN va

ung dung cho mang ndi bd tai truong Pai hoc Ha Noi.

5. Phwong phap nghién ciru clia dé tai

- Vé mat 1y thuyét: Thu thap, khao sat, nghién ctru cac tai liéu va thong tin co
lién quan dén bao mat mang LAN.

- Vé mat thuc nghi¢m: Khao sat hé théng mang ndi by Truong Pai hoc Ha

Noi va dé xuat giai phap bao mat cho hé thong mang.

6. Bo cuc luan van

Luan van dugc trinh bay trong 3 chuong:
Chwong 1: TONG QUAN VE CAC MOI PE DQA VA PHUONG THUC TAN
CONG MANG LAN

Trong chuong dau tién nay ludn van nghién clru cac nguy co de doa bao mat
va phuong thirc tan cong mang LAN, dé xuat cac yéu cau bao mat do1 vo1 mang

LAN va cac van dé bao mat mang LAN trong thuc té.

Chuwong 2: NGHIEN CUU CAC GIAI PHAP BAO MAT CHO MANG LAN



Trong chuwong 2 luan vin nghién ctru cac giai phap bao mat mang LAN nham

dap ung cac yéu cau vé bao mat mang, bao mat dir li¢u va bao mat nguoi dung.

Chuong 3: PE XUAT CAC GIAI PHAP BAO MAT CHO MANG NOI BQ
TAI TRUONG PAI HOC HA NOI.

Chuong nay luin vin s& nghién ciru vé hé thong mang noi bd cia trudng Dai
Hoc Ha Noi va dé xuat img dung mot sb giai phap bao mat hé thong mang LAN da

nghién ctru trong chuong 2 cho h¢ théng mang ndi bg cua truong Pai hoc Ha Noi.
» Khao sat thuc trang mang ndi bd trudong Pai hoc Ha Noi
- M6 hinh kién triic mang
- Yéu cau st dung
* Dé xuét gidi phap bao mat cho h¢ théng mang ndi bg truong Pai hoc Ha N1
- Giai phap mang
+ Sir dung Firewall cting dé bao vé.
+ Chia hé thdng thanh cac khu vuc: LAN, WAN, DMZ.
(Khu vuc DMZ s& dit cac may cha: Web, Mail, File va Phan mém. Khu vuc
LAN s& str dung Switch layer 3 cau hinh VLAN, tach cac phong ban, cc ting ra
riéng biét).
- Giai phap an toan dir li¢u
+ Phan quyén truy cap dit licu.
+ Backup File Server.
+ Cai dat phan mém diét virus ban quyén trén Server

- Thtr nghiém va danh gia mot s6 bao mat dé xuat



Chuwong 1. TONG QUAN VE CAC MOI PE DQA VA
PHUONG THUC TAN CONG MANG LAN

Trong churong dau tién ndy ludn van nghién ciru cdc nguy co de doa bdo mdt
va phwong thire tan cong mang LAN, dé xudt cdc yéu cau bdao mat doi véi mang

LAN va cdc van dé bao mdt mang LAN trong thuc té.

1.1. Céc yéu ciu biao mit chung cho mang LAN
1.1.1. Y8U cdu bdo mat vé mang

Trong van hanh va khai thac mang LAN s¢€ phat sinh cac nguy co an ninh
mang ngay cang 16n. Khong chi cac ké tan cong kham pha ra nhiéu 16 hong bao mat
ma cac cong cu va cac k¥ thuat can thiét dé xAm nhap vao mot mang ciing cang trd
nén don gian hon. C6 sin nhitng cong cu dugc tai vé trén Internet cho phép nhimng
ngudi khong co nhiéu kién thirc vé mang ciing c6 thé thyuc hién cac cudc tan cong.
Ngoai ra, viéc thiét ké, cai dat sir dung cac tai nguyén mang khong ding cach ciing
g6p phan tai ra cac 15 hong trén mang cho phép nhitng nguoi cd y d6 x4u c6 thé

xam nhap vao hé théng, thuc hién cac thao tac pha hoai.

Cung véi sy phat trién cua thoi gian, cic cong cu cho phép tin cong vio
mang ngdy cang trd nén phirc tap, khé luong. Mot ngudi ¢é thé khong cé nhiéu kién
thirc vé mang cling cé thé thuc hién mét cudc tin cong thong qua mdt cong cu duogc

tai vé tir mang Internet.

B4o mat va an ninh mang di tré thanh van dé wu tién hang dau trong thiét ké

quan 1y va van hanh mang nham dam bdo cac cac yéu cau sau:

- Yéu cau vé tinh sin sang clia mang: Mang phai dam bao ludn sin sang
cung cip cac dich vu cho ngudi dung moi luc, moi noi.

- Yéu cau vé tinh bén viing ciia mang: Trong mdi trudng dy nhiing nguy co
mAt an toan mang do ngudi ding giao tiép véi nhiéu mang cong cong va cac hé

thong khac nhau, mang phai chéng duoc cac cudc tin cong mang nhu DoS, DDoS,



- Yéu cau vé d6 tin cdy mang: Trong qua trinh hoat dong, mang phai dam
bao cac truy cap ctia ngudi dung 1 hop phép, tranh cac rii ro 1am anh hudng dén an
toan mang.

Pé dap tng cac yéu cau trén, thong thudng chu trinh bao mat mang gém bon
giai doan: Bao mat an ninh mang (Secure); giam sat (Monitor); kiém tra cac 15 hong
trén mang (Test); cai tién (Improve). Xuyén sudt bén giai doan nay 1a qua trinh ap

dung cac chinh sach an ninh (Security Policy).

Chinh sach an ninh dugc xem la cac luat 1¢ chinh thic dugc &p dung trong
mang qua d6 bat ky ai khi truy nhap vao mang d6 ciing phai tuan theo. Hay néi cach
khac, chinh sach bao mat la mot van ban téng két cac cach thirc ma mot to chue,

mot doanh nghi€p, mot ca nhan sé st dung nham bao v¢ tai nguyén mang cua minh.
Bon giai doan cua chu trinh bao mat mang dugc mo ta nhu sau:

Giai doan bao vé an ninh mang: La mot phan trong cac hoat dong quén tri
mang cua doanh nghiép. Giai doan nay 14 qué trinh thiét 1ap cac giai phap an ninh
mang nham ngin chin, phong nglra cac hanh dong tin cong, cac truy nhap trai
phép. Co thé do chi 1a mot hoat dong don gian nhu cAu hinh bd dinh myén (router)
khong chép nhan cac dich vy, cac truy nhép tir cac dia chi khong dugc ching thuc
hay phtec tap hon 13 cAu hinh céc birc tuong ltra (Firewall), cac hé thdng ching thurc
(authentication), ma hoa (encryption)... Cac thao tac cai dat, cau hinh nay sé& tuan
theo cac chinh sach an ninh ma doanh nghi¢p 1ap ra. Cac phuong phap sau thuong
duoc su dung nham thiét 1ap bao vé€ an ninh mang;:

- Ching thyc: La qua trinh cong nhén cac ca nhan duoc quyén sit dung ting
loai hinh dich vu ctia mang qua cac dAu hiéu nhan dang cua ca nhan.

- Mi hoéa: La phuong phap nham dam bao truyén dir liéu an toan, tin cay,
toan ven, chinh xac qua mang. D li¢u trude khi gui di dugc ma hoda theo mdt thuat

toan nao d6 va chi c6 bén nhan madi cd thé gidi ma dugc.



- Xay dung tuong ltra: Tuong lra 1a mot tap hop cac chuong trinh lién két
v61 nhau, dugc dat tai cac ctra ngd vao/ra cua mang voi chic nang bao vé cac tai

nguyén cia mang trudc cac truy nhap tur bén ngoai.

- Thuc hién “va 16i” (vulnerability patching): 1a qua trinh thuc hién x4c minh
va khic phuc cac 16 héng cua mang thong qua viée bd sung cac “ban va”, 1a cac

phan mém c6 tinh nang che lap 16 hong cua mang.

Giai doan giam sat mang: Sau khi da thiét 1ap nén mot hé théng bao v¢ an
ninh mang, diéu can thiét phai giam sat, theo doi hoat dong ciia hé thong bao vé an
ninh mang truéc cac truy nhap tir bén ngodi vao mang, nham bao dam mang vin
con duoc bao vé an toan. Pay 13 qué trinh phat hién cac vi pham dbi v6i chinh sach
bao mat, phat hién xdm nhap va kiém soat hé théng, xac nhan cac thao tac thuc hién
bdo v¢ an ninh mang trong giai doan 1.

Giai doan Kiém tra an ninh mang: Sy phat trién cta cong nghé kéo theo
nhiing thay doi khong ngimg vé cach thic tin cong xAm nhap mang. Giai doan nay
tim kiém nhiing bat hop 1y trong viéc xay dung chinh sach va hé thong bao vé mang
trude do, tim ra cac diém yéu moi ciia mang ma cac giai doan true khong nhén ra
thong qua cac hanh dong tan cong thir vao cac diém bao mat clia mang.

Giai doan cai tién: Cac giai doan giam sat va kiém tra cung cap cac thong
tin can thiét dé tién hanh nang cép, cai tién mirc 46 bao vé an ninh mang. Cac nha
quan tri mang sir dung cac thong tin nay cai tién cic giai phap bao vé, diéu chinh
cac chinh sach an ninh, bd sung cac diém yéu trén mang nham dbi pho voi cac nguy
co moi.

Sau khi da dua ra nhiing cai tién, chu trinh lai tiép tuc véi giai doan bao vé
an ninh mang véi sy bo sung méi. Chu trinh dugc tién hanh lién tuc nham dam bao

rang mang dugc bdo v¢ mot cach an toan nhat.
1.1.2. Yéu cdau vé bdo mdt dir liéu

Trong mang LAN, ngudi ding thudng xuyén truy cap cac co so dit liéu dé

lam viéc nén d€ xay ra cac nguy co mat an toan dir li¢u. Vi vay, van dé bao mat dir



liéu phai dam béo c4c yéu ciu sau:

- Yéu cau vé tinh sin sang cua dir liéu: Céc dir liéu dung chung phai ludn
trong trang thai dp tng moi yéu cau cta nguoi dung moi lac, moi noi.

- Yéu cau vé tinh toan ven dir liéu: Cac dir liéu khong bi chinh stra, thay do6i
mot cach bat hop phap.

- Yéu cau vé bi mat dix liéu: Céac dix liéu 1a tai san quan trong cua don vi va

c4 nhan phai dugc dam bao bi mat, khong bi phat tan bat hop phap.
1.1.3. Y8U cdu vé bdo mdt ngwoi dung
Nguoi dung hop phép ctia mang LAN la ngudi st dung cac dich vu nhung
dong thoi cling 12 mot tac nhan gay ra cac rii ro mang.
Vi vdy, van dé bao mat ngudi ding phai dam bao cac yéu cau sau:

-Yéu cau vé tinh hop phap: Ngudi dung hop phéap phai duge dam bao truy
cdp mang mot cach thuan loi, dap Gmg moi yéu cau hop phap ctia nguoi
dung moi luc, moi noi.

-Yéu cau vé tinh riéng tu: Céc thong tin c4 nhan, lich st truy cip mang la
cac thong tin riéng tu cua nguoi dung phai dugc ddm bao bi mat, khong bi
danh cap hodc phat tan bat hop phap.

Céc yéu cdu bao mat mang LAN, vé& mang, vé dit liéu va ngudi dung déu co

tam quan trong va phai duoc xem xét thau dao trong qua trinh xay dung, thiét ké,

van hanh va khai thac mang ndi bd.

1.2. Tinh hinh trién khai mang LAN tai Viét Nam va cac van dé lién quan
dén bao mat mang LAN trong thuc té.
1.2.1. Tinh hinh trién khai mang LAN tai Viét Nam

Ngay nay ¢ Viét Nam, cac to chtc, doanh nghiép déu str dung, trién khai
mang LAN bén trong hé théng ciia ho. Hé thong mang noi bd gitp gia ting kha
nang trao doi dir liéu gitra cac nhan vién, cic ban nganh véi nhau, lam gia ting kha
nang lam viéc va hoat dong mot cach hi€u qua. Tuy nhién, véi nhu cau trao ddi
thong tin, bt budc cic co quan, to chirc phai két ndi téi mang Internet. Khi thuc

hién két ndi mang ndi bd cua co quan, doanh nghié¢p, t6 chirc véi mang toan cau, an



toan va bao mat thong tin 1a mot vin dé cip bach duoc dit ra. Internet ¢6 nhiitng ki
thuat cho phép moi nguoi truy cap, khai thac va chia sé thong tin v4i nhau. Nhung
n6 ciing 13 nguy co chinh din dén thong tin dé bi hu hong hay bi pha hity hoan toan.
S& di ¢6 1i do d6 1a vi viée truyén thong tin qua mang Internet hién nay chii yéu sir
dung giao thirc TCP/IP. TCP/IP cho phép cac thong tin tir may tinh nady td1 may tinh
khac phai di qua mdt loat cac may tinh trung gian hodc cdc mang riéng bi¢t trudc
khi n6 t61 dugce dich. Chinh vi vay, giao thitc TCP/IP da tao co hoi cho bén thir ba
c6 thé thuc hién cic hanh dong gay mét an toan thong tin trong khi thuc hién viéc
truyén thong tin trén mang. Thuc té, sb vu tn cong tir bén ngoai vao cac co quan, to
chtrc, truong hoc,.. dang ngay mot ting 1én voi quy mo khong 16. Néu ching ta
khong c6 cac giai phap phong chéng va khic phuc, hiu qua va ton that s& vo cing

nang né.
1.2.2. Vin dé lién quan dén bdo mgt mang LAN trong thuc té

Viét Nam lot vao top 20 qubc gia c6 s6 luong website bi tAn cong 16n nhat
thé gidi trong quy 3 nam 2018, theo Bao céo an ninh website quy 3 nim 2018 boi
CyStack. O vi tri tha 19, Viét Nam c6 1.183 website bi tin cong, trong d6 website
doanh nghi¢p la ddi tuong cua dai da s6 cac tin tic. Cu thé, 71,51% sb cudc tan
cong nham vao cac website doanh nghiép, theo sau boi website thuong mai dién tir
voi 13,86%.

Theo bao c4o an ninh mang ciia Bkav, thiét hai do virus may tinh gay ra d6i
v6i ngudi dung Viét Nam da 1én mire ky luc 14.900 ty dong, twong duong 642 triéu
USD, nhiéu hon 21% so v6i muc thiét hai cua nim 2017. Day la két qua dugc dua
ra tu chuong trinh danh gia an ninh mang do Téap doan cong ngh¢ Bkav thuc hién
thang 12/2018.

Trén pham vi toan cau, toi pham mang gdy thiét hai 1én téi khoang 600 ty
USD mbi nim, twong duong 0,8% GDP toan cau. Trong d6, khu vuc Pong A thiét
hai ugc tinh tr 120 — 200 ty USD, tuong duong 0,53 — 0,89% GDP khu vuc. Muc



thiét hai 642 triéu USD tuong duong 0,26% GDP cua Viét Nam tuy chua phai cao
so voi khu vuc va thé gidi, nhung ciing 1a ky luc dang bao dong.

Phén tich tinh trang md doc dao tién 4o tran lan, theo cic chuyén gia cua
Bkav, nguyén nhan chinh 1a do céc co quan, doanh nghiép chua trang bi giai phap
diét virus tong thé, ddng bd cho tit ca cac may tinh trong mang ndi bo. Do d6, chi
cAn mdt may tinh trong mang bi nhiém ma ddc, toan bd cic may tinh khac trong
cung mang s€ bi ma doc tan cong, lay nhiém. Ngoai viéc lam cham may, ma doc
dao tién 4o con co kha nang cap nhat va tai thém cac ma doc khac nham xo4 dir liéu,
an cap thong tin ca nhan hay tham chi thuc hién tdn cong c6 cha dich APT.

Hai dong ma doc pho bién tai Viét Nam khién nguoi dung bi mat dit licu 1a
dong ma doc ma hoa téng tién ransomware va dong virus x6a dir liéu trén USB. Céc
mi doc ma hoa tong tién 1ay chi yéu qua email, tuy nhién co téi 74% nguoi dung
tai Viét Nam van giit thoi quen mé tryc tiép file dinh kém tir email ma khong thuc
hién mé trong méi truong cach ly an toan Safe Run, diéu nay rat nguy hiém. Trong
khi d6, do USB 1a phuong tién trao doi dir liéu phd bién nhat tai Viét Nam nén s6
may tinh bi nhiém ma doc 1ay qua USB ludn ¢ mirc cao. Thong ké cua Bkav cho
théy, ¢ ti 77% USB tai Viét Nam bi nhiém mé ddc it nhat 1 1an trong nam.

Tan céng nhim vao linh vuc tai chinh: Theo ghi nhan cua hing bao mat
Kaspersky (Nga), trong Quy I1/2018 d3 c6 hon 107 triéu cudc tan cong dang lira déo
truc tuyén da xay ra. Pang luu ¥, ¢o t6i 35,7% sb cudc tAn cong nham dén cac dich
vu tai chinh. Nhitng cudc tin cong nhiam vao khach hang cia cac to chirc tai chinh
nhu ngan hang, hé théng thanh toan va cac giao dich mua ban tryc tuyén 1a mot xu
hudng lau dai dbi voi toi pham mang.

Bang cach tao ra cic trang web gia mao ngan hang, trang thanh toan tryc
tuyén hodc cac trang mua sdm, tin tic co thé thu thap duoc cac thong tin ca nhan
cua nguoi dung nhu té€n, mat khéu, dia chi email, s6 dién thoai, sd thé tin dung va
mi PIN ma nguoi dung khong hé hay biét. Cac cudc tan cong mang nham vao linh
vuc tai chinh chiém hon 1/3 téng s6 cac cudc tin cong trong quy 11/2018, cu thé,

cac cudc tan cong nham vao cac ngan hang chiém 21,1%; cac ctra hang truc tuyén
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1a 8,17% va 6,43% nham vao hé théng thanh toan. Nhiing bao cdo di dwa ra mot
burc tranh vé tinh hinh bat 6n cta an ninh mang nam 2018. Cung véi qua trinh day
manh tng dung CNTT va hudng téi thé gidi két ndi IoT, xu huéng gia ting tin
cong mang 13 tat yéu. Boi vay, du doan duoc cac nguy co vé ATTT dé c6 bién phap
phong ngira phu hop 13 trach nhiém cua chu so hitu va quan 1y cac hé thong théng
tin.

Céc dang tan cong hién nay rit da dang. Co thé liét ké mot sd nhu: ma doc
téng tién, tin cong cac 16 hong hé thong website, tan cong danh cap dit liéu,... So
v6i cac nam trude thi tdi pham mang tan cong ngdy cang thong minh va tinh vi hon,
¢6 su chuan bi véi thoi gian dai , mirc d6 nguy hiém khong chi danh cap thong tin
ma con mang tinh pha huy dir li¢u, Itra déo, téng tién nguoi dung. Hién nay, an toan
thong tin trén thé gidi cling nhu ngay tai Viét Nam c6 nhiing dién bién phtic tap, cac
vu tAn cong mang khong chi de doa truc tiép dén hoat dong va tai san cua ca nhan,
doanh nghiép ma con anh huong dén ca hé thdng ha ting mang cta ca mot qudc gia.
Ttr tinh hinh trén, viéc dam bao an toan thong tin cling nhu x4y dung hé thong cd
tinh bao mat cao cho mang LAN tai Viét Nam va trén toan thé gigi dang ngay cang

tré nén cap thiét hon bao gio hét.

1.3. Cac moi de doa bao mat va phwong thirc tin cong mang LAN
Trong qué trinh van hanh va khai thac mang LAN, trong moi truong Internet
c6 rat nhidu nguy co de doa bao mat mang. Dudi day, luan vin liét ké mot s6 moi

de doa va phuong thirc tin cong dién hinh dbi véi bao mat mang LAN.

1.3.1. Cdc méi de doa bido mit mang LAN

Moi de doa khong c6 cau triic (Untructured threat) thuong 1a nhitng hanh vi
xam nhap mang trai phép mot cach don 1, khong co to chie. Cong cu hack va
script ¢ rat nhiéu trén Internet, vi thé bat cir ai to mo o thé tai ching vé va sir dung
thtr trén mang ndi bd. Cling c6 nhiing nguoi thich tha véi viéc xam nhap vao may
tinh va c6 cac hanh dong vuot khoi tim bao vé. Hau hét tin cong khong cé cau tric

déu duoc gy ra boi Script Kiddies (nhirg ké tin coéng chi st dung cic cong cu
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dugc cung cap, khong ¢ hodc cé it kha nang 1ap trinh) hay nhitng ngudi ¢6 trinh do
vira phai. Hau hét cac cudc tin cong d6 vi so thich ca nhan, nhung ciing c6 nhiéu
cudc tn cong c6 ¥ dd xau. Nhirng truong hop dé s& c6 anh hudng xdu dén hé thong
va hinh anh cua cac chu thé s¢ hitu mang LAN. D61 khi, chi can chay mot doan ma
doc 1a co thé pha hay chic ning cia mang LAN.

M&bi de doa cé céu tric (Structured threat) 1 cac hanh dong xAm nhép mang
trai phép cb y, c6 dong co va k¥ thuat cao. Nhitng ké tdn cong niy hoat dong doc
lap hodc theo nhém. Ho c6 k¥ nang phét trién va st dung cac k¥ thuat hack phirc
tap nham xam nhip vao muc ti€u, dong co cua cac cudc tan cong nay thi co rat
nhiéu. Mot s6 yéu t6 thuong thdy c6 thé vi tién, hoat dong chinh tri, tirc gidn hay
bao thu. Céc td chire toi pham, cac ddi tha canh tranh hay cac td chirc sic toc o thé
thué cac chuyén gia dé thuc hién cac cudc tan cong dang structured threat. Cac cudc
tan cong nay thuong cé muc dich tir trude, nhu dé 1y duoc ma nguodn cia ddi thu
canh tranh.

Cho du dong co 1a gi, thi cdc cudc tan cong nhu vay cd thé gy hau qua
nghiém trong cho mang LAN. Mét cudc tan cong structured thanh cong cé thé gay
nén sy pha hity cho toan hé thong mang LAN.

Mobi de doa tir bén ngoai (External threat) 1a cac cudc tan cong dugc tao ra
khi khong c6 mot quyén nao trong hé théng. Nguoi dung trén toan thé gidi thong
qua Internet déu c6 thé thuc hién cac cudc tdn cong nhu vy vao mang LAN, mbi de
doa tir bén ngoai 1a mdi de doa ma cac chu s& hiru mang LAN thudng phai boé nhiéu
tién va thoi gian dé ngan ngira.

M&bi de doa tir bén trong (Internal threat) dugc st dung dé mé ta mét kiéu
tan cong dugc thyc hién tr mot nguodi hoac mot td chirc c6 mot vai quyén truy cap
mang LAN. Céc cach tan cong tir bén trong duoc thuc hién tir mdt khu vuc dugc tin
cdy trong mang. Méi de doa nay cé thé kho phong chong hon vi cac nhan vién cd
thé truy cdp mang va dir liéu bi mat cia cong ty. Méi de doa & bén trong thuong

duogc thuc hi¢n bdi cac nhan vién bat binh, mudn “quay mat” lai véi cong ty. Doi
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khi cac cudc tan cong dang co6 cau triuc vao h¢ thong duoc thuc hi¢n voi su giup do

clia ngudi bén trong hé théng.

1.3.2. Cdc phwong thirc tin cong mang LAN
Phuwong thire dn cip thong tin bing Packet Sniffers

Diy la mot chuong trinh g dung bét gitr duoc tat ca cac cic gbi luu chuyén
trén mang (trén modt collision domain). Sniffer thuong dugc dung cho
troubleshooting network hodc dé phan tich traffic. Tuy nhién, do mot sé Gmg dung
gdi dir liéu qua mang dudi dang clear text (telnet, FTP, SMTP, POP3,...) nén sniffer
cling 12 mot céng cu cho hacker dé bat cac thong tin nhay cam nhu 1 username,
password, va tir d6 ¢ thé truy xuat vao cac thanh phan khac clia mang.
Phwong thirc tin cong mat khau Password Attack

Céc hacker tan cong password bang mot sd phuong phap nhu: brute-force
attack, chuong trinh Trojan Horse, IP spoofing va packet sniffer. Mac du dung
packet sniffer va IP spoofing co thé lay dugc user account va password, nhung
hacker lai thuong sir dung brute-force dé 1ay user account hon.

Tan cong brute-force dugc thuc hién bé“mg cach dung mot chuong trinh chay trén
mang, c6 gang login vao cac phan share trén server bang phuong phap “thir va sai”
passwork.

Phwong thirc tin cong bang Mail Relay

Day 1a phuong phap phd bién hién nay. Email server néu cAu hinh khong
chuan hodc Username/ password cua user sit dung mail bi 10. Hacker c6 thé loi
dung email server dé giri mail gay ngap mang , pha hoai hé théng email khac. Ngoai
ra v6i hinh thtrc gén thém cac doan script trong mail hacker ¢ thé giy ra cac cudc
tan cong Spam cung luc véi kha ning tan cong gian tiép dén cac may chii Database
ndi bo hodc céac cudc tn cong DoS vao mot muc ti€u nao do.

Phuwong thirc tin cong 16p ing dung
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T4n cong 16p Gng dung dugc thuc hién bang nhidu cach khac nhau. Mot
trong nhiing cach thong dung nhat 1a tdn céng vao cac diém yéu ctua phan mém nhu
sendmail, HTTP, hay FTP. Nguyén nhan chu yéu cua cac tin cong 16p tmg dung
nay 1a ching st dung nhitng port cho qua boéi firewall. Vi dy cic hacker tin cong

Web server bang cach st dung TCP port 80, mail server bang TCP port 25.
Phwong thitc tin cong Virus va Trojan Horse

Céc nguy hiém chinh cho cac workstation va end user 1a cc tin cong virus
va ngya thanh Trojan (Trojan horse). Virus 1a mot phan mém c6 hai, dugc dinh kém
vao mot chuong trinh thyc thi khac dé thuc hién mot chirc nang phé hai nao do.
Trojan horse thi hoat dong khac hon. Mot vi du vé Trojan horse 1a mot phﬁn mém
tmg dung dé chay mot game don gian & may workstation. Trong khi nguoi dung
dang mai mé choi game, Trojan horse s& goi mot ban copy dén tit ca cac user trong
address book. Khi user khac nhan va choi tro choi, thi no lai tiép tuc lam nhu vay,

gd1 dén tat ca cac dia chi mail c6 trong address book cua user do.

1.4. Giai phap phong chéng chung

Dé phong chdng tin cong mang, ngudi dung can thyc hién nhiéu bién phap
phong thi, bao vé va dong thdi nang cao hiéu biét vé cach sir dung internet an toan.
Nhitng phuong phap chéng lai tin cong mang duoc tong hop dudi day:

Str dung mat phﬁn mém diét virus/malware uy tin.

Bao vé cac mat khau ctia minh béng cach su dung xac thuc 2 bude khi dang
nhap; dat mat khau kho (bao gdm chit in hoa, sb va ky tu dic biét)

Khong nén st dung céc thiét bi ngoai vi khong rd ngudn gbc (USB, 6 dia
cling, dia CD). Néu bat budc phai st dung, hdy quét virus trude.

Khong nén click vao duong link la, trang web dang ngo, khong tai file dinh
kém khong 1d ngudn goc.

Nang cﬁp, cap nhat cac phén mém, hé diéu hanh, cong cu thuong xuyén.

Dbi voi doanh nghiép, can xay dung mét chién lugc téng thé dé phong chong

nhirng cudc tdn cong mang phirc tap co thé xay ra.
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1.5. Két luan chwong 1

Véi xu hudng phat trién cta cac cong nghé mang va Internet, tinh hinh mat
an ninh mang dang dién bién phtic tap va xuét hién nhiéu nguy co de doa nghiém
trong dén viéc tng dung cong nghé thong tin phuc vu phat trién kinh t& xa hoi va
dam bao qudc phong, an ninh. S6 vu tdn cong trén mang va cac vu xam nhap hé
théng cong nghé théng tin nhim do tham, truc loi, pha hoai dit liéu, an cip tai san,
canh tranh khong lanh manh va mot 6 vu viéc mat an toan thong tin dang gia tang
¢ muc bao dong vé s luong, da dang vé hinh thue, tinh vi vé cong nghé...Tén cong
mang dang dan tré nén pho bién nhat 1a trong bdi canh Viét Nam lot vao top 20
qudc gia co s6 lugng website bi tin cong 16n nhét thé gidi trong quy 3 nam 2018.
Viéc trién khai giai phap bao mat cho hé théng mang ndi bé mang tinh cép thiét.

Trong chuong 1, ludn vin d3 nghién ctru téng quan vé cac nguy co de doa
bao mat va tan cong mang LAN. Tir d6 di dua ra cic yéu ciu bao mat cho mang
LAN, ciing nhu cac van dé lién quan dén bao mat mang LAN trong thuc té.

Trén co s& cac ndi dung da trinh bay trong chuong 1, cac giai phap bao mat
mang LAN dép tng cac yéu cau dé ra s& dugc nghién ctru trong chuong 2 cia luan

van.
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Chuwong II: NGHIEN CU'U CAC GIAI PHAP BAO MAT CHO
MANG LAN

Trong chwong 2 ludn van nghién cvru cdc giai phap bao mdat cho mang LAN
nham dap vng cac yéu cdu vé bao mat mang, bao mat dir liéu va bao mat nguoi

dung.
2.1. Giai phap sir dung hé thong twong lira

2.1.1. Gidi thiéu chung

Mot trong cac giai phap bao mat mang LAN nham tranh cic cudc tin cong tir
bén ngoai hay ngan chén truy cap cac trang web tir bén trong 1a st dung tuong Itra

(Firewall).

Hinh 2. 1: Firewall bao mat mang LAN[14]

Tuong lta (firewall) 12 rdo chan ma cac to chirc, doanh nghiép, co quan nha
nude, hay ¢4 nhan 1ap ra nham ngin chin cac truy cap thong tin khong mong mudn
ttr ngoai vao h¢ théng mang ndi by, cling nhu ngan chdn cac thong tin bao mat nam
trong mang ndi bo xuat ra ngoai Internet ma khong duoc cho phép.

Firewall 1a mot cong cu hoat dong & ranh gidi gitra bén trong 1a mang LAN
v6i hé thong Internet bén ngoai. Firewall cung cp co ché phong thii tir vanh dai, nd
han ché viéc truyén théng cua hé théng véi nhitng ké xam nhap tiém tang va 1am
giam rui ro cho hé thong. Pay 1a mot cong cu khong thé thiéu trong mot giai phap
bao mat téng thé.

Nhiém vu co ban cia tuong lira 1a kiém soat truyén thong dir liéu giita hai

ving ¢ d6 tin cay khic nhau. Cac ving tin cdy (zone of trust) dién hinh bao gom:
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mang Internet (vung khong dang tin cdy) va mang LAN (mot vung c6 dd tin cay
cao). Muc dich cubi cung 13 cung cip két ndi co kiém soat giita cac ving véi do tin
cay khac nhau thong qua viéc 4p dung mot chinh sach an ninh va mé hinh két nbi
dua trén nguyén tac quyén tdi thiéu (principle of least privilege).

Tuong lira 1a mot thiét bi phan ctng hoic mot phan mém. CAu hinh dung din
cho cac tudng lira doi hoi k¥ ning cia ngudi quan tri hé thong. Viée ndy yéu cau
hiéu biét dang ké vé cac giao thirc mang va vé an ninh may tinh. Nhimng 156i nho ¢
thé bién tuong lira thanh mot cong cu an ninh vo dung.

C6 hai loai tudng lira thong dung 13 tudng lira bao vé, dé bao vé an ninh cho
may tinh c4 nhian hay mang cuc bd, tranh sy xam nhap, tdn cong tir bén ngoai.
Tuong lira ngin chin thudng do cic nha cung cép dich vu Internet thiét 1ap va c6
nhiém vy ngin chin khong cho may tinh truy cap mot sé trang web hay mdy chil
nhét dinh, thuong dung véi muc dich kiém duyét Internet.

Trén thi trudng co rat nhiéu loai Firewall nhung hién nay Firewall cing
Cisco dang dugc cac doanh nghiép tin dung vi c6 kha ndng bdo mét manh ciing nhu
dé dang st dung. Dué6i day, luan vin s& khao sat chi tiét vé hé théng Firewall cting

Cisco.
2.1.2. Twong lira Cisco

2.1.2.1. Tong quan vé tuong lira cua Cisco:

Cisco ASA Firewalls di ludn luén dong vai tro quan trong trong chién lugc
bao mat ciia Cisco.Cac md hinh tuong Itra khac nhau cia Cisco cung cp cac giai
phdp bao mat cho cac doanh nghi¢p vira va nho.

Céc san pham tudng lira trudc day cua Cisco bao gdm:

— Cisco PIX Firewalls.

— Cisco FWSM(Firewall Service Module)

— Cisco I10S Firewall.

ASA/PIX firewall 12 mot yéu t6 chinh trong toan bd giai phap an ninh end-
to-end cta Cisco. ASA/PIX Firewall 1a mot giai phap an ninh phan cimng va phin
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mém chuyén dung va mirc d0 bao mat cao hon ma khong anh huong dén su thyc thi
ctia hé théng mang. N6 1a mot hé thdng duogc lai ghép bai vi nd str dung ca hai ki
thuat packet filtering va proxy server.

ASA/PIX Firewall cung cip cac dic tinh va cac chir ning sau:

- Apdaptive Security Algorithm (ASA) — thuc hién viéc diéu khién cac két
nbi stateful thong qua ASA/PIX Firewall

- Cut —through proxy — Mot nguoi st dung phai dua trén phuong phap
chirng thuc cua cac két ndi vao va ra cung cép mot hiéu suét cai thién khi so
s&nh no voi proxy server

- Stateful failover — ASA/PIX Firewall cho phép ban cu hinh hai thiét bi
ASA/PIX Firewall trong mét topo mang nham dam bao tinh dy phong.

- Stateful packet filtering — Mot phuong phap bao mat phéan tich cac goi dir
liéu ma thong tin nam trai rong sang mot bang. Pé mot phién duoc thiét 1ap
thong tin vé cac két nbi phai két hop duoc véi thong tin trong bang

ASA/PIX Firewall c6 thé van hanh va mé rong cap do duoc voi cac ISPes, cac
ISPec bao gdm mot ludi an ninh va cac giao thirc chimg thuc nhu 13 internet Key
Exchange (IKE) va Public Key Infrastructure (PKI). Cac may clients & xa c6 thé

truy cdp mot cach an toan dén mang cta cong ty thong qua cac ISPs cua ho.
2.1.2.2. Nguyén tic hoat dong cta tuong lira Cisco

Nguyén tic chung cta firewall (ké ca firewall dang phin mém nhu proxy hay
dang thiét bi cirmg nhu 1a ASA/PIX) la bat g6i dir liéu di ngang qua n6 va so sanh
v6i cac luat da thiét 1ap. Néu thay khong vi pham luat nio thi cho di qua, nguoc lai
thi hay goéi dir liéu. ASA/PIX firewall hoat dong dua trén gidi thuat bao mat thich
hop ASA (Adaptive Security Algorithm) sit dung Security level (cip do bao mat).
Gitra hai céng thi mot s€ co Security level cao hon, mgt c6 Security level thép hon.

Van dé cot 18i ciia cac thiét bi an ninh 1a thut toan bao mat thich hop
(Adaptive Security Algorithm - ASA). Giai thuat ASA duy tri vanh dai an toan gitra
cac mang diéu khién bai thiét bi an ninh. ASA tuan theo cac quy ludt sau:

- Khong goi tin nao di qua ASA/PIX ma khong c6 mét két ndi va trang thai.
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- Cho phép cac két ndi ra bén ngoai, trir nhitng két ndi bi cdm béi danh sach
diéu khién truy nhap ACLs. Mot két ndi ra bén ngoai co thé 1a mot nguén hoac mot
client & céng c6 murc bao mat cao hon noi nhan hoac server. Céng c6 murc bao mat
cao nhat 13 inside voi gia tri 12 100, cong c¢6 mitc bao mat thap nhat 1 outside véi
gia tri 1a 0. Bat ky cong nao khac ciing c6 thé c6 mirc biao mat nhan gia tri tir 1 dén
99.

- Cam cac két ndi vao bén trong, ngoai trir nhitng két ndi duoc phép. Mot két
nbi vao bén trong 1a mot nguodn hoic client & cong hay mang co6 mirc bao mat thap
hon noi nhan hoac server.

- Tét ca cac gbi ICMP déu bi cdm, trir nhitng goi duoc phép

- Moi su thir nghiém nham phé v& cac quy tic trén déu bi hity bo

Trén mdi cong ciia ASA/PIX ¢ cac cap do bao mat (Security-level), xac
dinh mot giao tiép (interface) 1a tin cdy, dugc bao vé hay khong tin ciy, dugc bao
vé it va twong quan véi cac giao tiép khac nhu thé nao. Mot giao tiép dugc xem 1a
tin cdy trong mdi quan hé véi cac giao tiép khac néu nd c6 mirc d6 bao mat cao
hon.

Quy tic co ban vé mirc d6 bao mat 1a: Dir lidu c6 thé di vao ASA/PIX thong
qua mdt interface vdi Security level cao hon, di qua ASA/PIX va di ra ngoai thong
qua interface co Security level thip hon. Nguoc lai, dit lidu di vao interface c6
Security level thap hon khong thé di qua ASA/PIX va di ra ngoai thong qua
interface c6 Security level cao hon néu trén ASA/PIX khong c¢é cdu hinh conduit
hodc access-list dé cho phép né thyuc hién diéu nay. Cac muc bao mat danh sé tir 0
dén 100.

- Muc 0: La muc thép nhéat, thiét 1ap mac dinh cho outside interface (céng ra
) cia ASA/PIX, thuong danh cho cong két ndi ra internet. Vi 0 13 murc bao mat it an
toan nhat nén cac untrusted network thuong & sau interface nay. Cac thiét bi &
outside chi dugc phép truy nhap vao ASA/PIX khi né dugc ciu hinh dé lam diéu
do.
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- Mtc 100: La muc cao nhit cho mdt interface. N6 duge st dung cho inside
interface ( cong vao ) ciia ASA/PIX, 1a cdu hinh mic dinh cho ASA/PIX va khong
thé thay ddi. Vi vy mang cta to chtrc thuong & sau interface ndy, khong ai co thé
truy nhap vao mang nay trir khi dugc phép thyuc hién didu d6. Viéc cho phép do6 phai
dugc ciu hinh trén ASA/PIX; céc thiét bi trong mang ndy c6 thé truy nhép ra mang
outside.

- Mirc tr 1 dén 99: Puoc danh cho nhiing mang xung quanh két ndi toi
ASA/PIX, ding ky dya trén kiéu cua truy nhap ctia mdi thiét bi, thong thuong 1a két
nbi dén mot mang hoat dong nhu 13 Demilitarized zone (DMZ).

Khi ¢6 nhiéu két ndi gitta ASA/PIX va céc thiét bi xung quanh thi:

- Dit liéu di tir interface c6 Security level cao hon dén interface ¢ Security
level thap hon: Can phai c6 mot translation ( static hay dynamic ) dé cho phép giao
thong tir interface c6 Security level cao hon dén interface c6 Security level thap
hon. Khi di c6 translation nay, giao théng bat dau tir inside interface dén outside
interface s€ dugc phép, trr khi nd bi chan bdi access-list, authentication hay
authorization.

- Dit liéu di tir interface c6 Security level thip hon dén interface co Security
level cao hon: 2 diéu quan trong can phai dugc cdu hinh dé cho giao thong tir
interface c6 Security level thap hon dén interface co Security level cao hon 1a static
translation va conduit hodc access-list.

- Dt li¢u di qua hai interface c6 Security level nhu nhau: Khong cé giao

thong di gitra hai interface c6 Security level nhu nhau.
2.1.2.3. Pinh tuyén luu luong qua tuong la

Maic dinh thi ASA/PIX Firewall dong vai tro nhu mét thiét bi 16p 3 trong hé
théng mang. Nghia 13 n6 phai dinh tuyén cho cac luu luong di qua né. Khi goi tin
dén ASA/PIX Firewall, né can xac dinh xem phai dy goi tin ra interface nao (néu
dugc phép). Tuong tu nhu Router, ASA/PIX Firewall dinh tuyén cho cac luu luong
dua vao dia chi IP dich. ASA/PIX tach phan dia chi IP dich trong IP Header cua goi

tin va tra trong bang dinh tuyén (routing Table) ctia n6 dé ra quyét dinh. Néu no biét
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duogc dia chi dich twong tng voi interface nao thi s& ddy goi tin ra interface d6; néu
khong tim thay thong tin thich hop trong bang dinh tuyén, né s& hily goi tin. Vi vay,
dé Firewall c6 thé dinh tuyén cho cac luu lvgng qua nd, ngudi quan tri can phai cdu
hinh dinh tuyén cho cac mang & cic ving ma Firewall can biét.

Khi cdu hinh dinh tuyén cho Firewall, ta c6 thé sir dung dinh tuyén tinh

(Static) hodc dinh tuyén dong (RIP, IGRP, EIGRP, OSPF...).
2.1.2.4. Truy cap thong qua tuong ltra

ASA/PIX Firewall c6 thé duoc cau hinh v&i nhiéu interface. Mdi interface cd
mot cép do bao mat riéng. Mot interface dugc coi la bén trong (Inside) - tin cay,
hay bén ngoai (Outside) - khong tin cay, con phu thudc vao mdi quan hé ciia né véi
interface nao. Nghia 1a trong mdi quan hé véi interface ndy né c6 thé 1a Inside
nhung trong mdi quan hé khac né lai 13 Outside. Interface duoc coi la Inside ddi véi
interface khac néu nhu no ¢6 céip do bao mat cao hon, va nguogc lai néu cép do bao
mat ctia né thap hon thi n6 dugc coi 1a Outside.

Chinh sach bao mat mac dinh cia ASA/PIX Firewall cho phép luu luong tur
interface c6 cap do bao mat cao (Inside) truy cdp vao interface co cap do bao mat
thap hon (Outside). Két ndi tir Inside dén Outside goi 1a két ni ra ngoai (Outbound
Connection). Cac két ndi ndy mic dinh 1a luon dugce phép trir khi ngudi quan tri
(Admin) dua ra chinh sach bao mat ngin can két noi.

Két ndi tr interface co cép do bao mat théip dén interface co cép do bao mat
cao hon (tr Outside vao Inside) duoc goi 1a két ndéi vao trong (Inbound
Connection). Két ndi nay miac dinh 1a khong dugc phép trir khi ngudi quan tri thiét

1ap mot cap gdm: chuyén dbi dia chi tinh (Static Translation) va Access List.

2.1.2.5. Truy cap ra ngoai thong qua tuong lura

Céc két nbi ra ngoai (Outbound Connection) luén duoc cho phép boi chinh
sach bao mat mac dinh. Tuy nhién, ta van can phai thiét lap chuyén ddi dia chi cho
ASA/PIX Firewall ddi véi cac két ndi kiéu nay. Vi muc dich an toan, dé tranh mang

ngoai (Outside) biét dugc cdu trac mang bén trong (Inside), cong nghé chuyén ddi
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dia chi dugc st dung voi ASA/PIX Firewall, gitp n6 che diu dugce cau tric mang
bén trong ma van dam bao két ndi hoat dong tt. Co hai kiéu chuyén doi dia chi:

- Chuyén dbi dia chi dong (Dynamic Address Translation): chuyén doi nhiéu
dia chi cuc bo (Local Address) ra mot hoac nhiéu dia chi toan cuc (Global Address).
Chuyén ddi dia chi dong duoc chia lam hai loai:

+ Chuyén d6i dia chi mang (Network Address Translation - NAT): chuyén
d6i nhiéu dia chi cuc bd ra mot dai (Pool) dia chi toan cuc.

+ Chuyén doi dia chi cong (Port Address Translation - PAT): chuyén doi
nhiéu dja chi cuc bd ra mét hay mdt s6 dia chi toan cuc. Sau khi chuyén ddi, cac dia
chi toan cuc co thé gidng nhau nhung khac vé sd hiéu cong. Néi cach khac, day
khong don thuan 1a chuyén d6i mot dia chi ma 1a chuyén d6i mot cap dia chi IP/s6
hiéu cong (IP Address/Port).

- Chuyén ddi dia chi tinh (Static Address Translation): 1a 4nh xa mot-mot
gifra dia chi cuc bd va dia chi toan cuc.

Véi NAT va PAT, mdi khi ¢c6 mot chuyén d6i, ASA/PIX Firewall s& ghi no
vao bang chuyén doi (Xlate Table). Khi hét thoi gian danh cho chuyén d6i (timeout)
ma khong c6 luu luong ndo cia chuyén do6i nay di qua thi ASA/PIX Firewall s& x6a
n6 khoi bang chuyén doi. Co ché nay ngoai viéc gitp che gidu cdu tric mang bén
trong con tranh mang ngoai c6 thé do va tin cong nguoc lai dia chi da chuyén do6i
boi cac chuyén dbi chi 1a tam thoi.

Dé cho phép cac host bén trong (Inside) truy cap ra ngoai, ta thiét 1ap chuyén
dbi dia chi dong voi hai cau Iénh nat cho interface bén trong va Global cho interface

ngoai.

2.1.2.6. Truy cap vao trong thong qua tuong Itra

Chinh sach bao mat mac dinh cua ASA/PIX Firewall khong cho phép céc
truy cap tir mang ngoai (Outside) va trong (Inside). Dé cho phép két ndi nay, ta phai
thiét 1ap hai thanh phan sau:

- Danh sach diéu khién truy cap (Access Control List - ACL)
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- Chuyén doi dia chi tinh (Static Address Translation)

Tuy nhién, can luu y 1a chi thiét 1ap chuyén d6i tinh khong cho phép két nbi
dugce khoi tao tir mang ngoai ma phai két hop voi Access List. Danh sach diéu
khién truy cp 14 thanh phan quan trong dugc sir dung trong cac thiét bi ciia Cisco.
Dbi voi ASA/PIX Firewall, ACL dugc dung dé han ché luu luong ra ngoai
(Outbound Traffic), va cho phép luu lwong di theo chiéu nguoc lai. Mot ACL 1a
mdt danh sach tudn tu cac cau diéu kién “Permit” va “Deny” dé chi ra cho Firewall
biét luu lugng ndo duge chap nhan (Permit) hodc loai bé (Deny).

Co ché kiém tra Access-List tudn theo nguyén tic tuan tu tir trén xudng. Vi
vay thit tu cic cdu lénh trong Access-List. Trong qua trinh kiém tra, néu khop
(match) v6i cau 1€nh nao thi goi tin s€ dugc xtr Iy (Permit hay Deny) ngay va khong
phai kiém tra cic cau 1énh tiép theo nita. Luu ¥ 13 trong mdi Access-List déu ludn
¢6 cau 1énh tir chbi an (Implicit Deny) ¢ cudi cing (cho dii n6 c¢6 duoc thiét 1ap hay
khong) v6i muyc dich tir chéi tat ca cac goi tin.

Sau khi thiét 1ap ACL cho phép truy cdp vao trong, ta can mot chuyén do6i
tinh. Chuyén d6i tinh cho phép host & mang ngoai truy cip vao host bén trong qua
dia chi toan cuc. Khi géi tin bén ngoai dén ASA/PIX Firewall va thong qua chinh
sach bao mat, Firewall s& kiém tra xem c6 chuyén d6i tinh phu hop khong. Néu co,

no6 chuyén doi dia chi toan cuc ra dia chi cuc bo va day goi tin dén dich.

2.1.3. CONng nghé tich hop trén twong lira Cisco

Cong nghé tuong lra Cisco dua trén cong nghé Statefaul Inspection dugc
tong hop tir cac cong nghé Packet filtering(loc goi), Proxy Server va Stateful packet
filtering.

2.1.3.1. Cong nghé Stateful Inspection
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DMZ:
Server B

Inside:
Server C

DV Daa  BCIEE A EN
|
L Internet _ﬁ

State Table
) Scurce address [152iea020] | w0011
Destination address 12 16.0.50
Source port 1025,

Destination port B0 ]
Initial sequence no. 49769
Ack
Flag [om ][ 5n ]

Hinh 2. 2: Cong nghé Stateful Inspection[13]

Cong nghé Stateful Inspection 1a sir tong hop tinh ning ctia 3 loai cong nghé
trén. N6 duoc xem 1a chuin cong nghé cho cac giai phap bao mat mang danh cho
cac doanh nghiép. Cong nghé Stateful Inspection dap tmg duoc tit ca cic yéu ciu
vé bao mat trong khi cac cong nghé tudong lira truyén théng, nhu loc gbi hodc cac
gateway 16p ing dung thuong khong dap tmg duoc diy di cac yéu cau vé bao mat.

C6 nhiéu hang tuong lira st dung cong nghé Stateful Inspection nhu:
CheckPoint, Cisco, Netscreen, 3COM Secure Gateway...

Dbi v6i cong nghé Stateful Inspection, cac gbi tin dugce ngin chin tir ting
mang (twong ty nhu trong cong nghé loc géi), tuy nhién dir lidu bat nguon tir tat ca
cac téng déu duge xem xét va phan tich phuc vu cho myc dich ddm bao an ninh (déi
v6i cac gateway 16p ing dung thi d6i tuong xem xét tir tang 4 dén tang 7). Cong
nghé Stateful Inspection gi6i thiéu giai phap co do bao mat cao hon nhd viée két
hop chit ché cac thong tin két ndi, trang thai application-derived va noi dung thong
tin dugc luu trir va cdp nhat ty dong. N6 dua vao cac thong tin trudc dé lugng gia
cac két ndi sau day.

N6 ciing cung cip kha ning tao ra cic thong tin phién lam viéc 4o cho viéc

theo ddi cac giao thirc khong két ndi (vi du cac ung dung dua trén cac giao thic
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RPC va UDP), ddy 1a nhitng diéu ma cac cong nghé tudng lira khac khong lam
duoc.

Khong nhu coéng nghé loc goi chi kiém tra thong thong tin header cua gi tin,
cong nghé Stateful Inspection theo kiém soat, theo ddi cac két ndi trén tat ca cac
cong cia tudng lira va dam bao cac két ndi d6 1a hop phap. Tudng lira st dung cong
nghé Stateful Inspection khong chi kiém tra thong tin header cua géi tin ma con
kiém tra ndi dung cua goi tin & ting ing dung. Tuong lira Stateful Inspection c6 kha
nang theo doi trang thai ciia két nbi va dua cac thong tin trang thai vao bang trang
thai. Vi thé, tuong lta str dung cong nghé Stateful Inspection kiém soat khong chi
dua trén tap luat (chinh sach) ma con dua theo ngit canh da duogc thiét 1ap vu tién
cua cac goi tin trudc doé da di qua tuong lra.

Hon thé nita, cic cong cua tudng lira luén ¢ trong trang thai dong (close off)
n6 chi dugc mo khi c6 yéu cau két néi. Piéu nay giup dam bao an toan cho tudng
lira va hé thong.

2.1.3.2. Cong nghé Cut-Through Proxy

. The user makes a
request to an ISP
Internal or r !’ 4

intercepts the connection
External
Uzar . —_— a 3. At the application layer, the security
appliance prompts the user fora

username and password. It then

2. T_he security appliance

3. authenticates the user against a
RADIUS or TACACS+ sarver and
Entér usarnanma for SO0 al Wi com checks the EEEUrjt:p" P‘:‘“’C .
user hame: || student L_J
Password | 123@0456
4. The security appliance initiates
[ ok ] coance | a connection from the security e =
appllance to the -

destination ISF.

5. The security appliance directly connects the
internal or external user o the ISP via
the security appliance, Communication then
takes place at a lower level of the OS| model.

Hinh 2. 3: Cong nghé Cut — Though Proxy[13]
Tinh ndng Cut-Through Proxy gitp tudéng Itra Cisco hoat dong hi¢u qua hon

tuong lira Proxy, vi né thyc hién qua trinh x4c minh nguoi tai tang Gmg dung, kiém
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tra phan quyén t6i chinh sach bao mat, rdi sau d6 méi mé két ndi nhu 1a dwoc phan
quyén béi chinh sach bao mat. Cac luu lugng dén sau cia két ndi nay khong bi quan
1y tai ting Ung dung nita nhung van duogc kiém tra trang thai. Viéc nay giup PIX
Firewall hoat dong nhanh hon, va khong bi qua tai so vdi tuong ltra Proxy.
Mo ta qua trinh hoat dong cua Cut-Through.

1. Nguoi dung c6 nhu ciu s& tao mot yéu cau guri t6i ISP.

2. Tudng ltra Cisco s€ tam chan yéu cau lai.

3. Tai 16p Gmg dung s& bat budc nguoi dung nhap username va mat khau. Mat

khau c6 thé s& duoc xac thue tai Local hay mot server xac thyc Radius, TACACS+

4. X4c thyc thanh cong s& dugc chuyén tiép toi ISP.
5. ISP hoi dap lai yéu cau ciia ngudi ding thong qua tudng lta.

2.1.3.3. Applicatin-Aware Inspection

FTP

Server &= Client
N

>

Control Data

Data Control

Port Port Port Port
20 21 2008 2010
Data - Port 2010
<
Port 2010 OK .
Data

1
Hinh 2. 4: Cong nghé Application — Aware Inspection[13]
Vi tinh nang nay, cac dich vu nhu FTP ,HTTP .. s€ dugc ty dong gan dia

chi Port ngudn va Port dich thong qua firewall. Tuong lira s& lam nhiém vuy thanh

tra cac goi tin tir 16p 3 — 16p network.
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Tuong lira s& chiu trach nhiém mé va dong port cho cac tng dung két nbi

théng qua no.

2.1.3.4. Virtual Private Network

Site to Site

Internet

IPsec VPN m
SSL VPN
m Remote Access

Hinh 2. 5: Cong nghé mang riéng ao VPN[13]

Headquarters

Dong san pham Cisco ASA 5500 Series hd trg tinh ning VPN, cho phép

thiét 1ap két ndi tir xa gitta cac chi nhanh hodc tir ngudi ding & Xa.

« Site — to — Site : Cung cap két ndi tir xa giita cac chi nhanh

« IPsec VPN : Dya trén nén tang ipsec, ngudi ding ¢ xa sé sir dung phan

mém Cisco VPN client dé két ndi véi hé thong.

« SSL VPN: P4y la tinh ning cho phép ngudi dung & xa két ndi téi hé thong

thong qua trinh duyét web.

Céc tai khoan st dung VPN s& duoc xac thyc ngay tai tuong ltra hoac s€

duogc xac thyc tai may chu chuyén dung Radius, AAA, TACACS+..
2.1.3.5. Security Context (Virtual Firewall)
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One Physical Firewall

Four Physical Firewalls Four Virtaal Eirewalls

I3 33 2333

= B~

~

~

Internet Internet

Hinh 2. 6: Cong nghé tuong lira a0[13]

Viéc xuat hién ngay maot nhiéu cac Hacker m&i am hiéu ky thuat hon, cac
cudc tan cong ngay mot nguy hiém hon, da khién cho cac quan tri vién gap rat nhiéu
kho khin trong viée diéu khién va quan 1y cac hoat dong cta ngudi ding trén mang.
Trudc day, khi mot t6 chtrc dit ra yéu ciu phai c6 céac chinh sach bao mat riéng biét
cho timg phong ban thi di kém véi no ciing 13 viéc phai c6 thém nhiéu tuong lra
riéng biét, mdi thiét bi cho mét phong. Do d6, s& lam ting do phuc tap, giy kho
khin trong quan 1y hé thong mang cila cong ty, va lam tang chi phi dau tu thiét bi.
Pé giai quyét van dé nay, tap doan Cisco dd dua ra giai phap tao tudng lira a0
(Virtual Firewall) trong phién ban hé diéu hanh 7.0.

Véi tinh nang Virtual Firewall hay con dugc goi la Security Context (ngi
canh bao mat), ngudi quan tri c6 thé tao ra nhiéu Security Context trong mot thiét bi
tuong Itra. M3di Context c6 mot file cau hinh riéng cho chinh sach bao mat, ap dat
cac Interface, va cac lwa chon quan 1y Security Context. Tinh ning nay lam giam sb
luong thiét bi, chi phi dau tu, va khéi lwong cong viéc cia quan tri vién.

Mic dinh thi ASA/PIX Firewall hoat dong & ché don d6 ngir canh (Single
Context). Pé sir dung tinh nang Virtual Firewall ta can chuyén sang ché do da ngi
canh (Multiple Context). Khi do, mdi Context s& 13 mot tuong ltra doc 1ap véi chinh

sach bao mat va cac interface cua no.
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Maic du Security Context tao ra kha nang mém déo cho thiét ké cua thiét bi
bao mat, tuy nhién khi thiét 1ap ¢ ché do da ngit canh (Multiple Context) thi
Firewall s& khong hd trg mot sb tinh ning sau:

« Cac giao thtc dinh tuyén dong nhu RIP, OSPF (chi hd tro dinh tuyén tinh)

* Mang riéng 4o (VPN)

* Multicast
2.1.3.6. Kha nang du phong - Failover Capabilities

Kha nang dy phong 1a mét dac diém noi bat cua cac thiét bi Cisco noi chung
va ciia ASA néi riéng. Kha ning du phong giup cho hé théng van c6 thé hoat dong
dugc ngay ca khi gip cac su c6 nghiém trong ma khong bi sup d6 nhu cac hé théng
don 1¢. C6 nhiéu nguyén nhan co thé giy ra su ¢d dbi voi mot hé théng dang van
hanh nhu: mat dién, cap bi 18i, dut day céap, 18i phan cing thiét bi, hay cac 161 két
ndi mang... Bét ky mot 16i nao cling c6 thé gay ra su ngung tré, tham chi té liét h¢
théng. Mot hé théng hoat dong tbt khong chi phai ddm bao an ninh, thuén ti€én ma
con phai ddm bao tinh sdn sang (Available). Vi vay, kha ning du phong ciing nhu

vuot 161 (Failover) 1a can thiét d6i v6i bat cir mot hé thong nao.

Before Failure
=, | | After Failure

B

- | ——
PE;'.aw: Fo o Secondary: ?"Tawd '-:-Ei ;-:-Ei Secondary:
ive el el Stanby atlure el U Active
+ + ‘ -"‘-
— —

e —

& =

Hinh 2. 7: Cong nghé failover[13]
Mot hé thdng trién khai du phong can it nhét hai thiét bi ASA/PIX Firewall,
mot thiét bi hoat dong chinh (Active) va mot thiét bi du phong néng (Hot Standby).
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Binh thuong thi cidc hoat dong mang s€& dugc thuc hién bdi thiét bi chinh
(Primary). Thiét bi thir cap (Secondary) khong tham gia diéu khién cac hoat dong
mang ma chi déng vai trd du phong. Néu c6 mot su c¢b xay ra khién thiét bi chinh
khong hoat dong duoc thi thiét bi du phong s& chuyén tir trang thai Standby sang
trang thai Active va cac hoat dong mang s& chuyén sang thiét bi du phong dé xir 1y.
Vi thiét ké nhu trén thi cac hoat dong ctia mang sau khi bi 16i s& tro lai hoat dong
binh thudng mot cach nhanh chéng, tuy nhién ta c6 thé thiy nhuoc diém cua nd 1a
cac két ndi ngay trude khi xay ra su cd sé& bi huy va cac tng dung ctia nguoi ding sé
phai khoi tao lai. Dé giai quyét van dé nay, Cisco da dua ra thiét ké vuot 15i trang
thai (Stateful Failover). Trong thiét ké du phong don gian thi chi can thiét lap két
nbi LAN-based Failover (két ndi qua céng Ethernet) hodc serial-based Failover (két
nbi qua cong serial) cho hai thiét bi. Péi voi thiét ké Stateful Failover, can thiét lap
thém duong két ndi trang théi (Stateful Link) giita hai thiét bi. Puong két nbi nay s&
1am nhiém vu chuyén tiép cac thong tin vé két ndi ciling nhu cic hoat dong khac cua
thiét bi chinh cho thiét bi du phong dé khi su c¢b xdy ra véi thiét bi chinh thi thiét bi
du phong van c6 thé dam nhiém tiép cong viéc cua thiét bi chinh ma khong phai
huy cac két ndi truée khi xay ra su ¢d. Hinh 2.1 mé ta hé thong duoc thiét ké dy
phong kiéu Stateful Failover.

Luu ¥: dé co thé trién khai duoc hé théng dy phong, phai thoa min nhiing

yéu cau sau:

Céc thiét bi phai cuing nhom (Series).

Céc thiét bi c6 chung tinh nang Failover.

Céc thiét bi phai chay trén ciing phién ban hé diéu hanh.

Céc thiét bi phai c6 cung s6 lwong ciing nhu kiéu cua Interface.

Céc thiét bi phai c6 dung lurgng bo nh¢ flash va RAM nhu nhau.

2.1.3.7. Ché d6 trong sudt (Transparent Mode)
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Hinh 2. 8: Firewall hoat dong & ché a9 Transparent[13]

Mic dinh thi Cisco Firewall hoat dong nhu mét thiét bi 16p 3. N6 dinh tuyén
(routing) va chuyén doi dia chi (Translation) cac luu luong di qua né. Tuy nhién,
cAu hinh mic dinh nay c6 thé yéu cau phai thay doi cac thanh phan ctia mang khi
Firewall dugc trién khai trong h¢ théng mang c6 tu trude (nhu hé théng dia chi IP,
cdu hinh NAT). Van dé nay c6 thé dugc khic phuc bang cach cau hinh Cisco
Firewall hoat dong & ché d6 trong subt (transparent mode).

Vi cdu hinh transparent mode, Cisco Firewall sé hoat dong nhu mot thiét bi
& 16p 2. N6 s& chuyén mach (switching) cac géi tin thay vi dinh tuyén chang. Cisco
Firewall chuyén mach cic goi tin tir Interface nay sang mot Interface khéac. Céc
Interface nay thuong nam trong cing mét VLAN (Virtual Local Area Network -
mang ndi by 40) hay mang con.

Trong ché do nay, Cisco Firewall quan 1y cac luu luong di qua nd dya trén
dia chi MAC thay vi dia chi IP. Mac dinh thi Cisco Firewall s& tuy dong hoc dia chi
MAC. Tuy nhién cdu hinh ndy c6 thé bi Hacker khai thac bang cach dong gia dia
chi MAC di két ndi dén mang hoic st dung dia chi MAC ngiu nhién dé truy cép
vao mang. DPé dam bao an toan cho hé théng mang, ngudi quan tri co thé tit bo ché
dd hoc dia chi MAC tu dong, va chi st dung cac dia chi MAC duoc cAu hinh tinh

boi quan tri vién.
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Luu v 1a khi thay doi sang ché do trong sudt thi s& loai bo hodc han ché mot
s6 tinh ning sau cta Cisco Firewall:

Gi6i han interface (Interface limit): tudong lira trong sudt (transparent
Firewall) chi c6 thé hoat dong véi 2 interface cho mdi ngit canh don (Single
Context). Néu c6 da ngir canh (Multiple Context) thi mdi Context s& dugc st dung
2 interface. Céc interface ndy chi duoc sir dung béi mot Context duy nhat va khong
thé chia sé giita cac Context.

NAT: cdu hinh NAT khong duogc hd tro trong ché do nay. NAT chi duoc hd
trg voi ché do hoat dong & 16p 3.

Céc giao thic dinh tuyén dong (dynamic routing Protocol): ASA/PIX
Firewall trong ché d6 nay hoat dong nhu 1a thiét bi 16p 2. N6 chuyén mach goi tin
thay vi dinh tuyén chiing. Vi vay, ché do trong sudt khong hd tro cac giao thirc dinh
tuyén dong.

DHCP: transparent Firewall khong thé hoat dong véi chic nang 1a DHCP
relay (DHCP chuyén tiép), mic du c6 thé ciu hinh lam DHCP Server.

Multicast: mic dinh thi ché d6 nay khong hd tro luu luong multicast. Pé cho
phép luu luong multicast di qua, phai st dung danh sach truy cap mé rong

(extended Access List).

2.1.3.8. Quan 1y thiét bi qua giao dién web

Véi viée cai dit phan mém Adaptive Security Device Manager (ASDM)
cung cip giao dién cho ngudi quan tri. Pon gian hoa viée ciu hinh mot sb tinh ning
thay vi phai dung giao dién dong I¢nh hoi phitrc tap.

Tuy nhién han ché 1a viéc cau hinh, giam sat va quan ly chi trén mot thiét bi,

hoti thiéu tinh chuyén nghiép. Khong mém déo trong viéc cau hinh va kiém soat 10i.

2.1.3.9. Dong san pham thé hé méi Cisco ASA Firewall
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Hinh 2.9 Cac dong san pham ASA[13]

Dong san Cisco ASA 5500 Series ra doi nham khéc phuc cac han ché méc
phai & dong san pham trudc Pix Firewall. Cisco ASA 5500 Series tich hop céc tinh
nang cao cip, dap tng duoc nhitng yéu cau khat khe nhat tir phia nguoi ding, cac
doanh nghiép. Dong san phim nay c6 hiéu ning, bing thong xir Iy cao, phu hop véi
cac mang doanh nghiép va cac hé thong 1én nhu ciia cac nha cung cap dich vy ISP.
Dong san phém ASA 5500 Series bao gﬁ“)m: ASA 5505, ASA 5510, ASA 5520,
ASA 5540... dugc tich hop cac cong giao tiép toc do cao fastethernet(10/100 Mbps)
va gigaethernet(1Gbps) dam bao viéc xtr Iy nhanh hon va dap Gng tt bang thong
cho h¢ thong.

Cisco ASA 5500 Series da tich hop Secure Socket Layer (SSL) VPNSs, cho
phép ngudi ding & xa truy nhap an toan vao hé thdng. Bén canh dé con hd trg tinh
nang Site — To — Site VPN cho phép tao két ndi 4o giita cac chi nhanh & xa nhau.
Tinh ning Webvpn cho phép ngudi ding dé dang thiét 1ap mot két ndi VPN vao hé
thong thong qua trinh duyét web browser. Thém d6 1a tinh Anyconnect VPN cho
phép két ndi VPN duge thue hién tir bat ky VPN client nao. Két hop v6i Advance
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Inspection and Prevention Security Services Moudle (AIP-SSM) s& cung cép tinh

nang phat hién va ngin chin xam nhap bt hop phap IPS/IDS.

2.1.4. Tdch hé thong, t6i wu héa twong lira

Tuy nhién, dé c6 thé nang cao kha ning cua firewall, & cac doanh nghiép hay
truong hoc, nén phan hé théng mang ra thanh 3 khu vue, gdm:

- Internal: Gom cac mdy client bén trong noi bo.

- Perimeter: GOm céc may chu ctia n1 bd nhu may chu web, mail, database,..

- External: Mang bén ngoai ndi bo.

Tai sao lai phai phan ra thanh 3 khu vuc nay. D6 14 bai vi néu xép chung céac
may chu va client cung mot khu vuc, khi xay ra sy ¢ thn cong tur bén ngoai hay
phat tan virus tir bén trong, su cb s& 1y sang cac may chi va lam hong ca hé thong
mang.

Firewall s& dit & trung tim, nhu mot cau nbi diéu khién cac ludng thong tin
cho phép truy cap hay khong truy cép.

- O Internal, ta s& m¢ firewall cho phép may bén trong truy cap ra bén ngoai
External va Perimeter dé 1ay thong tin.
- O Perimeter, ta s& m& cho phép truy cap ra bén ngoai External.

Sau khi cdu hinh nhu trén, c6 thé giup hé thong tranh viéc bi tin cong vao
server, hay tranh 1ay nhiém virus tir cAc mdy client sang server.

Gia du, khi trong client giri mot goi tin ra bén ngoai mang, Firewall s€ mo
cong cho gbi tin d6 ra ngoai. Sau khi dén server bén ngoai va ho gui lai mot goi tin,
firewall s& m& cong dé cho goi tin d6 dén duoc may client vira méi guri ra ngoai. Do
1a dé cho bén trong két ndi ra ngoai mang binh thuong. Nhung khi xay ra tan cong,
ho s& chi c6 thé tan cong vao trong client, nhung khong thé tin cong vao server do
ta khong c6 két nbi nao cho phép cac géi tin bén ngoai External dugc truy cip vao
trong Perimeter. Viéc lay lan virus thong qua céc goéi tin bén trong mang nodi bod
cling vay, do ¢ khu vuc riéng biét nén sy lay lan s€ bi gidm thiéu hodc c6 thé tranh

dugc néu phat hién va xur Iy dung phuong phap.
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Tuy nhién, giai phap Firewall ciing c¢6 nhimg diém yéu sau:

* Firewall khong quan 1y cac hoat dong cua nguoi dung khi da vao dugc hé
théng, va khong thé chéng lai su de doa tir trong hé théng.

« Firewall can phai dam bao mot mirc dJ truy cip nao do td1 hé théng, viéc
nay co thé cho phép viéc tham do diém yéu.

« Chinh sach cua Firewall c6 thé cham tré so véi sy thay ddi ciia méi truong,
diéu nay cling c6 thé tao nén co hoi cho viéc xam nhdp va tan cong.

« Hacker c6 thé sir dung phuong thirc tic dong dén yéu t6 con ngudi dé duoc
truy nhap mot cach tin cay va loai bé dugc co ché firewall.

* Firewall khong ngan dugc viéc st dung céc tai khoan khong dugc xac thuc
hodc khong an toan gia nhap hodc ro1 khéi hé théng.

Vi vay, can phai nghién ctru bd sung céc giai phap khac nham dam bao yéu

cu bao mat cho mang LAN.

2.2. Giai phap sir dung hé thong phat hién va ngin chin xAm nhap mang
IDS/IPS.

Néu khong co hé thong canh bao, ké x4u co thé xAm nhap vao hé thong va
dat dugc muc ti€u xam nhap, trudc khi cd nguoi phat hién ra. Nguodi quan tri nén

nam dugc nhitng thay d6i ctia hé thong hodc cac nguy co xam nhép.

2.2.1. H¢ thong phdt hign xam nhdp IDS

IDS 1a hé théng phat hién cac ddu hiéu cia tdn cong xam nhap, dong thoi co
thé khoi tao cac hanh dong trén thiét bi khac dé ngan chan tan cong. Khac véi tuong
Itra, IDS khong thyc hién cac thao tdc ngan chan truy xuit ma chi theo ddi cac hoat
dong trén mang dé tim ra cac dau hiéu clia tn cong va canh bao cho ngudi quan tri
mang. Mot diém khac biét khac d6 1a mic du ca hai déu lién quan dén bao mat
mang, nhung tudong Itra theo doi su xdm nhap tir bén ngoai va ngan chan ching xay
ra, n6 gidi han truy nhép giita cic mang dé ngan chin sy xam nhap nhung khong

phat hién dugc cudc tAn cong tir bén trong mang. Bén canh d6 IDS s& danh gia su
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xam nhap dang ngd khi né di dién ra dong thoi phat ra canh bao, n6 theo ddi dugc
cac cudc tAn cong co ngudn gde tir bén trong mot hé thong.

Chtrc ning ban dau cua IDS chi 1a phat hién cic dau hién xam nhap, do d6
IDS chi c6 thé tao ra cac canh bao tin cong khi tan cong dang dién ra hodc tham chi
sau khi tdn cong dd hoan tit. Cang vé sau, nhiéu k¥ thuat méi duoc tich hop vao
IDS, gitp no c6 kha ning du doan duoc tan cong (Prediction) va tham chi phan tmg
lai cac tin cong dang dién ra (Active response).

Mot trong nhitng phan mém IDS pho bién hién nay 1a Snort. Pay 1a mot san
phim NIDS mi ngudn mo véi hé thong signature database (duoc goi 13 rule
database) dugc cip nhat thuong xuyén boi nhidu thanh vién trong cong dong
Internet. Trong thuc té, IDS 12 mét ky thuat mai so véi firewall, tuy nhién, cho dén
thoi diém nay, v4i su phat trién kha manh mé cia k¥ thuat tin cong thi IDS van
chua that sy chung to dugc tinh hi€u qua cua né trong viéc dam bao an toan cho cac
hé thdng. Xu hudng hién nay 1a chuyén dich dan sang cac hé théng IPS c6 kha ning
phat hién va ngin chin mot cach hiéu qua cac cudc tan cong mang, dong thoi giam

thiéu thoi gian chét va cac chi phi anh huong dén hiéu qua hoat dong ctia mang.

2.2.2. Hé thong phong chéng xam nhap (IPS)

Hé thdng phong chéng xam nhap (IPS) 1a mot ky thuat, két hop cac uu diém
cta k¥ thuét tuong ltra v6i hé thdng phat hién xam nhap IDS, c6 kha ning phat hién
cac cudc tan cong va ty dong ngan chédn cac cudc tan cong nham vao diém yéu cua
hé thng.

Y tudng cua cong nghé IPS 1a moi cudc tAn cong chdng lai bat cir thanh phan
nao ctia moi truong duoc bao vé s& bi lam chéch hudng bang cac giai phap ngin
ngira xdm nhap. Véi “quyén t6i thuong”, cac hé thong phong chdng xam nhép co
thé “nam” lay bat ctr luu lwong nao cua cac gbi tin mang va dua ra quyét dinh co
chu ¥ — liéu day c6 phai 1a mot cude tin cong hay mot su st dung hop phap — sau do

thuc hi¢n hanh dong thich hop dé hoan thanh tac vu mét cach tron ven. Két qua cudi
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cung 12 mot nhu cau ¢ han dinh cho céac giai phap phat hién hay gidm sat xdm nhap

mot khi tat ca nhirng gi lién quan dén moi de doa déu bi ngan chan.

2.3. Giai phap sir dung cong nghé¢ VLAN

VLAN 1a cum tir viét tit cua virtual local area network (virtual LAN) hay
con dugc got la mang LAN 4o. VLAN la mot k¥ thuat cho phép tao 1ap cac mang
LAN doc lap mot cach logic trén cung mot kién trac ha tﬁng vat ly. Vié¢c tao lap
nhiéu mang LAN 2o trong cing mdt mang cuc bo (gitra cac khoa trong mot trudng
hoc, gifta cac phong ban,...) giup giam thiéu bio broadcast ciing nhu tao thuan loi
cho viéc quan 1y mdt mang cuc bd rong lon. VLAN tuong duong nhu mang con

(subnet).

2.3.1. Cdc mién quing bd ciia mang LAN do

Vé mit k¥ thuat, mot VLAN la mét mién quang ba dugc tao nén bdi mot hay
nhiéu Switch. Binh thuong thi router dong vai trd tao ra mién quang ba. Péi voi
VLAN, switch c6 thé tao ra mién quang ba. Trong hinh 2.9, ba mién quang ba riéng
biét trén 3 Switch, dinh tuyén mang cho phép Router chuyén géi giita cac mién

quang ba véi nhau.
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Hinh 2. 9: Mién quang ba khi chua chia VLAN[10]
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Con ¢ hinh 2.10, ta thdy 3 VLAN tirc 13 3 mién quang ba khac nhau duoc tao
ra trén mQt Switch va trén mdt Router. Router sir dung dinh tuyén mang dé chuyén
lru luong gitta 3 VLAN. Switch trong hinh nay s& truyén frame 1én cong giao tiép
cua Router khi:

- Go61 dir li¢u 1a g61 quang ba.

- Go61 dir li¢u c6 dia chi MAC dich 1a mdt trong cac dia chi MAC cua Router.
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Hinh 2. 10: Mién quéng b4 khi di chia VLANJ[10]

Néu may tram 1 trong Engineering VLAN mudn giri dit liéu cho may tram 2
trong Marketing VLAN, vi hai may ndy nam trong 2 mién quang b4 khac nhau,
thudc hai mang khac nhau, nén dia chi MAC dich trong go6i dir li¢u sé& 1a dia chi
MAC cua default gateway cua may tram 1. Vi vay dia chi MAC dich cua goi dir
liéu s€ la dia chi MAC cua céng Fa0/0 trén Router. Go1 dir liéu duoc chuyén dén
Router bang dinh tuyén IP, Router s& chuyén goi ding dén Marketing VLAN. Néu
may tram 1 trong Engineering VLAN mudn giri goi dit liéu cho may tram 2 trong
cung VLAN nay thi dia chi MAC dich cua goi dir li¢u sé€ chinh 1a dia chi MAC cua
may tram 2.

Tom lai, Switch s& xtr Iy chuyén mach goi dir liéu khi ¢6 chia VLAN nhu
Sau.:

Dbi véi mdi VLAN, Switch c6 mot bang chuyén mach riéng twong tng. Néu
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Switch nhan duoc goi dir li¢u tir mot port nam trong mot VLAN nao do, thi Switch
s& tim dia chi MAC dich trong bang chuyén mach cia VLAN d6 ma thoi. Pong thoi
Switch s& loc dia chi MAC ngudn trong goi dir liéu va ghi vao bang chuyén mach
cia VLAN d6 néu dia chi nay chua duoc biét. Sau d6 Switch quyét dinh chuyén goi
dir liéu. Switch nhan frame vao tr VLAN nao thi Switch chi loc dia chi nguén cua
frame va tim dja chi dich cho frame trong mot bang chuyén mach tuong tng véi

VLAN d@oé.

2.3.2. Phén loai VLAN

VLAN chia thanh 5 loai:

- Data VLAN: 1a VLAN pho bién nhat, duoc dung cho céc két ndi ctia nguoi
dung.

- Default VLAN: 1a VLAN mic dinh tat cd cac Switch déu c6 va khéi tao tat
ca cac cong cua Switch déu nam trong VLAN nay. VLAN mic dinh cia Switch
Cisco 1a VLAN 1 va chung ta khong thé thay d6i tén hay x6a VLAN nay.

- Native VLAN: 1a VLAN duy nhét trén Switch ma Frame xuat phat tir nd
khi di qua duong truyén chung cho ciac VLAN (dudng Trunk) khong phai dong goi
thém trudng VLAN ID. Mic dinh Native VLAN trén mdi Switch cisco 1a VLANI.

- VLAN quaén Iy: 1 bat ¢t VLAN ndo ma chung ta cu hinh dia chi IP cho
interface VLAN tuong tng. Pia chi IP nay duogc st dung dé telnet t6i Switch va
diéu hanh hoat dong cua Switch tir xa.

- VLAN voice: 1a mdt VLAN ¢6 d6 wu tién cao nhit vi Voice 13 mot VLAN
g dung thoi gian thyc. (mang nghén voice van chay dugc).

Tur 5 loai trén, cac VLAN duoc chia thanh 3 kiéu:

- Static VLAN: 1a VLAN tinh phan chia theo céng. Cim may vao cong nio
thi n6 s€ theo VLAN d6.

- Dynamic VLAN: quy dinh theo dia chi MAC, trén Switch gan MAC:
111111 1a ctia PCI thuéc VLAN 10 thi PC1 ¢6 cdm vao bat ki cong nao trén Switch
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né van thudc VLAN 10. Dé gan dugc MAC vao VLAN thi ta phai c6 mét VMPS
Server (VLAN Mangerment Policy Server).
- Voice VLAN: chi danh riéng cho dir liéu Voice.

2.4. Giai phap ap dung cong nghé mang riéng 40 (VPN)

VPN (Virtual Private Network) 1a mot mang riéng sir dung hé théng mang

cong cong (thudng 13 Internet) dé két ndi cac dia diém hodc ngudi sir dung tir xa voi
mot mang LAN & tru sé trung tim (Hinh 2.5). Thay vi dung két ndi that kha phirc
tap nhu dudng day thué bao sd, VPN tao ra cac lién két o dugc truyén qua Internet
giita mang riéng ciia mot to chirc voi dia diém hodc nguoi s dung ¢ xa.Virtual
Private Network st dung k¥ thuat Tunneling Protocols. Pay la ky thuat dong goi

mot goi tin dir liéu bén trong mot goi tin khac dé tao ra mot kénh truyén an toan.
Internet
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Hinh 2. 11: M6 hinh hé thong VPN[14]

2.4.1. Cdac dac tinh ciia VPN

VPN c¢6 cac dic tinh hitu ich gdom:

- Chi phi thiét 1ap mang VPN thép do str dung chung ha tang Internet.

- Tinh linh hoat: VPN d3 x6a bd rao can vé mat dia Iy cho hé théng mang,
san sang két ndi cac mang riéng lai v6i nhau mot cach dé dang thong qua moi
truong Internet.

- Tang tinh bao mat: cac dir liéu quan trong s& dugc che gidu ddi voi nhimng
ngudi khong c6 quyén truy cip va cho phép truy cap dbi v6i nhirg nguoi dung co
quyén truy cap. St dung cac giao thirc dong goi, cac thuat toan ma héa va cic

phuong phap chtng thue dé bao mat dit liéu trong qua trinh truyén.


http://iforum.vn/tags/vpn/
http://iforum.vn/tags/virtual+private+network/
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- Bao mat dia chi IP: boi vi thong tin dugce gui di trén VPN da dugc ma hoa
do d6 céac dia chi bén trong mang riéng duoc che gidu va chi st dung cac dja chi bén

ngoai Internet.

Firewall

VPN tunnel

Authentication : Hardware-based MD5, SHA-1
Encryption : MPPE and hardware-based
AES/DES/3DES
PKI Certificate : Digital signature (X.509)
Hinh 2. 12: Cac dic tinh caa hé thong VPN[14]

2.4.2. Cac logi VPN

C6 hai loai phd bién hién nay 13 VPN truy cap tir xa (Remote-Access) va
VPN diém-nbi-diém (site-to-site)

- VPN truy cap tr xa (Remote): con dugc goi la mang Dial-up riéng do
(VPDN), 1a mot két ndi nguoi dung-dén-LAN, thudng 1a nhu cau ctia mot to chic
¢4 nhiéu nhan vién can lién hé véi mang riéng cua minh tir rat nhiéu dia diém ¢ xa.
Vi du nhu cong ty mudn thiét 1ap mot VPN 16n phai cdn dén mot nha cung cip dich
vu doanh nghiép (ESP). ESP nay tao ra mot may chu truy cap mang (NAS) va cung
cap cho nhitng ngudi sir dung tir xa mot phan mém maéy khach cho may tinh ciia ho.
Sau d6, ngudi str dung c6 thé goi mot sé mién phi dé 1ién hé véi NAS va dung phan
mém VPN may khach dé truy cap vao mang riéng cua cong ty. Loai VPN nay cho
phép cac két ndi an toan, c6 mat ma.

- VPN diém-ndi-diém (site-to-site): 13 viéc sir dung mat ma danh cho nhiéu
ngudi dé két ndi nhidu diém cb dinh véi nhau thong qua mot mang cong cong nhur

Internet. Loai nay co thé dya trén Intranet hodc Extranet. Loai dya trén Intranet:
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Néu mot cong ty co vai dia diém tir xa mudn tham gia vao mot mang riéng duy
nhat, ho co thé tao ra mot VPN intranet (VPN noi bd) dé ndi LAN véi LAN. Loai
dua trén Extranet: Khi mot céng ty c6 mdi quan hé mat thiét véi mot cong ty khac
(vi du nhu ddi tac cung cap, khach hang...), ho c¢6 thé xdy dung mot VPN extranet
(VPN mé rong) két ndi LAN véi LAN dé nhiéu té chirc khac nhau c6 thé lam viée

trén mdt moi trudng chung.

2.4.3. Cdc cdch trién khai VPN trén thuc té

Mang VPN an toan bao vé su luu thong trén mang va cung cp su riéng tu,
su chung thyc va toan ven dir 1iéu thong qua céc giai thuat ma hod. Tuy vao tung
nhu ciu va muc dich st dung, ta co thé chon 1 trong 3 cach sau:

- Site to site: Ap dung cho cac t6 chirc ¢6 nhiéu vin phong chi nhanh, gitta
cac van phong can trao doi dir liéu v6i nhau.

- Remote-Access: Hay ciing dugc goi 1a Virtual Private Dial-up Network
(VPDN), day la dang két ndi Remote-Access VPN ap dung cho c4c co quan ma Cac
nhan vién c6 nhu ciu két ndi t6i mang riéng (private network) tir cac dja diém tir xa.

- Intranet/ Internal VPN: Trong mot sd to chitrc, qua trinh truyén dir liéu
gitta mot s6 bo phan can bao dam tinh riéng tu, khong cho phép nhitng bd phan
khac truy cap. Hé thong Intranet VPN c6 thé dap tmg tinh hudng nay.

MG&i cach déu tuy timg thiét bj ma ta str dung & cac doanh nghiép ma cé cach

cau hinh khac nhau.

2.5. Giai phap phan quyén truy cip dir liéu

Viéc xay dung tai khoan ngudi dung ctia mdi cong ty, doanh nghiép cho
phép quan 1y viéc truy cap va phan phdi cac dir liéu tiiy vao timg muc dich ca nhan
cua nhiing ngudi st dung, trdnh truong hop ro ri cac thong tin quan trong hay cac
hoat dong pha hoai dir li¢u khac.

Nguoi dung mudn truy cdp vao hé théng can khai bao: Tén ngudi dung va
Password. Dya vao thong tin tai khoan ma hé quan tri co s¢ dir li€u s€ xac minh dé

cho phép hay tir chdi quyén duoc truy cap vao co so di lidu.
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Sau khi xdy dyng danh sach tai khoan ngudi dung, chung ta cin phén tai
khoan ra cac phong ban khac nhau tuy vao ting phong ban mét. Viéc phan chia vao
cac phong ban gitip quan ly cac thong tin ma tirng nhan vién trong phong ban do
dugc phép truy cap hay khong. Chang han ta phan ra 2 phong ban 1a IT va Sale, sau
d6 trén may chu ta tao 2 thu muc ciing 13 IT va Sale, roi ta phan quyén cho phép cac
tai khodn ¢ 2 phong ban nay truy cép vao thu muc ctia phong ban dé nhung khong
duogc truy cdp vao phong ban con lai. D6 13 cach hiéu qua dé quan 1y dir liéu, tranh
viéc that thoat va cac truong hop khong mong mubn.

Do phan theo phong ban nén cac thu muc chta dit liéu cling can phai duoc
loc ki ndi dung dé dua vao cac thu muc thich hop, c¢6 hé théng nham dé quan 1y,
kiém soét cac dau muc thong tin theo timg phong ban.

Ngoai ra hé thong co sé dit liéu con xay dung thém ban phan quyén truy cap
dir liéu, ty vao chirc vu nhu trudng phong, giam dbc, giao vién,... ma ta cho phép
cac quyén co ban ddi vé6i dit liéu 1a: Poc, stra, x6a, bd sung hoidc khéng cho phép
truy cap. Chang han nhan vién chi duoc phép xem, bd sung dir liéu, con truong
phong méi co quyén stra, x6a cac dir lidu d6. Pay goi 14 phan ting quyén truy cip

co so dir liéu.

2.6. Xay dung chinh sach an ninh cho hé thong

Mot chinh sach an ninh cho hé thong (hay con goi 14 yéu té con ngudi) phai
gdm nhiéu cac chinh sach duge két hgp véi nhau va duoc tuan thi nghiém ngat dé
c6 thé tao hidu qua cao nhit. Cac chinh sach thudng cé trong mot chinh sach an
ninh hé thong 1a:

Chinh sach con nguoi:

- Viéc dua ra cac chinh sach cho cac hanh dong cu thé v4i hé théng la viéc
t6i quan trong dé dit ra cac khuon kho kiém soat chit ché yéu té con ngudi. Cac
khuon khé nay chi ra nhitng hoat dong cu thé ma ting c4 nhan c6 thé thuc hién
trong hé thong. Bén canh do, cé bién phap thich hop véi cac hanh vi khong tuan thi

cac quy tic, chinh sach hoat dong trong mang.
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- Pao tao ning cao nhan thirc, ning lwc. Nhiu t6 chuc, cong ty thuong
xuyén bd qua cac hoat dong dio tao va nang cao nhan thirc vé an ninh ma khéng
biét duogc rang, ddy con ngudi méi 1a diém yéu nhét cua hé thdng mang. Chi mot sai
sot nho cua con ngudi trong hé théng ciing c6 thé dan t6i gian doan toan hé thong.
Thudng xuyén to chic dao tao, ning cao, rén luyén trinh d6 cho cic ca nhan trong
hé théng mang LAN dé ning cao nhén thirc, kha ning bao vé mang. Tir d6, giam
thiéu cac nguy co su cb tir bén trong, dong thdi co kién thirc nén tang khic phuc su
cd tAn cong tir bén ngoai cho toan bo thanh vién trong hé thong. Gitip hé thong hoat

dong 6n dinh hon.

2.7. Két luan chwong 2

Trong chuong 2, luan vin da nghién ctru 6 giai phap vé bao mat mang LAN,
trong d6 da trinh bay kha chi tiét vé Firewall va nhiing giai phap khac lién quan dén
bao vé thong tin cho cac mang ndi bd. Mbi giai phap déu c6 mot myc dich riéng va
tang kha ning bao mat cho mang LAN. Dé dat hiéu qua cao nhit, trong thuc té can
két hop tat ca cac giai phap nham gitup cho mang ndi bd c6 thé hoat dong an toan,
tranh duoc cac cudc tdn cong tir bén ngoai hay bén trong ciing nhu c6 thé phat hién
Va c6 cac bién phap xir Iy nhanh chéng nhat co thé khi xay ra sy ¢b ngoai y mudn.

Firewall luon 1a mbi quan tdm hang dau ctia cac nha quan tri mang trong hé
thong bao mat. Pé co thé xdy dung dwoc nhitng mang nhu vay, ngudi quan tri
mang phai nam rd dugc nhiing kién thirc co ban vé Firewall, VLAN, Server...

Dé xay dung duoc mdt mang riéng ma cé thé tranh khoi moi su tin cong 1a
khong thé, nhung ching ta c6 thé xdy dung duoc nhitng mang cé tinh an toan cao

theo nhitng yéu cau cu thé.



44

Chuong III: PE XUAT GIAI PHAP BAO MAT CHO MANG
NOI BQO TRUONG PAI HQC HA NOI
Chirong 3 ciia ludn van sé nghién ciru dé xudt mot sé gidi phdp bdo mdt phi
hop cho mang LAN tai truong Dai hoc Ha Ngi.

3.1. Khao sat mang ngi bo truwomg Dai Hoc Ha Noi

3.1.1. Hién trang kién triic, cdc chikc ndng va trang thiét bi mang hién cé
trong mang LAN truwong Dai hoc Ha ndi
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Hinh 3. 1: M6 hinh két ni mang ndi b cia trwong Pai hoc Ha Noi
Hé théng mang may tinh tai truong Pai hoc Ha ndi dugc xay dung theo mo
hinh client server, dff)ng thoi véi kién tric mang hinh sao & cac tﬁng, ta s€ dat duoc
tbc d6 nhanh nhat co thé va kiém soét t6t khi xay ra 16i ciing nhu mé rong tiy y
muén. Hién nay tai truong Pai hoc Ha ndi dang stir dung hé théng may chu dat tai 3
trung tdm la Nha A , Nha C, Thu vién cua truong va khoang 1100 may tram. Tai
khu vyc mang ndi bd, & mdi toa nha trong truong Pai hoc Ha Noi déu co cac

Switch duogc két ndi thang t6i Switch téng dé di ra ngoai mang ciing nhu di vao khu
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vue may chi ndi bd, cac may chu duge két ndi v6i nhau thdng qua switch Cisco 48
port duong 1000Base LX va 1000 Base TX, cic may tram két ndi véi may chi
thdng qua cac Switch Cisco 24 port.

Cac may tram dugc phan bd nhu sau:

- 100 may sur dung tai nha A dung cho cac phong ban va trung tam.

- 50 may st dung tai nha B dung cho van phong La Trobe va cac du an.

- 150 may su dung tai nha C dung cho cac khoa va bo mon.

- 150 may st dung tai Thu vién.

- 650 may dung cho cac phong LAP tai nha A1,C, DI.

Toan bd cac may tinh trong truong déu duoc két ndi ra internet thong qua
cac may chu dat tai nha A, nha C, va Thu vién cac may chu nay chay hé diéu hanh
windown 2008 Server, h¢ diéu hanh Linux.... Céc may chu ndi by co6 chlrc nang
chtra dich vu ciia nha truong: Mail, Web, File, cung cdp DHCP cho cac may tram
theo cac Vlan da dinh quan ly viéc truy cép internet cia cac may tram.

May chil két ndi ra internet thong qua cac modem cap quang toc do cao cua
cac nha cung cdp dich vu internet nhu : FPT, VDC, VNPT... . Khoang cach tir may
chu ciia cac toa nha t6i may xa nhat 13 100m.

Mot sb Switch duoc sir dung tai truong dai hoc ha noi: Switch Cisco 6506,

Switch Cisco 4506, Catalyst 2950, Catalyst 2960.

3.1.2. Ung dung mang mdy tinh trong truwong Pai hoc Ha nji.

- Tra ctru tai li¢u phuc vu cong viéc hoc tap cua sinh vién va cong viéc cua
can bd trong toan truong.

- Sinh vién c6 thé theo ddi théng tin va tinh hinh hoc tap ciia minh trong thoi
gian hoc tai truong thong qua cong thong tin ctia nha trudng (http://hanu.vn).

- Viéc trao d6i thong tin trong toan trudong dé dang hon, khi c¢6 nhiing thong
bao, quyét dinh méi déu dugc phd cap cho toan bd CB trong toan trudng thong qua

trang tac nghi€p cua trudong ( http://tacnghiep.hanu.vn )
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3.1.3. Yéu cdu sir dung

- Hé thong phai luon két ndi dugc Internet.

- Hé thong phai ludn duoc giam sat va bao dam an toan thong tin.

- VPS, céc dich vu File, Mail, Server luon phai 6n dinh dé hoc sinh cling nhu
cac can bo trong truong co thé sir dung.

- Dir liéu tai cac phong ban phai duogc tip trung, khong phan tan, dé quan 1y,
dugc phin quyén phu hop véi chuc trach.

- Kha ning cung tGng cao, dap tng duoc mot luong 16n két ndi vao trong hay
ra ngodi mang ma van giit dugc su 6n dinh.

- C6 kha ndng mé rong trong tuong lai.

3.1.4. Hi¢n trang cdc vin dé lién quan dén bdo mdt trong qud trinh vin
hanh, khai thac mang ngi b tai truong Dai hoc Ha Noi
Thuc trang :

- Cac may chu DHCP dat ¢ 3 noi.

- DU ¢6 ISA bao vé Mail va Web nhung 1a firewall mém nén kha ning cung
cap cac phién lam viéc bi han ché, kha ning ngan chin cac cudc tn cong mang rat
thép, ngoai ra toan bg hé théng mang con lai chua c6 firewall bao vé.

- Cac Switch tai cac toa nha chua dugc quy hoach, kho quan 1y.

- Str dung nhiéu duong Internet riéng biét nhung chua chuyén hoa myc dich
su dung.

Nguy co :

- Cac nguy co dén tir bén ngoai:

+ Cac cudc tan cong Dos, Ddos vao hé thong nha trudng.

+ Cac virus, spam email dugc gui tur bén ngoai vao.

+ Céc cudc tan cong bang social engineering.

- Cac nguy co tur bén trong:

+ Cac 16 héng tr hé diéu hanh, phﬁn mém cai dat trén may do chua dugc

update.
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+ CA&c spam, virus lay lan bén trong mang.
+ Cac hanh vi vo tinh hay ¢ tinh nham danh céap, phé hiy dir liéu

+ Céc su cb gy anh huong dén dir liéu

3.2. D& xuit cac giai phap bao mit cho mang ndi bd tai trwong dai hoc Ha
Noi
Pé quan 1y tap trung dit lidu va cac dich vu, dong thdi dam bao an toan théng

tin cho hé théng mang hoc vién dé xuat mot sd giai phap nhu sau:

3.2.1. Gidi phap mang

Xay dung phong may chu tép trung tai nha A. St dung Firewall cting Cisco
dé bao vé. Pong thoi tach hé thong thanh 3 khu vic: LAN, WAN, DMZ. Khu vuc
DMZ s& dit cac may chi: Web, Mail, File. Phan mém quan 1y nhan su, cach ly hoan
toan v4i khu vuc ngudi dung. Tranh 1y nhiém Virus va 16i do phia may Client cua
nguoi dung gay ra.

Khu vuc LAN s¢€ st dung Switch layer 3 Cisco cdu hinh VLAN, tach céc
khoa, phong ban va cac phong may ra riéng biét.

Pé xuat giai phap thiét ké hé théng mang vai tinh dy phong va tinh sin sang
cao voi Firewall Cisco ASA5520

Cisco ASA5520 c6 thé gitip bao vé mdt hoac nhiéu mang tir nhirng ké xam
nhap va tin cong. Két ndi giita cic mang nay co6 thé duoc kiém soat va theo ddi
bang cach str dung céc tinh ning manh mé ma Cisco ASA cung cip co thé dam bao
rang tat ca luu luong truy cép tir cac mang tin cdy cho dén mang khong tin cay(va
nguoc lai) di qua cac tuong lira dya trén chinh sach an ninh ciia té chirc.

Giao thic AAA va dich vy hd tro cia Cisco ASA. AAA cung cip cac giai
phap khac nhau dé diéu khién kiém soat truy cap dén cac thiét bi mang

Kiém tra tmg dung: Co ché kiém tra ing dung cta Cisco sir dung dé kiém tra
dd an ninh cua cac ung dung va dich vu trong hé thé)ng. Cac cong cu kiém tra trang
thai thong tin vé mdi két ndi di qua cac interface ciia thiét bi an ninh va dam bao

chung 1a hop 1¢€.
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Téng quan hé thong:
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Hinh 3. 2: Hé théng mang véi ASA 5520

Hé théng bao gém cac thanh phan:

- Vung Internet sit dung nhiéu dudng truyén qua bd can bang tai nhim dam
bao tinh sin sang cao co thé dap ing 24/24 cac yéu cau ciia nguoi ding bén trong
cling nhu cac ngudi dung ¢ xa truy nhap vao hé thdng cua truong. Véi dé xuat trén
em chu yéu thiét ké dua trén cic cong nghé wu viét cia hing Cisco. Véi hé thong
can bang tai, cing véi tinh nang Failover dugc trién khai trén hai thiét bi ASA 5520
s& cung cap cho hé thong do an toan cao va kha ning du phong linh hoat. Hé thong
firewall ho trg bao mat, ma hoéa, antivirus, loc web, IPS/IDS ...

- Vung DMZ Zone chtra may chit hd tro cac dich vy mail, web, ftp .. ¢6 thé

public ra ngoai cho ngudi dung & ngoai va ca nguoi dung bén trong.
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- Vung Ineternal Zone, véi hai Switch layer 3 dam nhiém ludn vai tro vira 1a
Core layer va Distribution layer nham tiét kiém chi phi ciing nhu viéc cdu hinh va
van hanh hé théng. Lop Core chiu trach nhi¢ém van chuyén khéi lugng 16n dir liéu
ma van dam bao do tin cdy va su san sang cao. Trén hai Switch 16p Core ndy ta c6
thé c4u hinh tinh ning cluster switch hay High Availability.

Céc giai phap ung dung dé xay dung hé théng :

- Tinh ning Failover : O day ta s& st dung tinh ning Failover theo mé hinh
Actvie/Active dé tang hiéu ning xir 1y ciing nhu tan dung t6i da hoat dong cua thiét
bi. O ché d6 Active/Active thi hai thiét bi ASA/PIX hoat dong cung ltc va theo kich
ban ma nguoi quan tri dinh trudce.

- Cong nghé Etherchannel 13 cong nghé cua Cisco cho phép két hop cac két
nbi Ethernet thanh mo bé (bundle) dé ting bang thong. Mdi bundle ¢6 thé bao gdm
tir hai dén tam két n6i FastEthernet hay Gigabit Ethernet tao thanh mdi két ndi logic
goi 1a FastEthernet Channel hay Gigabit Ethernet Channel. Két ndi ndy cung cip
bing théng 1én dén 1600Mbps (16Gbps).

- Ap dung cong nghé Etherchannel trén giao tiép giita cac may chu va switch
dé ting bang thong. Trén cac may chu sit dung card mang hd tro cong nghé
Etherchannel va st dung phdn mém di kém theo médy chii, nhu HP Auto Port
Aggregation ..

M6 hinh Failover Active/Active trén hé thong
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Hinh 3. 3: M6 hinh Failover Active/Active

Bang 3. 1. Bang phan chia dia chi

STT | Loai TB Tén Port | Chtic nang IP Address Subnetmask
1 PRIMARY EO Outside(admin) | 192.168.0.1 129
El Outside(ctx1) 192.168.0.10 | /29
E2 Folink 172.16.1.1 /30
E3 Inside(ctx1) 10.10.20.2 124
E4 Inside(admin) 10.10.10.1 124
2 SECONDARY | EO Outside(ctx1) 192.168.0.9 129
El Outside(admin) | 192.168.0.2 129
E2 Folink 172.16.1.2 /30
E3 Inside(admin) 10.10.10.2 124
E4 Inside(ctx1) 10.10.20.1 124
3 RJ1 Fa0/0 192.168.0.3 129
4 RJ2 Fa0/0 192.168.0.11 | /29
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3.2.2. Gidi phap an toan bdo mat dit liéu

Déi v6i van dé an toan bao mat dit liéu em dung cac phuong phap sau:

- Phan quyén truy cdp: Ta s& phin quyén truy cép cho cac phong ban. Tly
theo yéu cau cua timg d6i twong sau khi khao sat chi tiét phia nguoi dung sé dwa ra
chinh sach phan quyén.

- Backup File Server: Ta str dung Service Backup File Server c6 sin trén nén
tang Window Server nhiam tao mot ban sao luu trit dir liéu dé phong cac trudng hop
hong hoc 1am mat mat dir liéu ngoai y mudn.

- Cai dat phan mém diét virus ban quyén trén cidc may tinh client cling nhu

trén server dé tranh virus tan cong gay hai dén dir ligu.

3.2.3. Gidi phdp vé ngwoi sir dung

Vé ngudi stir dung, dé xuat mot sb giai phap sau:

- Mdi ngudi str dung can phai chiu hoan toan trach nhiém voi tai khoan ding
nhap vao hé thong may tinh (Domain Server).

- Can phai x4y dung va tuan thi nghiém ngit chinh sach an ninh hé théng,
két hop véi cac hinh thirc ki luat trong nha truong khi xdy ra cac 18i dén tir phia

nguoi dung.
3.3. Trién khai thir nghiém va danh gia mot so giai phap bao mat dé xuat

3.3.1. Ngi dung thir nghiém
Luan van thyc hi¢n thir nghiém mot s6 noi dung sau day.
- Cau hinh mot s6 dich vu trén tudng ltra Cisco ASA 5520.
- Chia Vlan trén cac Switch Cisco.
- Phan quyén truy cdp dit liéu trén File Server, Domain.
- Backup File Server.
- Xay dung chinh sach bao mat cho hé théng truong.
Tir d6 6 co s¢ dé dé xuat trién khai trong thuc té.

(1) Trién khai thir nghiém ASA 5520 va c4u hinh mét sé dich vu
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Sau khi 1dp dit ASA & vi tri phu hop trong hé théng nhu da thiét ké, ta s&
trién khai céc luat sau cho ASA:

Hoc vién thuc hién ciu hinh chia hé théng ra lam 3 khu vuc: WAN (2 duong
mang), LAN va DMZ va thiét 1ap cac Rules can thiét.

- Cho phép vung inside va DMZ ra ngoai internet

- Cho phép mang inside truy cap vao DMZ.

- Thyc hién cAm mang bén ngoai (ving internet) truy cap vao hé thong mang
cua cong ty.

C6 6 1énh cu hinh co ban cho ASA/PIX Firewall:

1. Nameif — Gan tén dén mdi giao dién mang vanh dai va chi dinh muc an
ninh cho no

2. Interface — C4u hinh kiéu va kha niang ctia mdi giao dién vanh dai

3. Ip address — gan mot dia chi ip cho mdi cong

4. Nat — che diu dia chi trén mang inside tir mang outside

5. Global — Che dau dja chi IP trén mang inside tir mang outside stir dung mot
pool (mot dai dia chi public) cua dia chi IP

6. Route — dinh nghia mot tuyén dudng tinh hoic tuyén dudng mic dinh cho
mot interface.

Két qua can dat: Cisco ASA5520 co thé gitp bao vé mot hoac nhiéu mang tur
nhimg ké xam nhap va tdn cong. Thong qua Rules s& cho phép cac khu vuc co thé
két ndi dugc voi nhau. Ngoai ra, hé thong can public web tir trong khu virc DMZ ra
ngoai WAN dé bén ngoai mang c6 thé truy cap dugc web. Qua trinh chia ra lam 3
khu vuc giup hé théng d& dang quan 1y, tranh 1ay lan ma doc va chéng lai cac cudce
tan cong tlr bén trong cling nhu bén ngoai.

(2) Chia Vlan trén cac Switch

Hoc vién thuc hién cdu hinh Switch (¢ day la switch cisco), tao ra cac Vlan
(C1—Vlan 11, C2 — Vlan 12,...) va két n6i chung téi Switch tong. Két qua can dat
dugc: Sau khi chia cdc VLAN, cac duong truyén mang hoat dong on dinh. Cac

Vlan tach biét nhau gitip dé dang kiém soAt.
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(3) Phan quyén truy cap dir liéu trén File Server, Domain

Hoc vién thyc hién qué trinh tao ra céac folder chtra cac dir li¢u cua tung
phong ban cling nhu céc tai khoan cua ting phong ban trong truong Pai hoc Ha
Noi.

Két qua can dat: Chi co tai khoan cua phong ban dugc cip quyén méi co
quyén truy cap vao folder chta dir liéu cua ho, cling nhu khong thé truy cip vao dit
liéu phong ban khéac, nham chdng an cép dit liéu, cac hanh vi pha hoai ¢6 ¥ hodc vo
¥, khoanh ving kip thoi dé phat hién thi pham néu c6 van dé xay ra.

(4) Backup File Server

Hoc vién str dung cong cu Backup File Server trén Window Server dé co thé
backup dir liéu. Sau khi cai dit Backup File Server va thong qua giao dién dé c6 thé
dé dang backup lai nhirng dir liéu can thiét.

Két qua can dat: Khi xay ra sy cd vé mat mat hay hong hoc dir lidu, hé thong
c6 thé d& dang khoi phuc lai bang kha ning recovery ctia cong cu da cai dit.

(5) X4y dung chinh siach biao mat cho hé thong truong

Hoc vién dé xuit xay dung mot chinh sach bdo mat cho hé théng cua truong,
tir d6 hoc sinh va nhan vién c6 thé tudn theo cac quy tic dé dam bao an toan duoc
hé théng mang ndi bd cua truong.

Két qua can dat: Chinh sach bao mat phai chat ché, phu hop véi hién trang

cua truong DPai hoc Ha Noi.

3.3.2. Két qud thir nghiém va dinh gid

Chi tiét két qua thir nghiém trinh bay trong phan phu luc. Tat ca cac thu
nghiém trén déu cho két qua kha quan cling nhu van hanh tét, 6n dinh, dap ung
duoc cac yéu cAu bao mat mang LAN.

Céc giai phap da thu nghiém co thé ung dung cho mang ndi bo tai truong Pai
hoc Ha Noi va dap img dugc cac nhu cau cla qua trinh dao tao, quan ly trong nha

truong.
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3.4. Két luan chwong 3

Chuong 3 cua luan van da khao sat mang ndi bd tai truong Pai hoc Ha Noi,
cac van dé nay sinh trong qua trinh sir dung va cac yéu cau bao mat mang nham dép
g nhu ciu dao tao cua nha trudng.

Luan vin ciing dé xuit mot s6 giai phap bao mat cho mang ndi bo cua truong
Pai hoc Ha Né6i. Qua thir nghi€ém cho théy Cisco ASA5520 c¢6 thé giip bao vé€ mot
hozc nhiéu mang tir nhitng ké xam nhap va tdn cong. Két ndi gitta cic mang nay cé
thé duoc kiém soat va theo ddi bang cach st dung cac tinh ning manh mé& ma Cisco
ASA cung cap c6 thé dam bao rang tat ca luu luong truy cdp tir cac mang tin ciy
cho dén mang khong tin cay(va nguoc lai). Cac giai phap bao mat dé xuat c6 thé
trién khai trong thuc té va pht hop véi cac yéu cau dé ra.

Trén thuc té, khéng c6 mot giai phap toan dién nao cho viéc phong chdng
cac loai hinh tin cong trén mang. Phong chdng cac nguy co tin cong mang khong
phai trach nhiém ctia mot c4 nhan hay to chirc, ma 1a cia cong dong.

Céc giai phap co ban phong chbng:

- Pao tao nang cao nhan thirc va k¥ nang khai thac dich vu cho nguodi su
dung.

- Thay ddi quan diém phong chdng tdn cong: phong chéng khong chi tir bén
ngoai ma ngay ca tir bén trong nodi ba.

- Trién khai cac hé théng giam sat bao vé toan mang nham ty dong phat hién
va ¢0 lap cac truy cap, hoat dong trai phép trén mang noi.

- Xay dung chinh sach phong chdng APT (Advanced persistent threat) ngay
ttr bén trong mang ndi bo.

Bao mat mang may tinh 13 mot céng viée khé va cd tinh chat nhay cam trong
mot to chirc. Bén canh viéc dau tu cac trang thiét bi phan cing cho co sé ha tang
mang, con phai c6 mot doi ngli quan tri vién cod kién thirc sau rong trong vi¢c van
hanh, khai thac céc dich vu trong mang LAN ciing nhu trén mang Internet c6 hi¢u

qua.
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KET LUAN
Cic két qua dat dwoge cia ludn vin:

V&1 muc tiéu nghién cru gidi phap bdo mat cho mang LAN va ung dung tai
Truong Pai hoc Ha ndi, Luan van da dat dugc mot s6 két qua sau day:

- Nghién ctru cac yéu cau bao mat cho mang LAN.

- Nghién ctru cac giai phap bao mat cho mang LAN.

- V& giai phap luan vin dé xuat mot sd giai phap bao mat co thé trién khai
cho mang noi b tai Truong Pai hoc Ha noi gém:

+ Hiéu duoc tong quan, cac khai niém va cong nghé ciing nhu kién tric xay
dung hé théng firewall.

+ Ung dung, trién khai céc tinh nang cta Cisco Firewall.

+ Pua ra dé xuét giai phap mo hinh mang sir dung firewall ASA 5520 co
tinh bao mat, san sang va do du phong cao.

+ Chia cac VLAN trén céc Switch.

+ Phan quyén truy cap dir liéu trén File Server.

+ Backup dir li€u Server.

- Két qua cua viéc st dung Firewall, VLAN va két hop voi phan quyén truy
cap dé bao vé mang ndi bo. Cho phép ngudi quan tri mang xac dinh mdt diém
khéng ché ngan chan dé phong ngura tin tdc, ké phé hoai, xdm nhép mang ndi bo.
Cam khong cho cac loai dich vu kém an toan ra vao mang, dong thoi chéng tra sy
cong kich dén tir caic dudng khac. Tinh an toan mang dugc cing cb trén hé thong
Firewall ma khong phai phan bé trén tit ca may cha ciia mang. Bao vé nhiing dich
vu yéu kém trong mang.

Huéng phat trién tiép theo:

Hoc vién sé& tiép tuc nghién ctru, két hop thém phuong phap bao mat khac dé

hoan thién giai phap bao mat cho mang LAN va c6 thé trién khai mot cach hiéu qua

trong thuc té.
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PHU LUC

Trong phan phu luc, Hoc vién trinh bay chi tiét mét sé thir nghiém céc giai

phap bao mat trién khai tai Trudong Pai hoc Ha Noi bao gom:

- Trién khai thir nghiém Cisco 5520 va cau hinh mét sé dich vu

- Chia Vlan trén cac Switch

Cau hinh mét sé dich vu trén Firewall Cisco ASA 5520

1. Publich website qua twong lira Cisco

Qriginpling Packet
Translation
0,200,290 —» 172.16.1.1

»
|
---l.
o2 . DMZ
- 172161224 peme ~
, #4000 - OUTSIDE I
203.200.2.974 =
~— Outside(Internet)
Webserver ol . INSIDE . 2032002224
IP: 1721611 10.40.90.474
Sub: 255.255.256.0
GW: 172.16.1.2 Respaning
Unds Translation
172.16.1.1 > 203.200.2.10
‘_ = |
INSIDE
10.10,10.224
Hinh 1: Md hinh demo NAT va PAT
M6 ta:

— Cho phép ngudi ding ngoai internet c6 thé truy nhap vao website caa trudng va

quan tri vién c6 thé dung Remote Desktop vao Webserver dé quan ly.

— Cho phép ngudi dung trong ving INSIDE c6 thé truy nhap Webserver va sir

dung céc dich vu trén do.

Chuan bi:

— May chu cai Windows Server 2012.

— Céc thiét bi duoc ciu hinh dija chi nhu hinh v&.
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Cau hinh trén ASA:

Dinh nghia thong tin cong inside

ASA(config)# interface e0/0

ASA(config-if)# ip address 203.200.2.1 255.255.255.0

ASA(config-if)# nameif outside

ASA(config-if)# no shut

Dinh nghia thong tin c6ng outsde

ASA(config)# interface e0/1

ASA(config-if)# ip address 10.10.10.1 255.255.255.0

ASA(config-if)# nameif inside

ASA(config-if)# no shut

Dinh nghia thong tin cong dmz

ASA(config)# interface e0/2

ASA(config-if)# ip address 172.16.1.2 255.255.255.0

ASA(config-if)# nameif dmz

ASA(config-if)# no shut

Thuc hién Nat tinh

ASA(config)# static (dmz,outside) tcp 203.200.2.10 80 172.16.1.1 80
ASA(config)# static (dmz,outside) tcp 203.200.2.10 3389 172.16.1.1 3389
Tao ACL cho phép truy cap dich vu trong DMZ

ASA(config)# access-list AL_WEB permit tcp any host 203.200.2.10 eq 80
ASA(config)# access-list AL_WEB permit tcp any host 203.200.2.10 eq 3389
ASA(config)# access-group AL_WEB in interface outside

Cho phép ving INSIDE truy nhap vao Webserver khong can NAT
ASA(config)# access-list IN_DMZ permit ip 10.10.10.0 255.255.255.0 host
172.16.1.1

ASA(config)# nat (inside) 0 access-list IN._DMZ

2. CAu hinh PAT cho phép vung INSIDE ra ngoai INTERNET
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M6 ta:
Cho phép ngudi dung trong ving INSIDE c¢6 thé sir dung céc dich vu ngoai

vung INTERNET va duoc &4nh Xa ngay tai dia chi céng cua ASA.

Cau hinh trén ASA:

Dinh nghia tuyén mic dinh

ASA(config)# route outside 0 0 203.200.2.2

Xéac dinh mang dugc NAT hoac PAT

ASA(config)# nat (inside) 1 10.10.10.0 255.255.255.0

Xac dinh NAT hodc PAT trén cong outside

ASA(config)# global (outside) 1 interface

INFO: outside interface address added to PAT pool

Mic du c6 thé truy phan Ién nhiing dich vi can thiét ngoai Internet nhu http, pop3,

smtp, ftp... Nhung véi icmp thi ASA khong cho phép goi echo-reply duogc tra vé. Bé

giai quyét truong hop nay can tao chinh sach cho echo-reply duoc tra vé:

ASA(config)# access-list PING permit icmp any any echo-reply

ASA(config)# access-group PING in interface outside

Kiém tra tir may trong viing INSIDE:

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS 5

IP Address. . . . . . -« - - -« = = =
Subnet Ha + = = = = = = = = = 3 2
Default Gat

C:xDocuments and SettingssAdministratoriping 283.2880.2_.2

g 203.208.2.2 with 32 bytes of data:
Reply from K4 - ytes ! time=Ilmsz TTL=128
Reply from 2 - yte time<ims TIL=128
a. : ITL=128
mz TTL=128

for 203.208.2.2: .
4, Received = 4, = @ (B loss).
ds

Hinimum = Bms,. Haximum = 1lms,. Average = -ﬁ|='|:-'1'

C:wDocuments and Settingzs“Admninisztrator?

Hinh 2: Két qua Ping thanh cong
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Két qua 1a tir may tinh trong ving INSIDE d3 ping thanh cong ra ngoai ving
OUTSIDE.

Option:  Transfer Secript Tool:  Help
DIJUE AN emd FHY 8 T
“ ASAL |

inspect sglnet
INSPECT SUNFpc
inspect tftp

inspect sip
inspect xdmcp
1

service-palicy global_policy global

username thaidh password wv35syz53fxmM57j5v encrypted privilege 15
prompt hostname context

cr :.-'p::’o-che:ks um:7f37028a400d3e7F24820adc035c0lec

1 en

ASALF show x
Asal# show xlate
3 in use, 3 moST used
PAT Global 203.200.2.
PAT Global 203,200.2.
PaT Global 203.200.2.
ASAL# show ip nat tr
show ip nat tra
show ip nat tra
A

: % Invalid input detected at "A" marker.

show x1

show xlate
2 in use, 3 most used
PaT Global 203.2m.2.1aE3uj Local 172.16.1.1(800
PAT Global 203.200.2.10(3389) Local 172.16.1.1(3389)
ASal¥ show x]
ASAl# show xlate
3 in use, 3 mOsT used
PAT Global zna_zn-n_z.mEan Local 172.16.1.1(80)
PAT Global 203.200.2.10(3389) Local 172.16.1.1(3389)
PAT Global 203.200.2.1(1) Local 10.10.10.2 IcwP id 512
ASALF

EBDJ Local 172.16.1.1080)
3389) Local 172.16.1.1(3389)
1) Local 10.10.10.2 1cWP id 512

10
10
1(

Ready 35, 7  35Rows, 98 Cols VTI00 CAP HUM

Hinh 3: Bang anh xa dia chi PAT
Khi thyc hién Ping thanh cong, dia chi may trong vung INSIDE 10.10.10.2
da duogc anh xa sang dia chi vang OUTSIDE.
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3. Cau hinh dw phong Failover Active/Stanby

PRIMARY

el A
INSIDE QUTSIDE
10,10.10.0/24 =
0 0.072 E E 203.200.2.0024
& i
= g
=
g |2
el | 2
1 1 1

SECONDARY

Hinh 4: M6 hinh Failover Active/Standby

M0 ta : Vi tinh ning Failover s& cho phép hé théng co tinh du phong, khi
thiét bi chinh (Primary) c6 van dé thi thiét bi phu déng vai tro 1a Secondary sé& tir
ché do cho (Standby) chuyén sang ché do hoat dong (Active) dé dam nhiém thay
vai trd cta Primary. Va khi Primary hoat dong trg lai thi n6 lai chuyén vé dung vai
trd nhu ban dau.
Cau hinh :
Trén ASA doéng vai tro lam PRIMARY
Dinh nghia thong tin cong OUTSIDE va cong du phong cho cong nay.
ASA(config)# int Ethernet 0/0
ASA(config)# no shutdown
ASA(config)# ip add 203.200.2.1 255.255.255.0 standby 203.200.2.2
ASA(config)# nameif outside
Dinh nghia thong tin cong INSIDE va cong du phong cho cong nay.
ASA(config)# int Ethernet 0/1
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ASA(config)# no shutdown

ASA(config)# ip add 10.10.10.1 255.255.255.0 standby 10.10.10.2
ASA(config)# nameif inside

Active cong dong vai tro lam Failover link

ASA(config)# int Ethernet 0/3

ASA(config)# no shutdown

Kich hoat tinh nang failover trén Primay

ASA(config)# failover

ASA(config)# failover lan unit primary

ASA(config)# failover lan interface lolink Ethernet0/3
ASA(config)# failover polltime unit msec 500

ASA(config)# failover link lolink Ethernet0/3

ASA(config)# failover interface ip lolink 192.168.0.1 255.255.255.252 standby
192.168.0.2

ASA(config)# failover

Trén ASA déng vai tro lam SECONDARY

Active cong dong vai tro 1am Failover link

ASA(config)# int Ethernet 0/3

ASA(config)# no shutdown

Kich hoat tinh nang failover trén Secondary

ASA(config)# failover

ASA(config)# failover lan unit secondary

ASA(config)# failover lan interface lolink Ethernet0/3
ASA(config)# failover link lolink Ethernet0/3

ASA(config)# failover interface ip lolink 192.168.0.1 255.255.255.252 standby
192.168.0.2

ASA(config)# failover

Kiém tra tinh nang Failover trén Primary

PRIMARY# show failover
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Failover On
Failover unit Primary
Failover LAN Interface: lolink Ethernet0/3 (up)
Unit Poll frequency 500 milliseconds, holdtime 2 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 250 maximum
Version: Ours 8.0(2), Mate 8.0(2)
This host: Primary - Active
Active time: 690 (sec)
slot 0: empty
Interface outside (203.200.2.1): Normal
Interface inside (10.10.10.1): Normal
slot 1: empty
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: empty
Interface outside (203.200.2.2): Normal
Interface inside (10.10.10.2): Normal
slot 1: empty
Stateful Failover Logical Update Statistics
Link : lolink Ethernet0/3 (up)
PRIMARY#
Kiém tra tinh nang Failover trén Secondary
PRIMARY# show failover
Failover On
Failover unit Secondary
Failover LAN Interface: lolink Ethernet0/3 (up)

Unit Poll frequency 500 milliseconds, holdtime 2 seconds
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Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 250 maximum
Version: Ours 8.0(2), Mate 8.0(2)
This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: empty
Interface outside (203.200.2.2): Normal
Interface inside (10.10.10.2): Normal
slot 1: empty
Other host: Primary - Active
Active time: 768 (sec)
slot 0: empty
Interface outside (203.200.2.1): Normal
Interface inside (10.10.10.1): Normal
slot 1: empty
Stateful Failover Logical Update Statistics
Link : lolink Ethernet0/3 (up)
PRIMARY#
4. Chia Vlan trén Switch
(C6 tham khao ma nguon Cisco Certified Network Associate — Cisco Academy )
- C4u hinh co ban tai tit ca cac Switch:
Switch>enable
Switch#configure terminal
Switch(config)#line console 0
Switch(config-line)#password cisco
Switch(config-line)#login
Switch(config-line)#exit

Switch(config)#line vty 0 4
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Switch(config-line)#password cisco
Switch(config-line)#login
Switch(config-line)#exit
Switch(config)#banner motd " Xinchao"
Switch(config)#enable secret cisco
Switch(config)#service password-encryption

- Cau hinh cac Switch con ( tai cac toa nha ):
Switch(config)#hostname C1
C1(config)#vlan 11 //1D Vlan, mdi phong ban/tang c6 mét 1D riéng
C1(config-vlan)#name C //Tén Vlan
C1(config)#interface range f0/1-20 /IChon cong tir 1 dén 20
C1(config-if-range)#switchport access vlan 11
C1(config-if-range)#exit
C1(config)#interface vlan 1 //Pat IP Vlanl dé manage
C1(config-if)#no shutdown
C1(config-if)#ip address 100.0.0.5 255.255.255.0
C1(config-if)#end
Cl#wr
(Lam tuong ty, tao ra cac vlan 12 — C2, 13 — C3,... va dat IP vlan 1 dé manage)
- Cau hinh Switch 4650
Switch(config)#hostname SW4650
SW4650(config)#interface vlan 1 // Dat IP Vlanl
SW4650(config-if)#no shutdown
SW4650(config-if)#ip address 100.0.0.2 255.255.255.0
SW4650(config-if)#exit
SW4650(config)#vlan 11 // Add céc Vlan ¢ cac SW
SW4650(config-vlan)#name C1
SW4650(config-vlan)#vlan 12
SW4650(config-vlan)#name C2
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SW4650(config-vlan)#vlan 13
SW4650(config-vlan)#name C3

(...)

SW4650(config-vilan)#exit

SW4650(config)#interface range f0/1-10
SW4650(config-if-range)#switchport mode trunk
SW4650(config-if-range)#end

SW465#wr

5. Trién khai File server két hop v6i DC va phan quyén

File Server: O day ta sé& cai dat Window Server 2012 1én Server. Sau d6 ta
cai dat mot sé dich vu: DC, DNS, Web,... ( ¢6 thé thém tiiy nhu cau )

Riéng dich vu File Server da dugc cai mac dinh sau khi cai Window Server 2012
Sau khi cai dat xong, ta vao trong 6 cting va tao cac Folder chira dir liéu ctia cac
phong ban...¢ bén trong Folder Data.

Trong Folder s€ chira cac tai nguyén ¢ cac khoa.

DC + Phan quyén truy cap: Gid ta can tao ra cac User va Group trong
Domain dé phan quyén truy cap dit liéu cho tirg phong ban ciing nhu ca nhan. Ta
vao Active Directory User and Computers va tao User cling nhu Group.

Sau khi tao ciing nhu add User vio trong Group. Ta trd lai cac Folder, 4n
chudt trai vao Properties, chon Sharing va add cac Group ( hoac User ).

O day ta add nhitng Group vao trong Folder Data dé cho phép cac User trong
Group dugc phép truy cap vao trong Folder Data. Tiép theo véo trong Folder Data
va phan quyén hep di cho timg Folder mot.

Sau khi da phan quyén truy cap File, ta sé test bang cach dang nhap vao tai
khoan ¢ may Client da Join Domain ctia may chu.

Vao Window + R ->\\(IP Server), ta thay né d hién Folder Data

Vay la ta d3 hoan thanh viéc tao File Server ciing nhu phan quyén truy cp
dir liéu két hop DC.

6. Backup File trén Server
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DPau tién ta can phai c6 mdt phan viung hodc mdt 6 ciing khac dé lam nhiém

vu backup ( O day 12 6 E ), sau d6 ta cai Window Server Backup 1én Server.

4 Devices and drives (3)
=- Local Disk (C:)

Hinh 5: Tao phan vung méi lwu trir Backup

DESTINATION SERVER
'WIN-RSDEQT2275E dainam.dnu.eduvn

Installation progress

View installation progress

o Starting installation

Windows Server Backup

Export configuration settings

[ < Previous 11 Next > j I Install Cance!

Hinh 6: Cai dat Window Server Backup
Sau do ta khoi dong Window Server Backup.
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-
Fia /Action View Help
<= = | (] H[cT)

¥ Windows Server Backup (1
W Local Backup

Windows Server Backup (Local)
Backup your important data to a local or online location

Local Backup

Last Backup Status:

Next Backup Time:

Number of available backups:

Online Backup

You can subscribe to Windows Azure Backup to backup your critical data automatically. Leam more about uzing W

Hinh 7: Giao dién Window Server Backup
O phan Local Backup, ta 4n Backup Once. Trong Backup Once Wizard, c6 2
lga chon Backup 1a Full Server 1a backup toan bo va Custom la backup nhiing file ta
chon. Tuy nhu ciu, & ddy ta s& chon Custom dé backup Folder Data chtra dit liéu
ctia cac khoa ma ta vira tao & trén. Sau d6 ta chon 6 luu trit ban Backup ( O E ) rdi

an Backup.

,& Select Backup Destination

Backup Options Select a volume to store the backup. An external disk attached to this computer is listed
Select Backup Configurat... asavolume.

Select Items for Backup Backup destination: New Volume (E:) M
Specify Destination Type Total space in backup destination: 19.53 GB

SRR S Free space in backup destination: 1943 GB

Confirmation

Backup Progress

| < Previous || Next > |\ Backup

Hinh 8: Chon 6 dia luu trir Backup
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Vay la ta da hoan thanh viéc Backup dir liéu dé Recovery lai dit li¢u khi xay ra
su ¢d.
7. Xay dung chinh siach bio mét cho hé théng mang trudng Pai hoc Ha Noi

Chinh sich néi bo

- Xay dung dugc mot “document” mo ta toan bo hé¢ thé)ng mang cua Truong
Pai hoc Ha Noi. ( da n6i trong chuong 3 )

- Hé théng mang phai dugc bao mat. biéu nay thuc hi¢n thong qua céac giai
phép ma ta vira 4p dung ¢ trén.

- Chinh sach dam béo an toan cho vung server ndi bo: Cac server ndi bd
public ra bén ngoai thong qua firewall. Ngoai ra ta ciing kiém soat dugc bén trong
thong qua phan quyén truy cap dit liéu.

- Sao luu dit liéu thudng xuyén: Dat mot gio ¢b dinh ( 12h dém mdi ngay )

- Quan 1y cc file cau hinh cta cac thiét bi trong mang : céc file cAu hinh trén
router, switch trong trudng can phai dugc quan 1y sao luu.

- Quan ly cac duong dinh tuyén, cac bang routing table trén router ciing nhu
switch nham tranh bi loop.

Chinh sach Quan ly tai san

T4t ca cac hoc sinh va nhéan vién c6 quyén truy nhap vao hé thong méy tinh
trong truong phai tudn thi cac chinh sach dugc dé ra nham bao vé hé thong may
tinh, mang may tinh, su toan ven dir liéu va an toan thong tin cua truong.

Chinh sach Quan ly con nguoi

- Mdi hoc sinh, nhan vién sé dugc cép mot tai khoan dé dang nhap vao hé
théng may tinh. Password dé ding nhap vao tai khoan may tinh phai c6 do phtc tap
(bao g@)m chit in hoa, cac ky tuy dat bi¢t... do cac nhan vién IT cép) va hoc sinh,
nhan vién phai ty bdo quan khong dé mat mat, ro ri. Néu bi mat hoic bj 16 phai bao
v6i nhan vién IT dé giai quyét. Néu hoc sinh, nhan vién khong con sir dung tai

khodan nira thi tai khodn cta hoc sinh, nhan vién dé sé bi x6a khéi hé thong.
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- Mbi hoc sinh, nhin vién phai c6 nghia vu va trach nhiém bao quan céc thiét
bi dugc ty quyén st dung, néu c6 van dé xay ra phai bao ngay voi bd phan IT dé
kip thoi xur ly.

- Hoc sinh, nhan vién khong duoc cai dat phdn mém khong rd ngudn gbc
hoic khong c6 ban quyén ngoai cac phan mém phuc vu cong viée duogc cai sin trén
may.

- Mdi hoc sinh, nhan vién can nghiém tac thyc hién cac chinh sach cuia nha
truong dua ra, néu vi pham phai chiu trach.

Hoc sinh, nhan vién binh thuwong

- Puoc cip tai khoan cho phép truy cap céc dit liéu thong thuong.

- Chi dugc phép st dung thiét bi khi dén gio hanh chinh hodc duoc su cho
phep.

- Khong ¢ ¥ truy cap tai nguyén khong thudc tham quyén.

- Khéng sir dung thiét bi vao muc dich khac

Nhan vién IT

- C6 trach nhiém gidm sat, theo doi hoat dong cta cac nhan vién khac trong
nha truong st dung may tinh vao cong viéc ma khong lam chuyén riéng. Bam bao
dir liéu cua nha truong dugc bao mat tranh tht thoat ra ngoai.

- Khi xay ra su cd phai bao cao tinh hinh va mtrc d6 thiét hai cho cép trén
dugc biét. Phai khic phuc sy ¢b v6i thoi gian nhanh nhat c6 thé dé dam bao hé
théng hoat dong thong sudt.

- Chiu sw quan 1y va nghiém chinh chip hanh yéu cau cua cap trén.

- Quan 1y cac tai nguyén cua nha trudong, chiu trach nhi¢m backup dir liéu
cua nha truong theo dinh.

- Néu nhan vién IT nghi 1am viéc nha truong phai thong béao trudce voi nha
truong va ban giao toan bd cong viée hién thdi dang 1am va cac thiét bi do minh
quan 1y cho nhan vién khac c6 cling chuyén mén hoic cho cap trén...

Ban lanh dao

- C6 toan quyén quyét dinh cac chinh sach an ninh thong tin cho nha trudng
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- Khéng dugc truy xudt vao dir liéu, tai nguyén ndi bd cua cic nhan vién
khac ngoai trir nhitng truong hop dat biét.

- Co trach nhiém tu bao quan tai nguyén ctia nha truong, cac tai li¢u cad nhan
tranh dé xay ra tinh trang that thoat dir li¢u.

- Co trach nhi€ém gidm sat cac nhan vién cap dudi



