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MO PAU
1. Ly do chen dé tai

Su phat trién nhanh cua coéng nghé thong tin va truyén
thong dan dén nhiéu yéu cau va thach thirc méi dat ra ddi véi
cong tdc dam bao an toan thong tin va dir liéu, hi¢n nay céac bi¢n
phép an toan thong tin cho may tinh c4 nhan cling nhu cac mang
noi bo da duge nghién ctru va trién khai. Tuy nhién van thuong
xuyén c6 cac hé thong mang bi tin cong, c6 cac to chic bi danh
cip thong tin,...gdy nén nhimg hau qua vo cung nghiém trong.
Nhimng vu tdn cong nham vao tat ca cac mdy tinh ciia cac cong
ty 16n nhu AT&T, IBM, céc co quan nha nudc, cac td chure, nha
bang,... Khong chi cic vy tan cong ting 1én nhanh chong ma cac
phuong phap tan cong ciing lién tuc dugc hoan thién. Tai Viét
Nam, cac hé thong mang va Website bj tin cong theo chiéu
huéng gia ting. Pic biét, hing biao mat Trend Micro gan day
cong bd: Viét Nam dang din dau Pong Nam A vé tin cong
mang voi hon 86 triéu email ¢6 ndi dung de doa dugc phat hién
trong nura dau nam 2018 va Viét Nam nam trong s6 20 nudc bi
nhiém mi doc tong tién nhidu nhat.

Vi vay, viéc két ndi mang ndi by cia co quan t6 chuc
minh vao mang Internet ma khong c6 cac bién phap dam bao an
ninh s& din dén nguy co mat an toan thong tin va dir liéu cao.
Pé dam bao hé théng mang ndi bd phuc vu cho nhu cau cong
viée, giang day hoc tap cua truong Dai hoc Ha Noi. Hoc vién da
quyét dinh chon dé tai: “GIAI PHAP BAO MAT THONG TIN
MANG NOI BO TRUONG DAI HOC HA NOI”.

2. Tong quan van dé nghién ciru
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Noi dung chinh cta luan van nay 1a qua trinh nghién cuu,
tim hiéu dé tir d6 duc két ra duoc nhitng yéu té dam bao tinh bao
mét cho hé théng mang LAN:

- Nam bét dugc mot sé phuong phap tan cong hé thdng
mang thudng gap va cac giai phap bao mat dé c6 dugc cach thirc
phong chdng, cach xir Iy su ¢b va khic phuc sau su ¢ mot céch
nhanh nhat.

- Pé xuét giai phap bao mat cho hé théng mang, cach
thirc trién khai giai phép.

3. Muc tiéu nghién ciru ciia dé tai

Muc ti€u nghién ctru cua luan van “Nghién ctru k¥ thuat
tAn cong mang LAN va cic giai phap dam bao an toan mang
LAN” va dé xuét giai phdp bdo mat cho mang ndi bd tai truong
Dai Hoc Pai Ha Noi trién khai ap dung trong thyc té.

4. P6i twong va pham vi nghién ciru ciia dé tai

- P6i tuong nghién ciru cua luan vin 13 mang LAN va
cac van dé lién quan dén bao mat mang LAN.

- Pham vi nghién ctru cua ludn van la cac gidi phap bao
mat mang LAN va Ung dung cho mang ndi bg tai truong Dai
hoc Ha Noi.

5. Phwong phap nghién ciru ciia dé tai

- Vé mat ly thuyét: Thu thap, khao sat, nghién ctru cac tai
liéu va thong tin co lién quan dén bao mat mang LAN.

- Vé mat thuc nghiém: Khao sat hé théng mang ndi bo
Trudong Dai hoc Ha Noi va dé xuit giai phap bao mat cho hé
thong mang.



6. B6 cuc luin viin

Luan van dugc trinh bay trong 3 chuong:
Chwong 1: TONG QUAN VE CAC MOI PE DQA VA
PHUONG THUC TAN CONG MANG LAN

Trong chuong dau tién nay luin van nghién ctru cac
nguy co de doa bao mat va phwong thirc tdn cong mang LAN, dé
xuét cac yéu cAu bao mat d6i véi mang LAN va céac van dé bao
mat mang LAN trong thuc té.

Chuong 2: NGHIEN CUU CAC GIAI PHAP BAO MAT
CHO MANG LAN

Trong chuong 2 ludn van nghién ctru cac giai phép bao
mat mang LAN nham dap ung céac yéu cAu vé bao mat mang,
bao mat dir liéu va bao mat nguoi dung.

Chuong 3: PE XUAT CAC GIAI PHAP BAO MAT CHO
MANG NOI BQ TAI TRUONG PAI HOC HA NOI.

Chuong nay luan vin s& nghién ciru vé hé thong mang
ndi bd cua truong Pai Hoc Ha Noi va dé xuét ung dung cac
giai phap bao mat hé thong mang LAN di nghién ciru trong
chuong 2 cho h¢ théng mang ndi bd cia truong Pai hoc Ha
Noi.
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Chwong 1. TONG QUAN VE CAC MOI PE DOQA VA
PHUONG THU'C TAN CONG MANG LAN

1.1 Cac yéu ciu bao mit chung cho mang LAN
1.1.1 Y8u cdu béo mdt vé mang

e Yéu ciu vé tinh sin sang ctia mang.

e Yéu ciu vé tinh bén viing ctia mang.

e Yéu ciu vé do tin cdy mang.
1.1.2Y&u cdu vé bdo mdt dit liéu

Yéu cau vé tinh san sang cua dir li€u, yéu cau vé tinh toan
ven dit li¢u, yéu cau vé bi mat dir li¢u:

1.1.3 Y&u cdu vé bdo mat ngwoi dung
Nguoi dung hop phdp cua mang LAN la nguoi stir dung
c4c dich vy nhung dong thoi ciing 1a mot tAc nhan gay ra cac rui
ro mang.
1.2 Tinh hinh trién khai mang LAN tai Viét Nam va cac vén
dé lién quan dén bio mat mang LAN trong thue té.
1.2.1 Tinh hinh trién khai mang LAN tai Viét Nam
1.2.2 Viin dé lién quan dén bdo mdt mang LAN trong thuc té
Viét Nam lot vao top 20 qudc gia c6 sd luong website bi
tn cong 1on nhat thé gidi trong quy 3 nam 2018.

1.3. Cic moi de doa biao mit va phwong thirc tin cong mang
LAN

1.3.1. Cic moi de dpa bio mgt mang LAN
Méi de doa khong c6 ciu triic
M&i de doa c6 ciu tric
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1.3.2 Cac phwong thurc tin cong mang LAN
- Phuong thtrc dn cip thong tin biang Packet Sniffers
- Phuong thirc tn cong mat khau Password Attack
- Phuong thtrc tin cong bang Mail Relay
- Phuong thtrc tin cong 16p tmg dung

- Phuong thtrc tin céng Virus va Trojan Horse

1.4 Giai phap phong chong chung

Pé phong chong tin cong mang, nguoi ding can thuc
hién nhiéu bién phap phong thu, bao vé va déng thoi ndng cao
hiéu biét vé cach sir dung internet an toan.

1.5 Két luan chwong 1

Vé&i xu huéng phét trién cua cac cong nghé mang va
Internet, tinh hinh mat an ninh mang dang dién bién phtc tap va
xudt hién nhiéu nguy co de doa nghiém trong dén viéc ng dung
cong nghé thong tin phuc vu phat trién kinh té xa hoi va dam
bao qudc phong, an ninh. S6 vu tan cong trén mang va cac vu
xam nhap hé théng cong ngh¢ thong tin nham do tham, truc loi,
pha hoai dir li€u, an cép tai san, canh tranh khong lanh manh va
mot s6 vu viéc mét an toan thong tin dang gia ting & muic bao
dong vé sb lugng, da dang vé hinh thue, tinh vi vé cong
nghé...TAn cong mang dang dan trd nén phd bién nhat 13 trong
bbi canh Viét Nam lot vao top 20 qudc gia c6 s lugng website
bi tdn cong 16n nhit thé giGi trong quy 3 nam 2018. Viéc trién
khai giai phap bao mat cho hé thdng mang ndi bé mang tinh cip
thiét.

Trong chuong 1, ludn vin dd nghién ctru téng quan vé
cac nguy co de doa bao mat va tin cong mang LAN. Tur d6 da
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dua ra cac yéu cdu bao mat cho mang LAN, ciing nhu cac van
dé lién quan dén bao mat mang LAN trong thuc té.

Trén co s& cac ndi dung da trinh bay trong chuong 1, cac
giai phap bao mat mang LAN dép mg cac yéu cau dé ra s& duoc
nghién ctru trong chuong 2 cua luan van.
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Chuwong II: NGHIEN CU'U CAC GIAI PHAP BAO MAT
CHO MANG LAN
Trong chwong 2 ludn van nghién cvuu cac giai phap bao
mdt cho mang LAN nham ddp ivmg cdc yéu cau vé bdio mdt
mang, bao mdt dir lieu va bao mdt nguoi dung.

2.1 Giai phap sit dung hé théng twong lira

2.1.1 Gioi thiéu chung
Firewall 1a mot cong cu hoat dong & ranh gidi gitra bén
trong 1a mang LAN véi hé thong Internet bén ngoai.

2.1.2 Twong lira Cisco

2.1.2.1 Téng quan vé tudng lira cta Cisco

2.1.2.2 Nguyén tic hoat dong ctia tudng lira Cisco
2.1.2.3 Pinh tuyén luu luong qua tuong lia
2.1.2.4 Truy cép thong qua tuong ltra

2.1.2.5 Truy cap ra ngoai thong qua tuong lira
2.1.2.6 Truy cap vao trong thong qua tuong lira

2.1.3 Cong nghé tich hgp trén tuwong lira Cisco
Cong nghé tuong lra Cisco dua trén cong nghé Statefaul
Inspection duoc tong hop tir cac cong nghé Packet filtering(loc
goi), Proxy Server va Stateful packet filtering.
2.1.3.1 Coéng ngh¢ Stateful Inspection
2.1.3.2 Cong nghé Cut-Through Proxy
2.1.3.3 Applicatin-Aware Inspection
2.1.3.4 Virtual Private Network
2.1.3.5 Security Context (Virtual Firewall)
2.1.3.6 Kha nang du phong - Failover Capabilities
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2.1.3.7 Ché db trong sudt (Transparent Mode)
2.1.3.8 Quan Iy thiét bj qua giao dién web
2.1.3.9 Dong san pham thé hé méi Cisco ASA

2.1.4 Tdch h¢ thong, téi wu héa twong liva

Tuy nhién, dé c6 thé nang cao kha ning cua firewall, &
céc doanh nghiép hay trudng hoc, nén phan hé thdng mang ra
thanh 3 khu vuc: LAN, WAN, DMZ.
2.2 Giai phap sir dung hé thong phat hién va ngiin chin xAm
nhap mang IDS/IPS.

Néu khong co hé théng canh bao, ké x4u ¢ thé xam
nhap vao hé théng va dat dugc muc ti€u xam nhap.
2.2.1 H¢ thé’ng phat hién xam nhap IDS
2.2.2 H¢ théng phong chéng xéam nhap (IPS)

2.3 Gidi phap str dung cong nghé VLAN
VLAN la mdt k¥ thuat cho phép tao 1ap cac mang LAN
doc lap mot cach logic trén ciing mot kién tric ha tang vat 1y.

2.3.1 Cic mién quing bd ciia mang LAN do
V& mat k¥ thudt, mot VLAN 1a mot mién quang ba dugc
tao nén bdi mot hay nhiéu Switch.

2.3.2 Phan loai VLAN

VLAN chia thanh 5 loai: Data VLAN, Default VLAN,
Native VLAN, VLAN quan ly, VLAN voice.

2.4 Giai phap ap dung cong ngh¢ mang riéng do (VPN)

VPN (Virtual Private Network) 1a mot mang riéng tao ra
cac lién két a0 duogc truyén qua Internet giita mang riéng cia
mét td chirc voi dia diém hodc nguoi su dung & xa.



http://iforum.vn/tags/vpn/
http://iforum.vn/tags/virtual+private+network/

2.4.1 Cac dac tinh ciia VPN
2.4.2 Cac loai VPN
2.4.3 Cdc cdch trién khai VPN trén thuc té

2.5 Giai phap phén quyén truy cap dit liéu

Viéc xdy dung tai khoan nguoi dung cua mdi cong ty,
doanh nghiép cho phép quéan 1y viéc truy cdp va phan phdi cac
dir liéu tuy vao tung muc dich cd nhan cua nhitng nguoi su
dung, tranh truong hop ro ri cac thong tin quan trong hay cac
hoat dong pha hoai dir li¢u khac.

2.6 XAy dung chinh sich an ninh cho hé théng

Mot chinh sach an ninh cho hé thong (hay con goi la yéu
t6 con nguoi) phai gdm nhiéu cac chinh sach duoc két hop véi
nhau va dugc tuan thi nghiém ngit dé co thé tao hiéu qua cao
nhat.

2.7 Két luan chuong 2

Trong chwong 2, luan vin di nghién ctu 6 giai phap vé
bao mat mang LAN. Mdi giai phap déu c6 mot muc dich riéng
va ting kha ning bao mat cho mang LAN. Dé dat hidu qua cao
nhét, trong thuc té can két hop tt ca cac giai phap nham gitp
cho mang ndi bd co thé hoat dong an toan, tranh dugc cac cudc
tAn cong tir bén ngoai hay bén trong ciing nhu c6 thé phét hién,
c6 cac bién phap xir Iy nhanh chong nhit c6 thé khi xay ra su cd
ngoai ¥ mudn.

Firewall luon 1a mdi quan tdim hang dau cua cac nha
quan trj mang trong hé théng bao mat. Dé c6 thé xay dung duoc
mot mang riéng ma c6 thé tranh khoi moi sy tin cong 1a khong
thé, nhung chung ta cé thé xay dung dugc nhitng mang c6 tinh
an toan cao theo nhimng yéu cau cu thé.
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Dé c6 thé xay dung dugc nhitng mang nhu viy, nguoi
quan tri mang phai nim rd dwugc nhimng kién thirc co ban vé
Firewall, VLAN, Server...
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Chuwong I1I: PE XUAT GIAI PHAP BAO MAT CHO
MANG NOI BO TRUONG DPAI HQC HA NQI
Chirong 3 cia ludn van sé nghién ciru dé xudt mét sé gidi phdp

bao mdt phu hop cho mang LAN tai truong Dai hoc Ha Ngi.

3.1 Khao sat mang ngi by truwomg Pai Hoc Ha Noi

3.1.1 Hign trang kién triic, cdc chirc ning va trang thiét bi
mang hién co trong mang LAN truwong Dai hoc Ha
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Bang 3. 1: M6 hinh két néi mang néi bd ciia trwong
Pai hoc Ha Ngi

Hé théng mang may tinh tai truong Pai hoc Ha ndi dugc
xdy dung theo mo hinh client server, dong thoi voi kién trac
mang hinh sao ¢ cac toa nha, ta s€ dat dugc tdc d6 nhanh nhét co
thé va kiém soat t6t khi xay ra 15i ciing nhu mo rong tuy y
muén. Hién nay tai truong Pai hoc Ha ndi dang st dung 3 may
chu DHCP dat tai 3 trung tam la Nha A , Nha C, Thu vién cua
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truong va 1100 may tram. Tai khu vuc mang noi bo, & mdi toa
nha trong truong Pai hoc Ha Noi déu ¢ cac Switch duoc két
nbi thing toi Switch téng dé di ra ngoai mang ciing nhu di vao
khu vuc may chu ndi bg, cdc may chu duogc két ndi voi nhau
thong qua switch Cisco 48 port duong 1000Base LX va 1000
Base TX, cac may tram két ndi véi may chi thdng qua cac
Switch Cisco.

Toan bd cac may tinh trong trudng déu dugc két ndi ra
internet thong qua cdc may chu dat tai nha A, nha C, va Thu
vién cac mdy chu nay chay hé diéu hanh windown Server 2012,
hé diéu hanh Linux.... Cac may cha ndi bd c6 chic ning chta
dich vu ctia nha truong: Mail, Web, File, cung cdp DHCP cho
cac may tram theo cac Vlan da dinh quan ly viéc truy cap
internet cia cac may tram.

May chu két nbi ra internet thong qua cac modem cap
quang tdc do cao cua cac nha cung cép dich vu internet nhu :
FPT, VDC, VNPT... . Khoang cach tir may chu cua tung co s&
t6i may xa nhat 1a 100m.

Mbét sb Switch duoc st dung tai truong dai hoc ha noi:
Switch Cisco 6506, Switch Cisco 4506, Catalyst 2950, Catalyst
2960.

3.1.2. Ung dung mang mdy tinh trong trwong Pai hoc Ha

noi.

- Tra ctru tai li¢u phuc vu cong viéc hoc tap cua sinh vién
va cong vi¢c cua can bd trong toan truong.

- Sinh vién c6 thé theo ddi thong tin va tinh hinh hoc tap
ctia minh trong thoi gian hoc tai truong thong qua cong thong tin
cta nha truong (http://hanu.vn).
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- Viéc trao d6i théng tin trong toan trudng dé dang hon,
khi c¢6 nhimng théng bao, quyét dinh méi déu duge phd cap cho
toan by CB trong toan trudong thong qua trang tac nghi¢p cua
trerong ( http://tacnghiep.hanu.vn )

3.1.3 Yéu cau sir dung

- Hé thdng phai ludn két nbi dugc Internet.

- X4y dyng hé thong Firewall dé bao vé hé thong.

- VPS, cac dich vu File, Mail, Server ludén phai 6n dinh
dé hoc sinh ciing nhu céc can bd trong trudng c6 thé st dung.

- D@t liéu tai cac phong ban phai dugc tap trung, khong
phan tan, d& quan 1y, duoc phan quyén pht hop voi chirc trach.

- Kha nang cung ung cao, dap trng dugc mot luong 16n
két ndi vao trong hay ra ngoai mang ma van giit dugc sy on
dinh.

- C6 kha nang md rdng trong tuong lai.

3.1.4 Hign trang cdc vin dé lién quan dén bio mt trong
qud trinh vdn hanh, khai thac mang ni bg tai truong Dai hoc
Ha Npi
Thyc trang :

- Cac may chu DHCP dat ¢ 3 noi.

- D ¢6 ISA bao vé Mail va Web nhung 1a firewall mém
nén kha ning cung cp cac phién lam viéc bi han ché, kha ning
ngan chin cac cudc tn cong mang rat thap, ngoai ra toan bd hé
thong mang con lai chura co firewall bao vé.

- Cac Switch tai cac ting chua duge quy hoach, kho
quan ly.

- St dung nhiéu duong Internet riéng biét nhung chua
chuyén hoa muc dich st dung.

Nguy co :
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- Cac nguy co dén tir bén ngoai:

+ Cac cudc tin cong Dos, Ddos vao hé théng nha truong.
+ Céc virus, spam email dugc gui tir bén ngoai vao.

+ Cac cudc tin cong bang social engineering.

- Cac nguy co tu bén trong:

+ Cac 16 héng tr hé diéu hanh, ph?m mém cai dat trén
may do chua dugc update.

+ Cé&c spam, virus lay lan bén trong mang.

+ Céc hanh vi v6 tinh hay cb tinh nham danh cip, pha
hay dir ligu

+ Céc su cd gy anh huong dén dir liéu

3.2 Pé xuit cic giai phap bio mat cho mang ndi bd tai
truong dai hoc Ha Noi

Pé quan 1y tap trung dit liéu va cac dich vy, dong thoi
dam bao an toan thong tin cho hé théng mang em dé xuét cac
giai phap nhu sau:

3.2.1 Gidi phdap mang

Xay dung phong may chu tap trung tai nha A. St dung
Firewall cting Cisco 5520 dé bao vé. Pong thoi tach hé thong
thanh 3 khu vyc: LAN, WAN, DMZ. Khu vuc DMZ s& dat céc
may chii: Web, Mail, File, phan mém quan 1y nhan su, cach ly
hoan toan vé&i khu vuc ngudi dung. Tranh 13y nhiém Virus va 16i
do phia may Client ciia nguoi dung gay ra.

Khu vic LAN s& st dung Switch layer 3 Cisco ciu hinh
VLAN, tach cac khoa, phong ban va cac phong may ra riéng
biét.

Pé xuat giai phap thiét ké hé thong mang véi tinh du
phong va tinh san sang cao véi Firewall Cisco ASA5520
Téng quan hé thong:
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Bang 3. 2: Hé théng mang véi ASA 5520

e Hé thong bao gdm cac thanh phan:

- Ving Internet sir dung nhiéu duong truyén qua bo cin
bang tai nham dam bao tinh sin sang cao co thé dap tng 24/24
cac yéu cau cua nguoi dung bén trong ciing nhu cac ngudi dung
& xa truy nhap vao hé thong cta truong. Véi dé xuét trén em chu
yéu thiét ké dua trén cac cong nghé wu viét ctia hing Cisco. Véi
hé¢ théng nhidu duong truyén internet cing véi tinh ning
Failover duoc trién khai trén hai thiét bi ASA 5520 s& cung cép
cho hé théng d6 an toan cao va kha ning du phong linh hoat. Hé
théng firewall hd tro bao mat, md hoa, antivirus, loc web,
IPS/IDS ...
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- Viing DMZ Zone chira may chi hd trg cac dich vu mail,
web, ftp .. c6 thé public ra ngoai cho ngudi ding & ngoai va ca
nguoi dung bén trong.

- Vung Ineternal Zone, v6i hai Switch layer 3 ddm nhiém
luén vai trd vira 1a Core layer va Distribution layer nham tiét
kiém chi phi ciing nhu viéc cdu hinh va van hanh hé théng. Lép
Core chiu trach nhiém van chuyé khdi luong 16n dit liéu ma van
dam bao do tin cdy va sy san sang cao. Trén hai Switch 16p Core
ndy ta c6 thé ciu hinh tinh ning cluster switch hay High
Availability.

Cac giai phap ing dung dé xAy dung hé thong :

Tinh ning Failover : O day ta s& s dung tinh ning
Failover theo mo hinh Actvie/Active dé ting hi¢u nang xu ly
cling nhu tan dung tdi da hoat dong cua thiét bi. O ché do
Active/Active thi hai thiét bi ASA/PIX hoat dong cung lac va
theo kich ban ma ngudi quan tri dinh trudec.
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Bang 3. 3: M6 hinh Failover Active/Active trén h¢ théng

3.2.2 Gidi phap an toan bdo mdt dir liéu
Pbi véi vin dé an toan bao mat dir liéu em dung cac
phuong phép sau:
- Phan quyén truy cap.
- Backup File Server.
- Cai dat phan mém diét virus ban quyén trén cic may
tinh client ciing nhu trén server dé tranh virus tin cong gay hai

dén dir liéu.
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3.2.3 Gidi phdp vé ngwoi sir dung
Can phai x4y dyng va tuan tht nghiém ngit chinh sach
an ninh hé thong, két hop véi cac hinh thuc ki luat trong nha
truong khi xay ra cac 151 dén tir phia ngudi dung.

3.3 Trién khai thir nghiém va danh gia mét s6 giai phap bao
mat dé xuit

3.3.1 Ngi dung thir nghiém
Luén van thyc hién thr nghi€ém mot s6 nodi dung sau day
- Céu hinh mot sé dich vu trén tuong Iora Cisco ASA
5520
- Chia Vlan trén céc Switch Cisco
- Phan quyén truy cap dit liéu trén File Server, Domain
- Backup File Server
- X4y dyng chinh sach bao mat cho hé thdng trudong
Tir d6 ¢6 co sé dé xuat trién khai trong thyc té.

3.3.2 Két qua thii nghi¢m va dinh gid

Chi tiét két qua thir nghiém trinh bay trong phan phu luc.
Tt ca cac thir nghiém trén déu cho két qua kha quan ciing nhu
véan hanh tdt, on dinh, dap ung dugc cac yéu cu bao mat mang
LAN.

Céc giai phap da thir nghiém c6 thé ing dung cho mang
ndi bd tai truong Pai hoc Ha Noi va dap img duogc cac nhu cau
cua qua trinh dao tao, quan ly trong nha truong.

3.4 Két luan chwong 3
Chuong 3 cua ludn van da khao st mang ndi b tai
truong Pai hoc Ha Noi, cac van dé ndy sinh trong qué trinh sir



19

dung va cac yéu cau bao mit mang nhim dap Gmg nhu cau dao
tao cua nha truong.

Luan vin ciing d& xudt mot sd giai phap bao mat cho
mang ndi bg cia truong Pai hoc Ha Noi. Qua thtr nghiém cho
thiy Cisco ASA5520 c6 thé gitp bao vé mot hodc nhiéu mang
tir nhitng ké xam nhap va tdn cong. Két ndi giita cdc mang nay
c6 thé duoc kiém soat va theo dbi bang cach sir dung cac tinh
ning manh mé& ma Cisco ASA cung cip c6 thé dam bao rang tat
ca luu lugng truy cap tir cac mang tin cdy cho dén mang khong
tin cay(va nguoc lai). Cac giai phap bao mat dé xuat c6 thé trién
khai trong thuc té va phu hop véi cac yéu cau dé ra.

Trén thuc té, khong c6 mot giai phap toan dién nao cho
viéc phong chéng cac loai hinh tan cong trén mang. Cac giai
phap co ban phong chéng:

- Dao tao ning cao nhan thic va k¥ nang khai thac dich
vu cho nguoi sir dung.

- Thay d6i quan diém phong chdng tin cong: phong
chéng khong chi tir bén ngoai ma ngay ca tir bén trong ndi bo.

- Trién khai cac hé théng giam sat bao vé toan mang
nham tu dong phat hién va co lap cac truy cap/hoat dong trai
phép trén mang ndi.

- Xay dung chinh sach phong chéng APT (Advanced
persistent threat) ngay tir bén trong mang noi bo.

Bao mat mang may tinh 1a mdt cong viéc kho va co tinh
chat nhay cam trong mét to chtrc. Bén canh viéc dau tu cac trang
thiét bi phﬁn cing cho co s¢ ha tﬁng mang, con phai cé mot doi
ngil quan tri vién c6 kién thtc sdu rong trong viéc van hanh,
khai thac cac dich vu trong mang LAN ciing nhu trén mang
Internet c6 hi¢u qua.
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KET LUAN
Cic két qua dat dwoc ciia ludn vin:

V61 muc tiéu nghién ciru gidi phap bdo mat cho mang
LAN va ung dung tai Truong Pai hoc Ha ndi, Luan van da dat
dugc mot sb két qua sau day:

- Nghién ctru cac yéu cau bao mat cho mang LAN.

- Nghién ctru céc giai phap bao mat cho mang LAN.

- V& giai phap luan vin dé xudt mot s6 giai phap bao mat c6
thé trién khai cho mang ndi bo tai Truong Pai hoc Ha ndi gém:

+ Hiéu duoc tong quan, cac khai niém va cong nghé ciling nhu
kién triic xay dung hé thong firewall.

+ Ung dung, trién khai cac tinh nang ctia Cisco Firewall.

+ Pua ra dé xuit giai phdp mo hinh mang sir dung firewall
ASA 5520 c6 tinh bao mat, san sang va d6 du phong cao.

+ Chia cac VLAN trén cac Switch.

+ Phan quyén truy cap dir liéu trén File Server.

+ Backup dir liéu Server.

- Két qua cua viéc st dung Firewall, VLAN va két hop
v6i phan quyén truy cap dé bao vé mang ndi bo. Cho phép nguoi
quan tri mang xac dinh mot diém khong ché ngan chan dé phong
ngua tin tac, ké phd hoai, xam nhdp mang noi bg. Cim khong
cho céc loai dich vu kém an toan ra vao mang, déng thoi chéng
tra sy cong kich dén tir cac duong khac. Tinh an toan mang
dugc cung cd trén hé thong Firewall ma khong phai phan bd trén
tat ca may chi ciia mang. Bao vé nhitng dich vu yéu kém trong
mang.

Huwéng phat trién tiép theo:

Hoc vién sé tiép tuc nghién ciru, hoan thién giai phap bao
mat cho mang LAN dé c6 thé trién khai mot cach hiéu qua trong
thuc té.
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